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DETECTION OF OPERATING SYSTEM VULNERABILITIES AND
NETWORK TRAFFIC ANALYSIS METHODS

Researchers and experts on information protection develop antivirus programs and applications
to improve the security of operating systems and security policies. Threats will be relevant to
organizations that do not consider security policies and regular software updates. This paper
discusses applications for scanning and analyzing network traffic, such as Netdiscover, Wireshark,
and Nmap. The model network is based on a virtual machine. This research aims to determine
methods for scanning and analyzing network traffic and detecting network vulnerabilities. This
study conducted a penetration test for Windows 10 using the Kali Purple operating system and
identified the vulnerability of the operating system. The calculation of network traffic is performed
with (1) the determination of the arithmetic means of network traffic, (2) the calculation of the
variance, and (3) the determination of the magnitude of fluctuations relative to the average M, the
range of maximum and minimum values of D, and the Hurst coefficient. As a result of the conducted
research on students enrolled in the educational program 6B06301 — Information Security Systems
at Farabi University, the proficiency in MS Excel and C+# skills amounted to 77.11%. The research
results can be used in the field of information security systems.

Key words: network traffic, penetration, analysis, vulnerability, exploit, attack, Kali Linux,
Windows.
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OrnepanusiiibiK, 2Kylie oCaJIIbIFBIH aHBIKTAY >koHe TpaduKTi Tasgay aaicrepi

Seprreyiijiep MeH aKlaparThl KOPFay KOHIHJEri capalllibljiap OIepallusiIbIK KyHejaepiiH Ka-
ViIci3airie »koHe Kayilci3aiK casicaTblH apTTBIPY VIIIH BUPYCKA KapChl OargapJiamMaJiap MeH KO-
cemmmasiap o3ipseiini. Makanama Netdiscover, Wireshark »xone Nmap custkTor xkejtisik Tpadukri
CKaHepJIeyre 2K9HE TAJ[JIAyFa apHAJFaH KOChIMINAJIAP KapacTolpbLiabl. 2Keminik TpadukTi Tasmmai
611y — KHOEpPKOPFayIbIH, AJIFAIIKbI 2KeJTici. BUpTya apl KeHiCTIK — JepeKkTep/Ii KOpray TeXHOJIOTUsI-
ChI CaJIaChIH/AFbl OKBITY CIIEHAPUILIEPiH iCKe acbipyfa apHaJFaH opblH. OChl 3epTTEY/IiH MaKCAThI
KeJIIK TpaduKTi Tajiay oJicTepiH YKoHe YKeJIHIH OcaIbFbiH aHbIKTay. 3eprreyie Kali Purple
onepanusiIbK, 2Kyiecinig kemerimen Windows 10 »kyiiecine eHy TecTi »Kypri3ijiii KoHe oreparu-
SITBIK, XKYHEHIH, OCAJIBIFBI aHBIKTAIbI. CoHai-ak, KeaimiK TpaduKkTiH opraiia apudMeTHKAJIBIK,
moHiH (1), mucnepcusnsl ecenrey (2), oprama M (3) KATBICTBI aybITKY MOHIH aHbIKTay, D Makcu-
MaJIJIbl YK9HEe MUHUMAJIIBI MOHIHIH JUAITA30HBI XKoHe XepcT KodhUIneHTiHe Taamay Kyprisiii.
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2Keninik TpaduKTi TAIIAYIBIH XKOHE OCAJIIBIKTAP/IBI AHBIKTAY/IBIH YChIHBLIFaH 9ricreMmeci Ethernet
JKEPriiKTi 2KeJjriciHe MadybUIIapIbl HEFYPJIbIM KOFApbI JIQJIIIKIIEH YKOHE TOJIBIKTHIKIIEH AHBIK-
Tayra KoHe OyrarTayra MyMKiHIiK O0epai. Hotmxkene ampikTamran Xeper koadduiimenTinin, MoHI
(( < 0,5)) e3iHmik YKCACTBIFBI YKOK 3PIrOIUKAJBIK, KaTap ekeni afikpiugaspl. CoHbIMEH KarTap,
OPBIHJIAJIFAH 3ePTXAHAJBIK, KYyMbICc HoTIKecine Farabi yauepcurerinig 6B06301 — AKmapaTThIk,
Kayincismik »kyitesepi Gisim Oepy 6Garmapsamackl OoiibiHIma crygenTrepais, MS Excel xxone C#
Goiibiama GimikTimiri 77,11% Ten Goambl. ANbIHFaH 3epTTEy HOTHXKEJEpl aKNapaTTHIK, Kayllcisik
Kyiteci caachlHIa Al IaIaHbLIybl MYMKIH.

Tvyiiin ce3gep: xkemmik Tpaduk, eHy, Tajamay, OCAJABIK, 3Kcmaont, madbyswr, Kali Linux,
Windows.
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O6Hapy2keHus ysI3BUMOCTY OIIE€PAIIOHHON CHCTEMbBI 1 METOAbI aHAJIM3a CEeTEBOro Tpaduka

UccnemoBaren u 9KCOEPTHI M0 3aIIuTe HHGOPMAIMH pa3pabaThiBAIOT AHTUBUPYCHBIE TPOrPAMMBI
¥ [IPUJIOXKEHUST JIJTsI TIOBBIIIEHUsT 0E30IIACHOCTH OTIEPAIIMOHHBIX CUCTEM U TIOJIUTUK Oe3omacHocTu. B
JIAHHOH CTaThe PaCCMaTPUBAIOTCS TPUJIOXKEHUS JIJIsi CKAHUPOBAHUS M aHAJN3a CETEBOr0 TpaduKa,
takue kak Netdiscover, Wireshark u Nmap. YMmenue anaiusupoBarh cereBoil TpaduK — mepBasi
JINHUS 3AIUTHL OT KnOepyrpo3. BupryaabHoe IpOCTPaAHCTBO — MECTO ISl PEAJIM3AINN ClIEHAPUEB
o0y4eHust B 0OJIACTH TEXHOJIOIMH 3aIUThI JAHHBIX. [[eJib JAaHHOrO MCCIIeIOBAHUS OTPEIETUTE Me-
TO/BI aHAJM3a CETeBOro TpaduKa U ODHAPYKEHWEe YsI3BUMOCTH CETU. B JTAHHOM WCCJIEIOBAHUN C
roMoIibio orepanunonHoit cucremsr Kali Purple nposenen Tect na nponukuoserue B Windows 10 u
OIIpE/IeJIeHA YSI3BUMOCTD OIEPAIMOHHON CHUCTeMbl. TakzKe, MPOBEJEH pacdeT ceTeBoro tpaduka ¢
orpejiesieHueM: cpeaneapudmerndeckoe 3uadenne ceresoro rpaduka (1), BoraucieHne Juciepeun
(2), oupenesieHne 3HaUEHNST KOJIEOAHHMN OTHOCUTEILHO cpeaero M (3), nuamna3oH MaKCHMAaJbHOTO
¥ MUHUMAJbHOTO 3HadeHus D u koaddunuent Xepcra. [Ipeaiokennas MeTonka aHaan3a ceTe-
BOTO TpaduKa U 0OHAPYKEHUS YI3BIMOCTEH M03Bo/IMIIa ¢ 60JIee BBICOKON TOYHOCTHIO M HOJHOTOM
BBISIBUTDH U OJIOKMPOBATH aTaKW Ha JIOKAJIbHYIO ceTh Ethernet. Ilo pesympratam moxkasaremns Xep-
cra ( < 0,5) onpejiesieH Sproauydeckuil psiji, KOTOPHIH He obsasaer camonogobueM. B pesyibrare
MIPOBEJIEHHOT0 MCCJIEIOBAHUS CTYIEHTOB 110 0Opa3oBareibHOi mporpamme 6B06301 — Cucrembr un-
dopmanmonHoit 6e3omacunoctu yausepcurera Farabi anaseiku padborsr ¢ MS Excel u C# cocraBuim
77,11%. Tlony4ueHHbIE PE3YIBTATHI UCCIIEOBAHUSI MOTYT OBITH UCIIOJB30BAHBI B O0JIACTH CHCTEMBI
MHOOPMAITMOHHOH 6E30ITaCHOCTH.

KoroueBbie cioBa: ceTeBoil TpadUK, TPOHUKHOBEHUE, aHAJIU3, YSI3BUMOCTH, IKCIJIOUT, aTaka,
Kali Linux, Windows.

1 Introduction

Today, data transmission is developing rapidly. This means the availability of the local
network and easy connection of users. The local data transmission environment also
creates conditions for listening to network traffic and connecting attackers to the network.
Unregistered port numbers make network traffic monitoring and intrusion detection difficult.

Klenilmar L. Dias et al. [7] consider a module for classifying video traffic based on machine
learning. The proposed naive Bayes algorithm is used to relax the independence hypothesis
and in quality assurance schemes for computer networks. The results of this module are
applied in real-time scenarios.

Some other authors [4] propose an effective statistical approach to attack detection based
on traffic characteristics and an algorithm for dynamic detection of threshold values. The data
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from the MIT Lincoln Laboratory DARPA and developments of the university laboratory
using this algorithm were used to derive attributes based on distributed denial-of-service
characteristics.

Markus Ring et al. [13] proposed a new methodology for generating real network traffic
based on the flow for evaluating network-based intrusion detection systems (NIDS). The data
is based on Generative Adversarial Networks (GANs), which are used to generate images.
The new method proposed for estimating generated network traffic based on the flow of the
CIDDS-001 dataset has shown the ability to generate high-quality data.

In this paper, the algorithms for modeling network graphs are considered, and applications
for network analysis are used. The experimental part shows the analysis of network traffic
based on a virtual machine and the use of network traffic filtering. In order to protect the
information, an exploit of the Windows operating system was identified, and a vulnerability
scan module was searched. Based on the results of the network traffic calculation, the Hurst
index ( < 0,5) is obtained.

2 Methods and materials

In the research by N. Clarke et al. [1], traffic metadata is used to identify users. The results of
the experiments conducted to investigate the relationship between user actions and network
signals are shown in Table 1.

F. Pacheco et al. [11] have studied the methods of machine learning and Deep
Learning (DL) for the classification of Internet traffic. The platform under study is satellite
communications, where encrypted, unencrypted, and tunnel communications are considered.

Table 1: Services and interaction with users [1].

Services User interaction

Bbc Watching video clips, TV programs, listening to audio clips,
commenting, sharing news

Dropbox Uploading files, general viewing of files, folders

Facebook, Posting, commenting, sharing, finding friends, attaching files, chatting,

Twitter messaging

Google Keyword searching, creating, editing, deleting online documents

Hotmail Downloading and uploading file attachments, composing an email,
deleting content, replying to email

Skype Sending text messages, transferring files, changing online presence

YouTube Searching, watching videos, downloading songs and videos, writing
comments

Wikipedia Searching, reading articles

Y. Kawasaki et al. [6] propose a state-space model that estimates the traffic state over
a two-dimensional network with alternative routes. This method also employs sequential
Bayesian filtering with a cell transmission model GTM for the flow model.

The article by Makarenko S.I. et al. [9] presents a comparative analysis of foreign and
Russian penetration testing methodologies and standards, such as The Open Source Security
Testing Methodology (OSSTMM), Information System Security Assessment Framework
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(ISSAF), Open Web Application Security Project (OWASP), Penetration Testing Execution
Standard (PTES), Technical Guide to Information Security Testing and Assessment (NIST
SP 800-115), Study a Penetration Testing Model (BSI), Methodology of Information Systems
Security Penetration Testing (PETA), Penetration Testing Framework (PTF), and Positive
Technologies. Additionally, definitions of basic terminology are provided.

Ethical hacking (pentest, pentesting) involves authorized simulated attacks on computer
systems to identify weaknesses in the security system. It is also used to assess the security of
operating systems, network security, web applications, and wireless systems. To protect the
system, professional pentesters utilize various tools and methods that malicious actors use
for hacking. Stages of penetration testing:

1) Information gathering — detecting network hosts, open ports, etc.;

2) Vulnerability analysis — checking for unpatched systems, misconfigurations, etc.;

3) Exploitation — gaining access using discovered vulnerabilities;

4) Post-exploitation — maintaining access using backdoors, rootkits, etc.;

5) Reporting — presenting results and recommendations for preventing identified
vulnerabilities.

A research study was conducted at the Faculty of Information Technology of Farabi
University to identify vulnerabilities in the Windows 10 operating system. The research
consisted of two parts: conducting a penetration test and calculating the Hurst exponent
using Wireshark.

For the study, students specializing in information security systems at the Faculty
of Information Technology were selected. A survey was conducted among the students,
which included the following questions: 1) participation in CTF competitions; 2) knowledge
of scanning tools; 3) practical experience in identifying OS vulnerabilities. Data analysis
involved observing 86 participants. According to the survey results, 21% of students
participated in CTF competitions, 62% possessed practical skills in scanning tools, and 17%
had practical experience in identifying OS vulnerabilities.

3 Results and discussion

The experimental part of the work analyzes network traffic based on a virtual machine. Data
connection type is a network bridge. In order to analyze network traffic, we use the Kali
Purple operating system.

The Netdiscover utility discovering network interfaces without an IP address configuration
was used to determine the nodes available on the network.

One of the key features of the Wireshark utility is traffic interception. The Wireshark
utility fixes the problem with the network, debugging of web applications, network programs,
and sites and allows viewing the packet data at all OSI levels.

The Wireshark window consists of panels: Packet List, Packet Details, and Packet Bytes.
In the window, one can see the traffic related to the wireless access point and which protocols
are used.

In the Filter menu, entering the command #p. src==192.168.137.136 and pressing Enter
make it possible to get only those packets that came from the specified IP address and the
results of filtering.
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The Statistics-Capture File Properties command shows the average number of packets
per second, the average packet size, and the traffic intensity.

Traffic results are as follows: packet intensity A = 2.5 packets/s, average packet size
L = 159 bytes, and traffic intensity a = 3159 kb/s.

An open-source network scanner used in Windows and Kali Purple operating systems
is Network Mapper (Nmap). This utility determines the devices connected to the network,
installed programs, the type of operating system, and the types of filters applied. Nmap opens
a port on a computer and uses incoming connections to connect to another program.

Yu.V.Markin [10] considers a table with the results of network analyzers (Table 2):

Table 2: Summary table of the overview of network analyzers [10].

Objectives Wireshark | Snort Bro ntopng
Thread recovery +/- -/+ + -
Analysis of encrypted data | + - - -
Analysis of nested tunnels + - + -
Adding protocol support -/+ +/- +/- +/-

In order to achieve the set goals, the following requirements have been developed:

1. Difference in data flows when sending and recovering;
2. Supported format of archived and classified traffic;

3. Supported tunnel protocols with arbitrary stack configuration.

Based on the analysis performed to protect the information, exploits for the Windows
7 operating system were identified, and a search for the exploit/multi/handler vulnerability
scanning module was performed (Fig. 1).

fafl @ia el sl i eadinr

LilmaliL/handlar

wid | i Aaeadler 1]

Figure 1: Defining exploits

The use of certain network layer vulnerabilities is based on the IEEE 802.11 standard. For
the experiment, a test local private wireless network Broadcom 802.11 n Network Adapter
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was used. The attack generation environment uses a virtual machine with the installed Kali
Purple distribution version kali-linux-2024.1-installer-purple-amd64.iso with a set of special
utilities for testing for network penetration. A virtual machine with Windows 7 OS was
used to analyze the attacks. Metasploit Exploitation Framework tool was used to test for
penetration.

The results of exploits that can be applied in the tested are shown in Fig. 2.
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Figure 2: Results of the vulnerability definition

On Windows 7, a hack was detected using the Servis apache2 (Fig. 3-4)

(root® kali ) - [ /home/gulzi ]

= s apachel status
o apachel.service - The Apache HTTP Server
Loaded: loaded (Jusr/lib/systemd/system/apachel.service; ; preset: )

Active: inactive (dead)
Docs: https://hutpd.apache.org/docs /2. 4/

(root® kali)-[/home/gulri]
—8 apache? start

root® kali) [ /home/gulzi

-’ apache? status
& apachel.service - The Apache HTTP Server
Loaded: loaded (fusr/lib/systemd/system/apachel.service; } preset: ¥
Active: tive unning) since Sat 2024-03-30 19:37:20 CDT; 45 ago

Docs: huitps://httpd.apache.org/docs/2.4/
Process: 37352 ExecStart</usr/sbinfapachectl start (code-exited, status-0/SUCCESS)
Main PID: 37369 (apachel)
Tasks: & (limit: 9396)
Memory: 19,7M (peak: 20.2M)
CPU: 1BSms
CGroup: Fsystem.slice/apachel.service

Figure 3: Loading the Servis apache2
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Figure 4: Open apache2 in the Windows 10

In our research paper, we used the Hurst definition of R/S statistics to calculate network
traffic per second. The traffic load results are shown in Fig. 5. The simulation duration is 330
seconds, and the number of packets is 3093. This value can be changed to study the nature
of the traffic.

Wireshark . Endpoints - TIO1I024 pespry []

Ethernet:2 | IPwi.22 IPy6 TCP .43 UDP.55

Address = Port  Packets  Bytes  TotaslPackels  PercentFiltered  TaPackets  TuBytes  RxPackets Ruivtes |
£4.273.%686. 84 43 13 Ak L] 37.14% Q 0 bytes 5] Akf
80.241.0.72 123 1 90 bytes 2 S0.00% 0 0 bytes 1 90byes
22501847068 443 M 40Mn 1,633 14.15% O Obytes i) ikl
142 I50.184 146 443 a 2k 1 473T% a 0 bytes a 1B
2250085000 443 0 kB 0 S0100% o Obyies 0 ThH
142.250.185.106 443 12 2B 26 46.15% Q 0 bytes 12 IkB
4250085063 443 0 akn 7 47.67% @ Obytes 0 IkB
142 250,185 164 443 o Ik 2 40.97% [+] 0 bytes ] 1B
18275005195 443 7 0 15 L6.57% @ Obytes 7 Thfi
142250.185.206 443 0 28 s 40.00% Q 0 bytes 10 kB
142.250066.138 &4 o akh ] 34.67% 0 Obytes Fil Gkl
142.250,186.174 443 o 248 il AT62% 0 0 bytes 10 2B
TTi217.98.99 443 a5 1] an 50.00% a 0 bytes a5 £ 1]
1021681372 53 50 4kB 102 40.02% Q 0 bytes 50 4B
H2IGRII7I36 33879 2 150 bytes 4 50.00% 3 150 bytes (1] @ brytes
W2IERIILIZ6 50 10 248 n A7.62% 10 3 [} 0 bytes
157168.137.136 34500 2 146 bytes 4 S0.00% T 146 bytes (1] Bhytes
192168132,736 34000 2 160 bytes 4 50,00 2 160 bytes 0 Obyes
152168.137.136 35894 2 194 bytes 4 50.00% 2 194 bytes [} Thytes
12168137136 36535 2 148 bytes 4 S0.00% 2 148 bytes o O bytes
1ZIGEIITIZ6  IGETT 1 152 bytes 4 S0,00% 2 7 bytes [\} O bytes
TWERIINNE 3661 2 170 bytes 4 S0.00% 2 170 bytes 1] Obytas
102168137736 36654 2 170 bytes ' 50,00% 3 770 bytes 0 O bytes
TLIERNILEG  3ETT 12 EL- ] o A5.15% 1 Ik ] B hbyted
162168137936 396 2150 bytes & 50,00 2150 bytes o O byres
162168130136 38458 7 154 bytes i S0.00% 2 154 bytes [} 0 bytes
12168137136 39547 wn 2k 20 S0L00%, 10 k8 [+ 0 bytes
102168130136 40734 1 73bytes 2 S0.00% 1 Tamytes [} 0 bytes
1H2I68137.736 41734 m kB 5 A0.00% 0 kB 0 Dbytes
1LI6E1FL1B6 42220 9 248 ] 471.37% 9 248 [} @ bytes

Figure 5: Traffic under study for calculation

The following packets were received according to the analysis results: Ethernet — 2, TCP
— 43, IPv4 — 22, and UDP — 55. The calculations of the results obtained are shown in Table 3.

Traffic duration m = 330 seconds, N = 330/(3093/330) ~ 35

Where, N is the number of blocks, and 3093 is the number of packets.

1 =1, time = 150 s — 31, packet = 345

P1=345/(150 % 31) = 0.074

1 =2, time = 210 s — 46, packet = 417
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P2 =417/(210 % 6) = 0.043

1 = 3, time = 270 s - 113, packet = 2961
P3 =2961/(270 x 113) = 0.097

1 =4, time = 330 s - 141, packet = 3093
P4 =3093/(330 % 14) = 0.066

Table 3: Summary table of Network Analyzer overview.

Xi |1 | 2 E E

Pi | 0.074 | 0.043 | 0.097 | 0.066

The arithmetic mean of network traffic is determined by the following formula:

1 N
M=— Y X
N i3

M = 0.07

Calculating the variance:

2 1 2
S :N 2:1<AX’Z—]\4’)

S =0.019

Determination of the value of the oscillations relative to the mean M :

D=3 Xk —j-M

D1 =X1—-N-M=0.004
D2=X14+X2—-N -M=-0.023
D3=X14+X2+X3—-N-M=0.004
DIi=X14+X2+X3+X4—-—N-M=0

Maximum and minimum D value range:
R =max{D;} —min{D,}
R =0.004

The Hurst coefficient is determined by the following formula:

InN
H=-1.1

This traffic calculation can be performed using the C# compiler (Fig. 6).
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Figure 6: Results C#

Based on the results of the Hurst indicator (H), the following processes are determined:

e H < (.5 — an anti-persistent or ergodic series that does not have self-similarity;

e H = 0.5 — complete random series with particle displacement in classical Brownian
motion;

e H > 0.5 — a persistent (self-sustaining) process that has a long memory and is self-
similar [12].

According to the results, we have H < 0.5, and this process is anti-persistent and does
not have self-similarity.

In the following studies, the vulnerability analysis of the modules of the biometric voice
identification system is conducted, and a block diagram of the system of voice identification
of the user by voice with enhanced protection against attacks is proposed. This scheme
for the use of elementary speech units in the developed identification systems allows
improving computational performance, reducing subjective decisions in biometric systems,
and increasing security against attacks on voice biometric identification systems with a
probability of the first and second errors of the kind of 0.025 and 0.005 [15].

Using the MS Excel and C+# compiler, the calculation was carried out by 77.11% of
students (Fig. 7).

Computer Emergency Response Team (KZ-CERT) is a center that collects and analyzes
information on computer incidents and provides advisory and technical support to users
in preventing computer security threats. Together with Nitro Team LLP, more than 170
potentially vulnerable Microsoft Exchange IP addresses were discovered in the republican
segment. Attackers can gain access to any Microsoft Exchange Server email account using
these vulnerabilities. KZ-CERT experts sent instructions on identifying vulnerable software
to all government agencies and operational information security centers [8].
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Truific calculstion

Manaal cabealatbon MS Excel ce

Figure 7: Methods of traffic calculation

Emrah Yasasin et al. [16] examine the vulnerability of software packages and the impact
of exploits. Based on the National Vulnerability Database (NVD), the authors used mean
absolute error (MAE) and root-mean-square error (RMSE) to measure prediction accuracy
using single, double, and triple exponential smoothing, Croston’s methodology, ARIMA,
and the neural network approach. The results have shown that the optimal forecasting
methodology depends on the software, and forecasting accuracy is reliable within the two
applied forecasting error metrics.

Darshana Upadhyay et al. [14] investigate the vulnerability of the Supervisory Control
and Data Acquisition (SCADA) network. In the scientific work, real incidents of SCADA
vulnerabilities registered in standard databases are considered, and recommendations for
SCADA security are given.

4 Conclusion

The goal of this research was to identify effective utilities for analyzing network traffic and
detecting network vulnerabilities. Based on the analysis, the following threats were identified:
broadcast scanning; interception of network traffic; modification and implementation of
network traffic; getting information about the device; changing the ARP-spoofing table;
implementation of a false DHCP server.

Identification of vulnerabilities in Windows 10 is done using the Kali Purple distribution.
The following categories of attacks were identified: violation of the network perimeter;
violation of integrity; violation of confidentiality; accessibility violation; link layer attack;
Ethernet network layer attacks.

The analysis revealed the lack of full protection against harmful network activity. The
developed methodology for detecting vulnerabilities and cracking the OS is based on the
IDEFO0 and IDEF1X methodology.

The proposed method of analyzing network traffic and detecting vulnerabilities allows
you to identify and block attacks on the local Ethernet network with higher accuracy and
completeness. The obtained results of the Hurst exponent (H < 0.5) determined an ergodic
series that does not have self-similarity.

The vulnerability database grows every year. Organizations are undergoing changes
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that are associated with a security risk. Information security management automates the
inventory of resources and the identification of vulnerabilities using modern security tools.
Each vulnerability must be verified. Thus, the proposed methods of analyzing and scanning
the vulnerability of network resources are the first step towards security. This is a cyclical
process, and the regularity of the process allows minimizing the risk of attacks on private,
corporate infrastructure.

Further research will continue to study new types of attacks in local networks and improve

the architecture of the information security system.
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