ISSN 1563-0277, eISSN 2617-4871 JMMCS. Ne1(121). 2024 https://bm.kaznu kz

IRSTI 27.47.23 DO https://doi.org/10.26577/JIMMCS2024121112

I. Saymanov
National University of Uzbekistan named after Mirzo Ulugbek, Uzbekistan, Tashkent
Engineering Federation of Uzbekistan, Uzbekistan, Tashkent
e-mail: islambeksaymanov@gmail.com

LOGICAL AUTOMATIC IMPLEMENTATION OF STEGANOGRAPHIC
CODING ALGORITHMS

The main goal of steganography is to ensure secure communication while keeping the
communicative act "invisible". The origin of this term dates back to Ancient Greece and translates
as "hidden writing". A simple yet effective method of steganography in antiquity, considering the
frequent use of wax tablets, involved cutting out the message on the wooden bottom of the tablet
and then writing a decoy message on the wax. Technological evolution has led to human ingenuity,
allowing the use of this powerful tool for both message transmission and watermarking products
during the transition from physical to digital media. There are various forms of steganography,
including injective, generative, substitutive, selective, and constructive. The steganography we
employ is injective, as it is more suitable for our task of hiding information in image pixels.
After various searches, we decided to use BMP (Bitmap Picture) 3 (Microsoft Windows NT) and
later versions as the image file format, as this version, especially in 24-bit and 32-bit encodings,
represents a single color component. Each byte allows for altering the least significant bits without
changing the external appearance of the image.

Key words: logical automatic implementation, steganographic coding, algorithms, RGB (Red,
Green, Blue), LSB (Least Significant Bit), PSNR (peak signal to-noise ratio).
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CreranorpadusJblK, KOATAY aJropUTMIEPiH JOTHKAJBIK ABTOMATTBI YKY3€ere achbipy

CreranorpadusiHbIH, Herisri MakcaTbl KOMMYHUKATUBTI akTiHi "kepinbGeiiTin"cakrail OTBIPHII, Ka-
yirci3 6aiijaHbICTBI KAaMTaMachi3 ery. Bys repmunsis mbry Teri Fakenri ['perusnan 6acraiaib
skoHe "JKachIpbiH kasy"men aynapbuiaisl. Exkenri moyipae Gasaybi3 TabieTKajgapbliH KUl KOJI-
JAHYIbI €CKepe OTBIPBIM, CTEraHOrpapUAHBIH KapamaibiM, Oipak THIMII Oici MIAHIIETTIH ararr
Tybingeri xabapmaMaHbl Kecil aayabl, COJaH Kelfin H6aaybi3ra aaaay XxabapaaMachiH 2Ka3y/Ibl KaM-
TUABI. TeXHOJIOTUSIIIBIK, 9BOJIIOIUSI 8 JaMHBIH TAIIKbIPJIBIFBIHA OKEJII COKTHI, OYJI KYATThl KYPaJlIbl
bUBHKAIBIK MeIua aH U@PIIbIK TaChIMAJIAFBINIKA KOILy Ke3iHje xabapsap/sl xKibepy yIImiH e,
eHIMIIEpl cy TaHOajay YIIiH Je mafigananyra MyMKiHIIK Oepmai. CreranorpadusHblH, MHbHEKITHSI-
JIBIK, T€HEPATUBTI, AJIMACTBIPYIIIBI, CEJIEKTUBTI 2KOHE KOHCTPYKTUBTI CUSIKTHI 9PTYPJI popMaIaph
6ap. bi3 xKommanaTeiH creraHorpadus WHBHEKIHUSIBIK, OOJBIT TabbLIaIbl, OUTKEHI OJ1 KeCKiH MHK-
cesliepiHieri aKapaTThl Kacblpy MiHJeTiMisre kosaiieipak. Typii isneysepaen keitin 6i3 BMP
3 (Microsoft Windows NT) xkone oziaH KefiiHri HycKaJapblH KecKiH balsbHbIH minriMi peridje
maiijalaHy el IIEmTiK, oiTKeHl OyJ1 HyCcKa, ocipece 24-0uTTiK koHe 32-OMTTIK KoaTayiapma, 6ip
Tycri KypaMmmac 6esikTi Olmmipeni. Opbip OailT KeCKiHHIH, CHIPTKBI KODIHICIH ©3repTIecTeH €H a3
MaHbI3IbI ONTTEP I 63repTyre MyMKIHIIK Oepe/ti.

TyiiiH ce3mep: JOTMKAJBIK aBTOMATTBI iCKE aChIPY, CTEraHOrPadUSILIK, KOJATAY, aJrOPUTMIIED,
RGB (Kebi3zbu, 2Kacsut, Kex), LSB (Ex a3 maspaas 6ur), PSNR, (curHaJi/ipIH My bLFa KAThIHACHI
IIBIHBI).
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Jlornyeckast aBromaTHada peaJjin3annd aJropurTMoB CTeI‘aHOI‘pa(l)I/I‘-IeCKOI‘O KoaupoBaHMA

OcHoBHas 1e/b cTeraHorpaduu 0becrednTh OEe30MMACHYI0 CBSI3b, COXPAHSIS IIPU ITOM KOMMYHU-
KaTuBHBIA akT "HeBuauMbiM". IIpoucxoxKienne sroro TepMmuna BocxomuT K Jpesmeit 'penym u
nepeBoanTcs Kak "ckpoiToe nmucbMo". IIpocroii, Ho 3¢hdekTuBHbI MeTox creraHorpaduu B JIpeB-
HOCTH, YINUTHIBAs IaCTOE UCIOIB30BAHNE BOCKOBBIX TabJIMUIEK, 3aK/II0UAJICS B BBIPE3AHUN COOOIIIe-
HUsl Ha JIEPEBSTHHOM JIHE TabJIMYKM, & 3aTeM HAIMCAHUU JIOYKHOIO COOOINeHus Ha BOCKe. TexHO-
JIOTMYECKas IBOJIIOIINSI IPUBEJIA K UeI0OBEYEeCKO m300peTaTe IbHOCTH, ITO3BOJIUBINEN UCIIO/IH30BaTh
9TOT MOIIHBI WHCTPYMEHT KaK JIJIsl [IepeIadn COOOIIEHU , Tak U JIijisi HAHECEHUsT BOJAHBIX 3HAKOB
Ha TPOJYKTHI MIPHU Iepexofie oT dusndecknx Hocureseil K nudpoBbiM. CyIecTBYIOT pa3InIHbe
dopmbl creranorpaduy, BKIOYasi HHLEKTUBHYIO, TeHEPATUBHYIO, 3aMEIAIOIILY 0, CeJIEKTUBHYIO 1
KOHCTPYKTHUBHYIO. Vcroyib3yemasi HaMu creraHorpadusi sBJIsSIeTC WHbEKTHUBHOM, IOCKOJBKY OHA
GOJIbIITE TIOAXOIUT JIJIsi HAIlel 3aJ[a9d 110 COKPBITUIO WHMOPMAIUU B IIUKCEIsIX n300pazkenus. 11o-
cJie PA3JIUYHBIX MMOMCKOB MbI PEIIMIM UCIOJIH30BaTh B KadecTBe (opMmara daiijga m300parkenus
BMP 3 (Microsoft Windows NT) u GoJiee 110371Hue Bepcum, Tak KaK Ta Bepchsi, 0OCOOEHHO B 24-
OuTHOI 1 32-6UTHOI KOIUPOBKE, IIPEJICTABIISAET COOOM eIMHYIO I[BETOBYIO COCTABJISAIONLY 0. KaxK Tprit
OaliT TIO3BOJIIET U3MEHSITH MJIAJIIINE OUTHI 6€3 M3MEHEHUsT BHEITHErO BU/1a N300PAKEHMSI.
KuirrogyeBbie csioBa: Jiormdeckasi aBTOMaTAYECKAs PeAJIN3allis, CTeraHorpaunIeckoe KOJIMpoBar-
uue, aaropurmbl, RGB (kpacubiii, 3esienpiii, cunuii), LSB (muagmmit 3uavamuii 6ur), PSNR (uu-
KOBOE OTHOIIIEHHE CUTHAJ/IIIYyM).

1 Introduction

The ability to utilize Arduino and any components that can be implemented sparked our
interest in creating a useful and intriguing project for our participants [1]. Initially, the idea
was to create a universal remote control panel that could be used in electronic equipment by
using an infrared remote control to manage ecological process automation. After discussing
other ideas, it was concluded that injective steganography could be an excellent tool to achieve
the goal [2-8].
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Figure 1: Generalized model of a steganographic system
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The main goal of steganography is to ensure secure communication while keeping the
communicative act "invisible". The origin of this term dates back to Ancient Greece and
translates as "hidden writing". A simple yet effective method of steganography in antiquity,
considering the frequent use of wax tablets, involved cutting out the message on the wooden
bottom of the tablet and then writing a decoy message on the wax [9-14]. Technological
evolution has led to human ingenuity, allowing the use of this powerful tool for both message
transmission and watermarking products during the transition from physical to digital
media [15-17|. There are various forms of steganography, including injective, generative,
substitutive, selective, and constructive. The steganography we employ is injective, as it
is more suitable for our task of hiding information in image pixels [18-24|. After various
searches, we decided to use BMP 3 (Microsoft Windows NT') and later versions as the image
file format, as this version, especially in 24-bit and 32-bit encodings, represents a single
color component. Each byte allows for altering the least significant bits without changing the
external appearance of the image. Therefore, supported raster images are 24-bit and 32-bit,
because altering 8, 4, or 1 bit would be noticeable.

BMP format is one of the simplest formats jointly developed by Microsoft and IBM. A
raster image file records the image as a table of points (pixels). It manages colors both in
RGB (Red Green Blue) and through an indexed palette.

Our developed steganographer, as mentioned earlier, is compatible with both 32-bit and
24-bit raster image formats because we decided to use 4 image bytes to hide 1 byte of text.
Of these 4 bytes, the first three are modified, and the last one should remain unchanged.

In the case of the 32-bit format (where R represents the red byte, G represents the green
byte, B represents the blue byte), the least significant bit of the bytes will be modified in
RGB.

The research provided systematic activities for image steganography, including
hiding/embedding secret messages, revealing messages, as well as a systematic step-by-step
approach to ensuring the execution of these steps. The research begins with explaining the
new system, thereby giving a hint about its contents [25-29].

The proposed system employs a robust approach, involving embedding a secret message
into one of the three RGB image color channels, bitwise processing, bit shuffling, a secret key,
and cryptography to develop a new algorithm for steganography system. The new algorithm
will provide the following important aspects of data security enhancement. Before matching
the secret message to the image carrier by means of transposition, the intruder is misled.

The encryption of the secret key and data is encrypted using a reliable repetitive algorithm
to ensure secure protection that cannot be easily cracked or broken.

The secret data will be hidden by matching them with the blue color frequency in the
carrier image using a modification method for gray color.

Enhance file security on the Internet through efficient encryption and embedding of a
secret message that can only be revealed by authorized third parties.

To ensure effective hiding of the secret message on the selected cover image, a different
encryption method will be used. These modules include file matching and encryption methods
to hide the secret message and ensure its security. A general diagram explaining the new
methodology is presented in Figure 2 below.
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Figure 2: Steps of Text Concealment and Display on Image

2 Encryption Algorithm

This is a step-by-step approach used for concealing a message within an innocent image.
This algorithm represents a procedural methodology developed to protect against malicious
attacks on files over the Internet. The encryption algorithm is employed for concealment in
this algorithm, precisely providing the first step in ensuring file security on the Internet,
as well as serving as the first stage of image steganography adopted for this research. The
algorithm begins by taking input about image concealment and outputs an encrypted stego-
image with secret data and key bits. The encryption algorithm schema is presented below.

Inputs: original color image and document.

Output: Stego Image consisting of a secret message.

Step 1: Select what needs to be concealed and the required encryption key.

Step 2: Convert the selected key into a one-dimensional array (1D array).

Step 3: Use logic 1 to apply the bitxor process to one bit of the secret key array with
logical 1.

Step 4: Rearrange the encrypted bits from bitxor by swapping even and odd bits from
step 2.

Logic: If the secret key bit = 1, perform the bitxor process with logical 1. Otherwise, do
not implement the bitxor process.

Step 5: Repeat step 4 until all secret data bits are encrypted.

3 Cartographic module

The mapping procedure has been adopted for efficiently placing a secret message into a pixel
of the carrier/cover image for final encryption. The cover image channels are transformed,
followed by a 1-to-1 mapping to place the secret data into the cover image, preserving the
bits and pixels of the original cover image to obtain the output steganographic image.
Input: cover image, secret message
Output: Stego Image Step 1: Choose the carrier image.



126 Logical automatic implementation ...

Step 2: Transform the cover image from step 1.

Step 3: Select the secret file.

Step 4: Perform a 1-to-1 mapping to conceal the message from step 3 into the image from
step 2.

Step 5: Stego image.

Concealment Algorithm.

Input: color image as cover, secret data, and key.

Output: Stego image

Step 1: Choose the cover color image and divide it into red, green, and blue channels.

Step 2: Apply image transposition to all three channels of the input image.

Step 3: Encrypt the secret key and secret data according to encryption module 3.1.

Step 4: Transform pixel values for the blue channel by adding 1 if the first bit of the cover
image equals one (1). If the pixel value is even, add one to the pixel.

Step 5: Map secret data from step 4 based on secret key bits (SKB) as follows: If secret
key bits are even, the system adds one (1) to the pixel value. If pixel value equals the secret
key bit value of 0 or is odd, subtract 1 from the pixel value. If pixel value of the secret bit
equals 1 or is even, the system adds 1 to the pixel value.

Step 6: Repeat step 5 until all secret bits are mapped to gray levels of the carrier image.

Step 7: Transpose all three planes and combine them to make the steganographic image.

Convert the decoding algorithm of the LSB method to algebraic form as follows:

Yo=Y =1 Yo = X1 X3; Y1 = X1 X3 Xy X X7 X

Y, = &X% Y7 = Xi XXy Xs; Yio = XoX3X5 X6 X7 Xs;

Y = &; Ys = Xu X5Xy; Yiz = X1 X3Xy X6 Xo;

Y= Xy Yy = Xi X5 Xy X6 X7; Yig = X1 Xg Xy XeXo;
Ys = X1 X5; Yip = X1 X3 X4 X6 X7 Xs; Vi = Xi X3 Xy X5 X6V; X1 X3X4 X5

Unfortunately, it seems like the matrix scheme you mentioned is not provided in the text
you provided. If you have the matrix scheme or any specific details you’d like to discuss or
analyze regarding the LSB (Least Significant Bit) encoding and decoding algorithm, please
feel free to provide them, and I'd be happy to assist you further.

Yo =Yi; Yy = Yo;

Vi = X1XoYo V X Yi; Yo = X5Yi0 V X5 X6 X7Y11 V X5 X6 X712 V X5 X5;
Yy = X1X5Ys V XY Y10 = Yo;

Y3 =Yy o Y = Yis;

Yy = X5Y5 V X5Ye; Yo=Y, _

Y5 = Yy; o Yis = Xe X7 XsY11 V X X7 XsY1o V XsY14 V X6 XsY15;
Yo = XuY7 V X4Ys; Yis = X¢Yis;

Y7 = XuY7 V Xy Y; Yis = Yi;

4 Extracting Algorithm.

The extraction algorithm delineates the sequential steps outlined in a flowchart aimed
at extracting text from an image. The user is required to input both the key file and
the steganographic image generated earlier. It is imperative that the same key file is
employed during both the hiding and extraction phases. Subsequently, upon user input, the
provided data undergoes scrutiny and validation for any potential exceptions. In the event of
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exception detection, the process iterates from the beginning. Conversely, if no exceptions
are encountered, the algorithm proceeds with the extraction process by implementing
modifications to retrieve the secret message from the image file. This extracted secret message
is then displayed on the screen or saved in a file.

bmp.GetPixel{(j, 1);
;i N < ;3 m++)

{colorUnitIndex X bl
charvalue charvalue * + pixel.R %
charvalue = charValue * + pixel.G %

charvalue charvalue * + pixel.B X
3
3
colorUnitIndex+s;
T (colorUnitIndex % — h ]
£
L
charValue = TrewverseBits({(charValue);

(charvalue =— )

secretDatas;
3

secretData . Appendd( JcharValue) ;

charValue =

Figure 3: Extract the least significant bit of the blue channel.

5 Assessment of picture quality

This aspect involves examining the original image and the developed stego image to
determine whether any detectable changes or physical modifications to the original image
will occur, thus verifying the effectiveness of the algorithms and steps taken in developing
steganography. The quality of each (i.e., the original image and the resulting steganographic
file) is carefully analyzed using common measures used for comparing the degree of quality.

The new steganographic algorithm has a high embedding capacity and low visual
distortion. Encryption methods are resistant to malicious attacks, including adding noise,
smoothing, quantization, and ordinary grid editing. Besides reliability, the new algorithm
provides acceptable embedding capacity without noticeable visual distortion after embedding.

The efficacy of the novel encryption and steganography techniques is assessed in relation
to their embedding capacity, embedding distortion, and reliability. The discrepancy in
embedding distortion between the initial grid and its corresponding counterpart is scrutinized
through metrics such as the root mean square error (RMSE), peak signal-to-noise ratio
(PSNR), signal-to-noise ratio (SNR), and extracted reliability.

Mean Squared Error (MSE) is employed as a measure of similarity between images,
elucidating the degree of distortion between the original and Stego image. It serves as a signal
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image quality metric, extensively utilized for assessing image quality due to its simplicity in
determination, effectiveness in gauging image optimization, and ease of parameter calculation.

M N
MSE = 5 ) > (Sey — Cy)?

rz=1 y=1

The computation of the Mean Squared Error (MSE) between two images adheres to the
aforementioned equation, wherein M and N represent the number of rows and columns of the
cover image, respectively. Y and X denote the signals of the Stego image and the original
image, respectively.

It is imperative to note that the Mean Squared Error is significantly influenced by the
intensity scaling of the image. For instance, an MSE value of 100.0 achieved in an 8-bit image
context (with pixel values ranging from 0 to 255) is deemed satisfactory. Conversely, an MSE
value of 100.0 attained in a 10-bit image context (with pixel values ranging from 0 to 1023)
is scarcely discernible and lacks substantial significance.

The Peak Signal-to-Noise Ratio (PSNR) provides an explanation of image quality by
offering the ratio of the image signal to the power of image distortion in a logarithmic scale.
It is also considered as a relative explanation of human perception of image quality. The
higher the PSNR, the higher the image quality.

The PSNR is calculated by scaling the Mean Squared Error according to the image range.

PSNR = 10log | 25|

Peak Signal-to-Noise Ratio (PSNR) values are conventionally expressed in decibels (dB).
PSNR serves as a robust measure for comparing the outcomes of recovering identical images
from various manipulations or compression processes. However, it’s important to note that
comparing PSNR values between different images holds lesser significance due to factors such
as image content, resolution, and compression artifacts, which can significantly influence the
perceived quality of the images. Therefore, while PSNR is valuable for assessing the fidelity
of image recovery within the same context, its utility diminishes when used for comparing
the quality of distinct images.

Signal-to-Noise Ratio (SNR) provides the ratio of signal power to noise power. It is an
index that indicates the level of changes and influence on images based on a specific effect
(such as steganography), providing a measure of the quantity /level of image transformation.

SNR is expressed in the formula below:

SNR = 10log,,*4nal

notse

Normalized Cross-Correlation (NCC) compares two images based on their common
relationships. It is used to measure how two images deviate from or relate to each other.
NCC is expressed in the formula below:

M=z

5
NCC = =

2 (S(x7y)c(x7y))

<
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Figure 4: Extract the least significant bit of the blue channel.

The user is required to upload an image file, then select the level of security. The
transmitted message is entered into the message field, after which the user enters their
password for encrypting and embedding the secret message into the image (see Figure 4).

Finally, the user clicks the "Write Message to Image"button. After the appropriate
measures have been taken, the user will need to upload a new image containing the secret
message, i.e., the "Crypto-Stego Image". The algorithm used for the LSB method greatly
complicates the detection of changes in images sent and received over the Internet by the
human eye.

6 Conclusion

A logical method of steganographic encoding has been developed for the secure storage
and transmission of images based on Boolean functions in the class of disjunctive normal
forms using microcontrollers and CAD systems for designing programmable logic controllers.
Methods and algorithms of steganographic encoding have been developed and implemented
for the secure storage and transmission of images in an ecological system based on IoT
technologies.
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