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RESEARCH AND MODELING OF AUTHENTICATION PROCESS USING
FUNCTIONING TABLE

As a result of solving certain tasks, new digital data and knowledge appear, that is, systematized
factual or tested messages. They are generalized as a set of laws, theories and other ideas and views.
Later, this knowledge is part of the digital data needed to solve other tasks or clarify the previous
one. The number of participants in the web-based cyber system has grown substantially over the
last five years, making cyberspace security and Internet security more difficult for Internet users
and service providers. A functioning table-based authentication modeling is proposed to protect
personal and confidential information of cyber system participants and networks in cyberspace from
unauthorized access and to ensure cyber security. Social engineering and low complexity password
cracking has been the cause of serious research and discussion in the field of cyber security. In this
research, it is highly relevant to carry out modeling and synthesis of authentication in effective data
storage and network security in cyberspace. In this work, the authentication procedure, which is
one of the main components of cyber security in cyberspace, is modeled on the basis of a functional
table. The attributes used in the cyber system are grouped, and research, analysis and experiments
are conducted with models for the grouped parts. The purpose of this study is to show that safety
increases with the number of attributes and decreases with the chance of repeating the wrong
sequence of symptoms.

Key words: authentication, Functioning table, username and password, fingerprint, face
identification, access process.
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P yHKINOHAJABIK KEeCTEeHiH HeTri3iHae ayTeHTudUKAaIus IIPOIEeCiH 3epTTey >KoHe MOAeJibey

Benrisi 6ip mocesiesiepii Ienry HOTHXKECIHIE KaHa IU@PJIBIK JIepeKTep MeH OuriMiep, sFHU
KyHeJIeHTeH HaKThl HEMece TeKceplireH xabapJamasiap maiga Oosagel. OJap 3aHIapibiH,
TEOPUSITIAPIbIH, KOHE 0ACKA 1 WIesijiap MEH KO3KAPaCTAPIbIH, KUBIHTHIFBI PETIHJIE KIUHAKTAIFAH.
Keitinipex 6ysr 6imim Oacka Mocesesepii IIenryre Hemece AJIbIHPBICHIH HaKTBhLIayTa KarKeTTi
udpIIbIK, JepekTepain 0ip OeJiirine aitHasaasl. CoHFBI 6eC Kbl BeO-KHOEpXKyiiere KAThICYIIbI-
JIAPJIBIH, CAHBI afTapsbIKTail ecTi, Oy HHTEpHET MaiilaJaHybLIapbl MEH KbI3MET IIpoBaiiaepepi
VIIiH KuUOEpPKEeHICTIK IIeH WHTEepHeT Kayilci3miria xypaenaipek erri. OyHKIMOHAJIBIK KecTe
Heri3iHe ayTeHTHOUKAINSIHBI MOJIEIbIeY KHOepxKyiie MEeH KHOEPKEHICTIKTET KeJijaepre KaThiCy-
IIBIIAPBIH, YKEKe 2KOHe KYIHA aKIAPATBhIH PYKCATCHI3 KiPyIeH KOpray *KoHe KHOepKayirci3ikTi
KAMTAMAaChI3 €Ty VIIMH YChIHBLIAIbI. OJIEYMETTIK WHYKEHEPHsT XKOHEe KYDPJIeIri TOMEH MaposibIi
Oy3y KHOepKayilci3/ ik cajachIHIarbl MaHbBI3/bI 3€PTTEYJIED MeH IiKipTasacTap/bl TYIbIpabl. By
3epTTey/e OJI JepeKTep/Ii TUIM/II CaKTay/1a ay TeHTH(MUKAIUIHBI MOJIE/IbIEY YKOHe CHHTE3ey KoHe
KHOEepKEeHICTIKTer! YKeJli Kayincizairi yiriH eTe o3eKTi. Byt xKymbicTa KubepKeHicTiKTeri Kubepka-
yinci3aikTiH Heri3ri KOMIIOHEHTTepiHiH 6ipi OOJBIT TAOBLIATHIH Ay TEeHTU(MUKAIMA TPOIETYPACKHI
2KYMBIC iICTEUTIH KecTe Heri3iHjie MOJIe/Ib/IeHTeH.
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Kubep:kyiiesie KOMIAHBIIATHIH aTPUOYTTAP TONTACTHIPBLIBII, TONTACTHIPLIIFAH OOIKTEP/IiH, Y-
rijiepi OOMBIHINIA 3epTTey, TAJIay KOHE IKCIIEPUMEHTTEp Kypriziiemi. Bys 3eprreymin MakcaThbl
Kayincizmik OesrisepiHid, caHbl apTKAH CAfbIH apThIN, CUMITOMIAPILIH KATEe PETTLIIriHIH KaiiTa-
JIaHY BIKTUMAJIIBLIBIFBIMEH TOMEHICHTIHIH KOPCETY.

Tyiiin ce3naep: ayrentndukanms, yHKIINOHAIIBIK KeCcTe, MaiiaJ aHyIIbl aTbIMEH KYIus CO3,
caycak i3i, 6eTTi coliKecTeHIipy, Kipy IIporieci.
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UccnenoBanue u MoZieImpoBaHue Npoliecca ayTeHTuUKaAuu Ha OCHOBE TabJIuiy
dbysKIIMOHUPOBaHUSA

B pesyabrare perieHust onpejiesIeHHBIX 33129 MOSIBJISIOTCS HOBBIE MTU(POBLIE JAHHBIE U 3HAHUA,
TO €CTh CHCTEMaTU3UPOBAaHHbBIE (DaKTUIECKHe Wi [TpoBepeHHbie coobineruns. OHu 0000IEHBI KaK
COBOKYITHOCTh 3aKOHOB, T€OPUl U APYrux uieil u B3riAmoB. 1lo3ke 3TU 3HAHUS BXOISAT B COCTAB
1 POBBIX TAHHBIX, HEOOXOJIUMBIX [JIsi PEIEHUs NAPYTUX 33Ja49 WA YTOYHEHUS Ipeablayeil.3a
[TOCJIE/THHE TSITh JIET YHCJI0 YIACTHUKOB CETEBOM KNOEPCUCTEMBI PE3KO BO3POCJIO, HO Kubepbesormac-
HOCTH B KHOEPIIPOCTPAHCTBE U 6€30MacHOCTh B VIHTepHeTEe CTAHOBATCS BCe OoJiee TPYIHBIMU JIJIsT
nojib3oBaresiell VIHTepHeTa M MOCTaBIIUKOB ycJyr. MojejmpoBaHue ayTeHTU(PUKAIINA Ha OCHOBE
Tabaunsl GyHKIIMOHUPOBAHUS ITPEIJIOXKEHO JIJIst 3AIMUTHI IMIHON 1 KOH(MUIEHINAIbHON nHdOpMa-
[IUU YYACTHUKOB KHOEPCUCTEMBI U CeTell B KHOEPIIPOCTPAHCTBE OT HECAHKIIMOHUPOBAHHOIO JOCTYTIA
u obecriedenusi Kubepbesonacunocru. ConpaibHast MHXKEHEPUsT W B3JIOM TapoJieil HU3KON CJIOXKHO-
CTH CTaJIM TPUYIUHON CEPHbE3HBIX WCCJIEIOBAHWI M JUCKyccuil B objacTu kKmbepbesomacnoctu. B
JIAHHOM HUCCJIeJIOBAaHUHU BECbMa aKTYaJIbHO IIPOBECTH MOJIEJIUPOBAHNE U CHHTE3 ayTeHTH(MOUKAIIUN B
3 EKTUBHOM XpaHEHNN JIAHHBIX U CETEBOI 6E30IIAaCHOCTH B KubeprpocTpaHcTBe. B nanHoit pabore
MPOTIEIy pa ay TEHTU(DUKAIINY, KOTOPAS sIBJISIETCs OJHUM 13 OCHOBHBIX KOMIIOHEHTOB Kubepbesomnac-
HOCTH B KHOEPIPOCTPAHCTBE, MOJIEJUPYETCS Ha OCHOBE (DYHKIIMOHUDYIOEH Tabuiibl. ATpudyThI,
HCIOJIb3yeMble B KHOepcucTeMe, CrPYIIUPOBAHbI, & UCCAEIOBAHUS, aHAJN3 U KCIEPUMEHTHI ITPO-
BOATCA C MOAECJIAMHA CIPYHIINPOBaAHHBIX JacTei. Heﬂb JAHHOI'O HCCJIeJIOBaHUA - IIOKa3aTbhb, YTO
6e30I1aCHOCTD YBEJIUIUBAETCS C yBEJIUYEHNEM KOJIMYEeCTBA MPU3HAKOB U CHUYKAETCS C yBEJIUIEHU-
€M BEPOSITHOCTU ITOBTOPEHUS HEIIPABUIHLHON [TOCJIEI0BATEILbHOCTH CAMIITOMOB.

KiroueBsbie ciioBa: ayrenTudukariusi, Tadbmi byHKIMOHTPOBAHNS, IMSI [TOJIH30BATEIIsI U TAPOJIb,
OTIIEYATOK TAJBIA, UICHTH(MDUKAIUS JIATA, TTPOIECC JTOCTYIIA.

1 Introduction

With the quick improvement of arrange applications [1H4], organize security has ended up an
vital issue, and verification protocols are the establishment of security in systems. Typically
why appropriate provisioning of these conventions is basic. Shockingly, it is troublesome
to create a strong and viable security convention for systems. Not as it were since of the
characteristics of systems, but moreover since of the need of great examination procedures
[5-8]. Cryptography is the technical approach used to ensure cybersecurity in a computerized
world [9-12]. Mathematics used to explain cybersecurity, including confidentiality, data
integrity, access management, and authentication, is known as cryptography [13-16]. The aim
of privacy is to prevent the disclosure of information to anyone except those with permission.
Several privacy strategies have been developed, including mathematical algorithms that
render data incomprehensible.The provision of access control entails the disabling of certain
clients and applications [17-19]. The process of identifying or authenticating individuals
who are requesting access requires each individual to be identified. Identity-based services
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are referred to as authentication.This constitutes the fundamental constituent of an online
safe space. With client identity knowledge, the server can make decisions about providing
services and granting special rights to clients.Increasing numbers of Internet cyberspace
users over the last five years have created problems for both consumers and providers of
such services. Social engineering and simple password hacking lead to serious cybersecurity
problems [20}-22]. To ensure a high level of cybersecurity in a cyber system, it is necessary
to pay attention to the complexity of passwords. Advanced cybersecurity capabilities with
multi-factor authentication [23-28] can be explored, analyzed, and modeled for Internet
access. The paper proposes functioning table (FT) - based authentication modeling to protect
cybersecurity from unauthorized access to personal and confidential information of cyber
system users. It is also proposed to model the authentication procedure based on FT to
effectively ensure data security and network security during a cyber attack(Figure 1).

User s User interface Server

Human factors

Technological factors

Security

Figure 1: Username and password authentication security factors

Human factors can be classified into two categories:

Username and password type (length, randomness, used characters, etc.)

Mode in which the user protects the password (how often the user changes the password,
whether the user writes down the password, etc.)

Since users are considered to be the weakest link in every security solution, it is necessary
to study their behavior. Users are convinced that it is necessary to learn how to choose their
passwords, because this means the security of this type of authentication.

Many authors often discuss the factors affecting password security, such as: length,
randomness, and lifetime of the password. Some authors try to distinguish between
"weak"and "strong"passwords, usually 0 according to the expert.

Other authors are trying to crack passwords and the results of their experiments are
available as 0, 0 proof of the weakness of passwords. The authors of this article believe that
some passwords need a specific number that represents the level of security. The password
security feature serves a variety of purposes:

Decisions on how to perform password authentication (assessing password security as part
of a risk analysis).
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Surveys on long-term trends in password selection.

Password selection requests by different types of users.

To study the effect of different modes of training on password selection.

After passing into computer systems, for example in case e-business according (fig.2)

After passing into computer systems, for example in case e-business according (fig.2)
Implementation of encryption algorithms and methods for inter-party communication

Company A
|
WIEPC
Crrer 251
|
_ _ Cleilipeldy B Resources
Policy Control Uit Store

Other Business Group
Entities

Figure 2: According to the secure communication infrastructure

requires a protocol.Using various primitives, including cryptographic systems, hash functions
and random number generation (as opposed to complex Hash function-based protocols), one
can create a protocol. To implement encryption algorithms and methods, a protocol must
be established between parties involved in communication.The creation of a protocol can
involve the use of cryptographic systems, hash functions, and random number generation,
among other primitives. However, there are many other techniques available.

The client and server must authenticate themselves before sending any messages. In the
past, they used public key infrastructure (PKI) with X.509 certificates for authentication.
But the first step is to use the username and password, then after the first step is successful,
PKI and other methods can be used.

The opening statement details the Kerberos method and explains the reason behind its
creation, given that it is susceptible to password-guessing attacks.

It then presents a brief review of related works. It then uses keyboard dynamics techniques
to model username and password access to network and/or information systems from
Functioning Tables. Finally, conclusions and future work are summarized.
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2 RELATED WORK

Several client/server applications utilize passwords for authentication, remote access to an
online database of a vendor and/or banking systems.It is common for attackers in these
programs to bypass the password and send it back to the server.A system named One Time
Password (OTP) System is capable of resolving this replication problem. The reason why an
OTP system is preferred over a simple password system in that it generates supplementary
passwords for authentication requests. This is advantageous.The password entered by the
client is not transmitted across the network in a one-time password system.This approach
enables OTP systems to shield clients from passive attacks. Probabilistic risk assessment
(PRA) is the most powerful risk quantification method used in information security risk
assessment. Key concepts such as assets, threats, vulnerabilities, exposures, probabilities
and safeguards gave rise to a qualitative approach called GMITS (IT Security Assurance
Management Guide) in the 1990s. A data breach encompasses any violation of confidentiality,
integrity or availability:

1) Confidentiality: This ensures that information cannot be disclosed without permission
or inadvertent disclosure.

2) Integrity: It is data-driven, with no inappropriate changes or corruption.

3) Availability: Users who are authorized can use applications and systems as they see fit
to carry out their duties.

GMITS calculates the risk value of the information asset that is to be protected by
multiplying each value of the information asset, threat, and vulnerability: x Risk value =
( information asset value) I' x ( threat value) I' x ( vulnerability value)

It is true that GMITS has the simplicity of assessing risk with the scores of these three
factors, but GMITS cannot describe a personal data loss scenario.

The list of scenarios from the beginning of the incident to the accident is not completed.
Assuming a long-term secret key is shared between the client and the Kerberos infrastructure,
it is possible for kerneros to authenticate repeatedly to multiple servers. Numerous pieces
have explored the security of Kerberos.It frequently highlights certain flaws in Kerberos and
occasionally suggests ways to enhance it. By addressing known vulnerabilities in previous
versions, this new version takes the lead in the evolution of the protocol. In recent years, the
Functioning tables have been successfully used in the modeling of authentication protocols.

3 KERBEROS MESSAGE EXCHANGE

Modern computer networks rely heavily on Kerberos as the primary authentication and
authorization system. All major computer operating systems now support Kerberos, which
holds a unique position as enabling the use of peer-to-peer authorization and for distributed
authentication.

Figure 3 illustrates the simplified Kerberos functionality.Logging in with a new login
credentials is the only time that the Kerberos AS (authentication server) uses the user’s
username and password during the letter 1 and 2 exchange.In letters 3 and 4, the client is
exchanged with the Kerberos TGS (Ticket Granting Server) when the user is authenticated
to a new server.

When a user authenticates with the server, letter 5 is utilized. In the end, server response
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Key Distribution Center

'] 1. Client Logon

Client 4 Authentication Server

A

3. TGT

4. Client-to-Server ticket Ticket Granting Server

5. Client-to-Server ticket
6. Allow access

Server

Figure 3: Overview of Kerberos operations

for mutual authentication is labelled as letter 6. Authentication of the ticket and session
secret is done using user credentials linked to a particular server

The client’s long-term secret key is generated using the client’s username and password.
The first step of the authentication process is modeled in the next part of this contribution.

4 MODELLING BY FUNCTIONING TABLES

An approach to modeling functioning tables is discussed, in which Functioning tables
are described as follows: Functioning tables are a symbol for graphical and mathematical
modeling, first created by Vasil Kabulov. A Functioning table consists of tables coordinates,
positions, transitions, and arcs that connect them. Tables coordinates as column and row of
functioning table, positions are drawn as circles, passages as rectangles, and arcs as arrows.
Input arcs connect transitions, output arcs connect transitions to positions. Positions are
passive components that model the state of the system. With these basic elements we can
build different authentication models. The first is a model in which the username, password
and fingerprint are used without the ability to correct the incorrect sequence of characters
(Fig. 6). The following model allows you to correct an incorrect sequence of characters (Fig.
7). The last model is similar to the previous one, but with the ability to correct the incorrect
sequence of characters in Figure 9. They may contain tokens spoken to as dark dabs. In Figure
8, the taking after demonstrate considers a combination of information confirmation and
quality verification, where unique mark and confront distinguishing proof information have
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Function 1 Function 2 Function 1 Function 2

Function 1 Function 2 Function 1 Function 2

Figure 4: Functioning table elements and firing sequence modified according [33|

been chosen as the property. The current state of the Functioning table (too called checking)
is given by the number of tokens in each position. A transition is an dynamic modeling
movement that can happen and cause a alter of state through the unused task of tokens to
positions. Transitions can as it were be made on the off chance that it is empowered, that’s ,
there’s at slightest one token at each entrance. When this happens, the switch expels a token
from each input and includes a token to each yield. Due to its graphical nature, Functioning
tables can be used as a visualization method like flowcharts or diagrams, but with more
scope on parallelism angles. As a thorough numerical representation, formal concepts such
as straight arithmetical conditions or likelihood hypothesis can be utilized to examine the
behavior of the modeled framework. Many software tools have been developed to implement
these techniques, a comprehensive overview can be found in the Functioning Tables Tools
Database.

Functioning tables (FT) are defined as a structure F'T' =< F,; F,; P;T; A >, where F,
and F), is set of tables coordinates, PP means set of positions, 7" is set of transitions and A is
A C (P2T)U (TzP), where (Vt € T)(3p;q € S)(p;t); (t;q) € A. Graphical representation is
set up by following symbols as was described above:

Coordinates of table cells of Functioning table

Positions - circles

Transitions - rectangle

Arcs - pointers between transitions and positions or places and transitions

Markers - dots

Functioning table models comprise of two parts: to begin with, the arrange structure
speaking to the inactive portion of the framework, and moment, the image speaking to
the common state of the structure. The dispersion of tokens between the positions of a
Functioning table is called its stamping. In case one or more tokens are found within the
same position, the position is said to be stamped, something else it is unmarked. The number
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Username

Fingerprint

Face identification

Figure 5: FT representation of username, password, fingerprint data and face identification
data

of tokens in a position speaks to the nearby state of the position, whereas the token of the
organize speaks to the in general state of the framework. The energetic behavior of the



I. Normatov et al. 79

Fingerprint

Figure 6: F'T verification demonstrate utilizing username, secret word and unique finger
impression information without the capacity to rectify an erroneous character arrangement

framework is at that point modeled by empowering token stream and transitions. Roughly
speaking, a pass shot means that the tokens in the input positions are moved Generally
talking, a pass shot implies that the tokens within the input positions are moved to the yield
positions.

The transition handle incorporates the taking after steps:

A transition is said to be empowered on the off chance that each section has at slightest
as numerous tokens as the weight of the circular segment interfacing them (Figure 4).

An empowered transition can be empowered by expelling a number of tokens from each
input break even with to the weight of the circular segment interfacing them (Figure 4).

When a transition is activated, tokens are included to the outlets associated to the
transition. The number of tokens included to each exit is break even with to the weight
of the circular segment interfacing them (Fig. 4).

It ought to be famous that transitions empowered for organize 2 are never constrained to
empower. In commonsense modeling, transitions can be related with outside conditions that
decide whether or not they fire when turned on. In addition, in a Functioning table show
with no worldly properties, terminating happens instantaneously (Fig. 4). The mechanism
described above is commonly referred to as the firing rule. Numerically, the investigation
of Functioning tables can be done by counting all conceivable symbols to make capability
trees and/or utilizing procedures and theories in discrete science such as lattice conditions.
Behavioral characteristics of Functioning tables are summarized as takes after:

1. Reachability - decides whether a framework can accomplish a certain state or show a
certain utilitarian behavior. The set of reachability conceivable outcomes can be indicated
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Results

Username

Password

Face identification|

Feedback

Figure 7: FT authentication model using username, password, fingerprint and face
identification data with the ability to correct incorrect character sequences

by R(MO), where MO is the beginning name.

2. Survivability - decides whether a deadlock circumstance will emerge within the
framework or not.

3. Restriction and safety. A Functioning table is said to be bounded and secure unless
flood conditions are identified.

4. Conservative. A Functioning table is said to be traditionalist on the off chance that the
number of tokens within the show remains steady in any case of the markup it acknowledges.

5. Invertibility - a Functioning table is invertible, Mj is reachable from M.

6. Indicates a particular stamping. This property decides whether the framework can be
reinitialized or not.

In terms of modeling, Functioning tables have the taking after focal points:

Using Functioning tables to show highlights such as need connections, concurrency,
dispute, and shared prohibition of a real-time framework is straightforward and clear.

Formal graphical representation gives a implies of outwardly speaking to a complex system
being modeled for both modelers and clients.

From the point of see of investigation, Functioning tables have the taking after focal
points:

Have a well-developed numerical base examination can be carried out to distinguish halts,
floods and irreversible circumstances, etc.
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Checking

Username

Password

Fingerprint

Face identification|

Figure 8: FT authentication model consisting of username, password, fingerprint and face
identification data, without the ability to correct an incorrect character sequence

Performance assessment is conceivable through numerical investigation of the framework
model.

Much research has been carried out to address the first two shortcomings in particular.

Most of them try to extend the modeling capabilities of Functioning tables by
incorporating the concept of time.

It will not describe in more detail the idea and properties of the basic FT, and for a
deeper understanding of this problem we recommend the basic literature |15, .

A basic FT representation of username, password, fingerprint data and face identification
data is shown in Fig. 5.

5 Comparative analysis and experimental results

The comparison of the authentication model based on the functioning tables with other
existing authentication methods is given in Table 1, which shows the advantage of the
authentication model based on the FT. The effectiveness and relevance of real cybersecu-
rity scenarios within the framework of a scientific and fundamental project are substantiated
when applying an authentication model based on a functioning table in research work. The
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Figure 9: FT authentication model consisting of username, password, fingerprint and face
identification data, with the ability to correct incorrect character sequences

Table 1: Security threats and the robustness of different authentication methods.

Threat Password-Based Fingerprint-Based Face Identification Au- Modelled Authentica-

Authentication Authentication thentication tion Based on Func-
tioning Tables

Password Theft Secure Not Applicable Not Applicable Secure

Phishing Attacks Secure Not Applicable Not Applicable Secure

Password Forgery Secure Not Applicable Not Applicable Secure

Fingerprint Forgery Not Applicable Secure Not Applicable Secure

Fingerprint Reading Errors  Not Applicable Secure Not Applicable Secure

Fingerprint Copying Not Applicable Secure Not Applicable Secure

Face Forgery Not Applicable Not Applicable Secure Secure

Face Recognition Errors Not Applicable Not Applicable Secure Secure

Appearance Changes Not Applicable Not Applicable Secure Secure

results of the project are presented in the form of an empirical study. An empirical test
of the proposed authentication model was carried out to assess its effectiveness in various
cybersecurity environments (Table 2).

Functioning table-based authentication model summarizes the advantages of the above
models and provides an opportunity to structurally model and analyze their shortcomings.
Therefore, it can provide relatively better solutions to researchers.

Implementation problems: practical problems in implementing the proposed model in
real scenarios arise when using it in the form of a single program to organize a perfected
structure. In solving this problem, it is possible to propose to divide the program into parts
and use them in a mutually integrated manner.
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Table 2: Access situation modeled in Fig. 8 and Fig. 9.

Username Password Fingerprint  Face Identification  [%] for access status in Fig. 8  [%] for access status in Fig. 9

True True True True 10.7 23.1
True True True False 5.7 4.5
True True False True 5.3 5.0
True True False False 4.7 3.3
True False True True 6.6 4.4
True False True False 5.5 5.3
True False False True 5.3 4.2
True False False False 6.2 4.9
False True True True 11.7 7.2
False True True False 4.6 4.5
False True False True 5.2 3.9
False True False False 4.9 3.8
False False True True 6.7 5.4
False False True False 5.4 3.1
False False False True 5.2 3.6
False False False False 6.3 17.8
Total Percentage of Failed Access Attempts 89.3 76.9
Total 100 100

6 Conclusion

The initial stages of modeling the authentication process using FT in the field of information
security have not been implemented. This simulation method does not cover the learning
needs of key dynamics. The FT modeling technique serves as a good tool for experimenting
with authentication processes for access to information systems.
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