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DEVELOPMENT OF AN ENCRYPTION LIBRARY TO ENSURE
SECURITY IN THE INTERNET OF THINGS

The article explores the primary applications of homomorphic encryption. A review of existing
solutions revealed that current libraries only handle bits or bit arrays and do not support operations
like division and subtraction. However, real-world problems require the capability to perform
integer-based operations. This gap highlighted the necessity for developing homomorphic division
and subtraction functionalities, along with the creation of a custom library for working with
integers. A method for performing homomorphic division and subtraction on encrypted data is
proposed. Using this method and architecture as a foundation, a library was developed to support
homomorphic operations on integers, including addition, subtraction, multiplication, and division.
This significantly enhances the potential applications of homomorphic encryption. The article also
provides execution time measurements for various operations on encrypted data and evaluates the
efficiency of the developed library.

Key words: homomorphic encryption, confidential data protection, IoT devices, ARM
microcontroller, cryptography.
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B crarbe paccmarpuBaroTCsi OCHOBHBIE TNPWIOXKEHHUsi ToMomopdHoro mudposanus. O630p
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peaIbHBIX 3aJ1ad TpebyeTcss BO3MOYKHOCTD BBIMIOJHSTE IEJIOYUCIEHHBIE OlEPAIUU. JTOT IPOHEs
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METOJ BBIMIOJIHEHUs TOMOMOPMHOIO [I€JIEHUsI W BBIYUTAHUS [JIsI 3alln(POBAHHBIX JAHHBIX.
Ucnonb3yst 9TOT METO W apXUTEKTYypPy B KadeCTBE OCHOBBI, OblLIa paszpaboTana OHOJIMOTEKA 11T
MOJIIEP>KKN TOMOMOPMHBIX OTEpAInil HaJI MEJbIMU YUCJIAME, BKJIIOYAs CJIOXKEHWEe, BBIYATAHUE,
YMHOXKEHUE U JIeJIeHre. DTO 3HAYNUTEJIBHO PACIIUPSeT [MOTEHIUAJIbHBIE ITPUJIOKEHIST TOMOMOP(d-
HOro mm@poBaHus. B cTraTbe Tak»Ke MPUBOISITCS M3MEPEHUsl BPEMEHU BBIMIOJHEHUsT PA3IUIHBIX
omeparuit HaJ 3alIu@POBAHHBIMU JTaHHBIME U OIEHHBAETCA 3(DPEKTUBHOCTHL paspaboTaHHOI
OUOITMOTEKN.

KuaroueBbie ciioBa: romoMopdHoe mudpoBaHue, 3aInuTa KOHPUIEHIINAILHBIX JTAHHBIX, YCTPOii-
crBa [oT, mukpokonTposutep ARM, kpunrorpadus.

1 Introduction

Today, IoT applications and devices are widely used in all sectors, from the national security
industry to manufacturing.[1]. Although the total number of devices is projected to reach
83 billion by 2024, the safety of these devices is a major concern. In case of failure to take
appropriate security measures, there is a risk that any IoT-enabled device will not be able
to work, as well as user data.

While IoT devices expected to number 83.5 billion by 2024, their security remains a
significant concern. Without proper security measures, any IoT-enabled device could
potentially compromise both its functionality and user data. According to a 2023 report by
Palo Alto Networks, 98data on the network is not stored in secret, and allowing attackers
to spy on unencrypted network traffic, collect personal or confidential information, and
then use that data by the attacker for their personal purposes. According to SAM Seamless
Network, more than 1.5 billion IoT devices were attacked in 2021, including about 900
million phishing attacks. The protection of IoT devices plays a key role in ensuring national
security for several reasons:

- Critical infrastructure: many IoT devices are used in critical infrastructure such as
energy networks, transport systems and healthcare. Violation of these systems can have
serious consequences for society, the economy and national security;

- Cyber attack capabilities: IoT devices often have limited resources to protect against
cyber threats. Using them as access points for cyber attacks can open the door to large-scale
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attacks on large systems and networks;

- Mass use: every year the number of connected IoT devices increases, which increases
the surface area of potential cyber threats. The protection of these devices is becoming
increasingly important to prevent mass cyber attacks;

- Privacy and Privacy: IoT devices can collect a lot of personal information about users.
Damage to this information can endanger the privacy, privacy and security of citizens, which
is also part of national security;

- Economic consequences: cyber attacks on IoT devices can lead to significant economic
losses, both for individual companies and for the country as a whole. This can affect
investments, production processes and competitiveness in the global market;

- Legislation and regulation: given the growing awareness of threats, many countries are
developing legislative and regulatory measures to protect IoT devices and data that affect
national policy and security.

Thus, the protection of IoT devices is a necessary component of the overall national
security strategy, which provides protection against cyber threats, the preservation of critical
infrastructure and the protection of personal information of citizens.

[oT devices are very different from traditional computers because they do not have the
processing power and resources to perform complex and resource-intensive tasks on their
own. Unlike full-fledged computers that can process and analyze large amounts of data,
perform calculations, and work with different applications, IoT devices most often perform
one specialized task or function. IoT devices operate within a specific group or cluster to
collaboratively address problems. To secure the information transmitted among these devices,
it is essential to encrypt the data and enable operations on this encrypted data as if it were
unencrypted, ensuring the integrity of the overall results. This achieved through homomorphic
encryption, which implemented in Atmel AVR microcontrollers (such as, Atmega 32u4, and
Atmega 2560, DFRobot Beetle BLUE, Atmega 328) used in applications like national security,
consumer electronics, and manufacturing.

In recent years, a lot of work has appeared in the world on TGSH (full homomorphic
encryption) for IoT devices. Sujoy S. R., Goyuri P., Deepika N. (2021) shows in their work
that full homomorphic encryption algorithms can be applied to [oT applications and devices,
as well as aimed at ensuring higher computing speed while maintaining data confidentiality
[3]. Goran D., Milan M., Pavle V. [4] in their work "Evaluating the implementation of
homomorphic encryption in an IoT device"evaluated the features of the homomorphic
encryption mechanisms of BFV and BGV and measured computational performance. The
Raspberry Pi 4 evaluates the encryption schemes on the IoT platform based on the B model,
showing that homomorphic encryption operations can be used in embedded devices and is
primarily aimed at improving privacy and providing high bandwidth and low latency to speed
up applications. Among the representatives of the Russian scientific community, the works
of the following scientists can be especially noted: I. B. Saenko, V. A. Desnitsky (Moscow),
I. V. Kotenko (Sverlosk), P. D. Zegzhda (St. Petersburg). Scientists from the II and CT of
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the Republic of Kazakhstan, such as R.G. Biyashev, S.E. Nysanbayeva, N.A. Kapalova and
A. Kunbolat, have made significant contributions to research into cryptographic information
protection tools. Their work covers a wide range of aspects of cryptography, including the
development of new methods and algorithms for ensuring data security, as well as the analysis
and optimization of existing cryptographic systems. Taking into account the analyzes made,
there is a need for methods, algorithms that effectively ensure the security of IoT applications
and devices and determine whether the topic under consideration is an urgent problem.

2 Materials and methods

Homomorphic encryption is a new cryptographic method that allows you to process and
analyze data in encrypted form, without reverse encryption of pre-encrypted data. This
cryptosystem is especially useful for IoT applications where data privacy and security
are important. Currently, the scientific works of scientists in the field of homomorphic
encryption for IoT devices and devices are noted: Zwika Brakerski et al. [5] introduced a new
full homomorphic encryption scheme in 2012 that significantly reduced the computational
complexity of fully homomorphic encryption schemes. This allowed for experimental use in
IoT applications with limited computing resources. Hu Wang et al. [6] in 2016 he proposed
a homomorphic encryption scheme for IoT devices that can be implemented on devices
with limited resources. The scheme is based on approximate calculations, this homomorphic
encryption reduced the calculation time. Hui Wang et al. [7] in 2017 proposed a homomorphic
encryption scheme that can handle multiple data sources with different formats and sizes for
the privacy of IoT data. The scheme uses an encryption key management approach that
provides flexible and efficient computing with encrypted data.

In 2020, Xiaolei Dong et al. [8] proposed a data storage and retrieval scheme for IoT devices
utilizing homomorphism encryption. This approach enables efficient storage and retrieval of
encrypted data while ensuring its confidentiality and security.

L.K. Babenko, E.A. Tolomonenka [9] in their work, IoT shows that it is possible to solve the
problem by using a homomorphic encryption algorithm to securely transmit and work with
data between devices, that is, since light cryptography does not allow processing encrypted
data. In general, the authors concluded that it is effective to use homomorphic encryption
to protect IoT applications and maintain data privacy. For the first time in a scientific
article, a homomorphic encryption library architecture was developed to ensure the security
of the IoT system of devices, and Atmel AVR was introduced into the flash memory of
the microcontroller. Currently, many well-known companies are engaged in the production
of microcontrollers. In addition, unlike standard products such as operational amplifiers or
voltage regulators, microcontrollers from different companies differ from each other. Many of
them have different command systems. AVR to ensure data security in the initial state [10,
p. 178 |, 8051 [11, p. 18 |, PIC [12, p. 317|, the arm [13, p. 12] microcontroller was considered.
Comparisons conducted regarding the discharge characteristics of various microcontrollers,
their energy consumption, types and capacities of built-in memory, clock frequencies, as well
as the composition and cost of peripheral devices. As shown in Table 1, clock frequency
is a critical parameter when comparing microcontrollers, as it influences their operational
speed. A higher clock frequency results in faster performance and more accurate responses
to external events. Among the microcontrollers analyzed, both AVR and ARM exhibit high
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clock frequencies. However, the AVR microcontroller has the added benefit of support from
the Arduino platform and programming resources. Additionally, the AVR microcontroller
demonstrated favorable metrics in terms of memory capacity and types, as well as cost.

Table 1: Comparison AVR, 8051, PIC, ARM microcontrollers
Feature AVR 8051 PIC ARM
Architecture Modified Modified Harvard ARM (Cortex)

Harvard Harvard
Instruction Set | RISC CISC RISC RISC
Clock Speed Up to 20 MHz | 12 MHz Up to 10 MHz | 32 MHz
Power Low power Low to medium | Medium to | Low to
Consumption power high power high power
depending on
core
Peripherals Basic to | Basic Advanced (e.g., | Extensive (e.g.,
advanced peripherals, ADC, UART, | USB, Ethernet,
(e.g., ADC, | limited USB, CAN) touch)
UART) expansion
Community Large Established but | Large and | Very large,
Support (Arduino) niche growing strong support
for embedded
systems
Price 2000-7000 12000-55600 9250-60000 9850-6750

During the analysis, high-performance engine control timers and an AVR microcontroller
chosen, as they encompass all the essential peripherals, including multiple interfaces. These
integrated features offer a significant advantage over microcontrollers with fewer peripherals
in the proposed architectures. In the work, SD and microSD cards were used to work with
various files. They can store information read from sensors and transducers. The total
amount of memory on Arduino boards is up to 4 KB. Allows you to store different amounts
of information using SD cards [13]. A memory module card was used to connect the SD card
to the Arduino board. It has a resistor, voltage regulator and card slot. Using the module
supports reading, writing and storing data on the memory card. Preparing the module for the
MicroSD card. To save data to a microSD card, you need the module shown in Figure 1 below.

Figure 1: MicroSD card module
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Before using the microSD card module through the microcontroller from the AtmelAVR

group, it must be formatted. To do this, the following actions are performed:
- a microSD card is inserted into the computer. Go to "Computer"and right-click on the
microSD card icon. In the menu that appears, the "Format"button is pressed. A new window
will appear. Select "FAT32 click "Start"and the instructions will follow. A module for a
MicroSD card is included. After formatting the MicroSD card, you need to connect it to the
module.

The microcontroller utilizes a MicroSD card along with an Arduino board to encrypt text
data. In the subsequent step, encrypted files read from and written to the MicroSD card. A
MicroSD card module employing the SPI communication protocol facilitates the connection
between the MicroSD card and the Arduino board.

The principle scheme for registering data on an SD card using microcontrollers is drawn in
the Fritzing software environment. The principle scheme of the ATmega328 microcontroller
is shown in Figure 2.

Table 2: Arduino Uno data logging to MicroSD card module.

micro-SD card | Vee | GND | CS | SCK | MISO | MOSI
Arduino Uno | +5V | GND | 4 13,12 | 11 11

To connect a MicroSD card, 6 contacts are used, and the interaction is carried out through
the SPI interface. To connect the card, you need an ATmega328 microcontroller, a card
module and 6 wires. Registration of Arduino Uno data on a MicroSD card is shown in Table
2. Digital I / O is connected as follows: MOSI and MISO contacts on the Arduino Uno board
to D11, SCK - D13, CS-4, VCC - +5 v, GND-GND. The board has connectors for connecting
to 3.3 and 5 volts. The power supply of the MicroSD card is 3.3 volts, so it is necessary to
use a microcontroller with the same power supply, otherwise voltage level converters will be
required. The connection to the ATmega328 microcontroller with the MicroSD card module
and the principle scheme of the ATmega328 microcontroller can be seen in Figure 2.

On the Arduino UNO board for two microcontrollers, respectively, two Quartz resonators
with a frequency of 16 MHz are installed, which is a high speed, that is, it transmits pulses
per 16 million seconds. The mentioned microcontroller considers exactly these pulses, and
then, by their number, makes a conclusion about how much time has passed since the start
of any procedure. The connection to the ATmega328 microcontroller with the microSD card
module can be seen in Figure 3.

One approach in homomorphic encryption is to use variable polynomial rings, where
encryption is performed using mathematical structures based on ring polynomials. However,
despite their danger, such algorithms face a number of problems, such as high computational
complexity, large memory costs, and performance issues. Such an improvement of the
homomorphic encryption algorithm in variable polynomial rings is relevant in the field
of modern cryptography. Main problems of existing homomorphic encryption algorithms
Homomorphic encryption algorithms often require significant computational resources, since
operations on encrypted data are more complex than similar operations on open data.
For example, multiplication and division operations in polynomial rings can be very time-
consuming. Polynomial rings often lead to a significant increase in the size of encrypted
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Figure 3: Connecting the ATmega328 microcontroller to the microSD card module

data. In order to efficiently process encrypted data, it is necessary to use a lot of memory,
which makes the method ineffective for every application [14]. Currently, the development
and refinement of homomorphic encryption is a pressing issue. In the article division and
substruction operations were added to encrypted data in the system proposed by S.F.
Krendelev.

Each number a € Z,, is associated with a polynomial a(z) = ag + a1z + ... + a,z*, where
k and a; are chosen randomly. For two polynomial representations of numbers ag and by
according to their structure, the free term of their sum a(z) + b(z) and product a(z) * b(z)
is a(0) + b(0) and a(0) * b(0). Then ¢ : Z,[z] = Z,|y], v = co + 1y + ... + ey = ¢d(y) is a
homomorphism preserving addition and multiplication. S.F. Krendelev’s implementation is
more efficient than Gentry’s. In addition, it has a number of disadvantages:
1. An unbounded increase in the degrees of polynomials can result in inefficient calculations;
2. Even though all operations essentially conducted on empty terms, it is necessary to store
and perform calculations on high-order polynomials in memory;
3. In the S.F. Krendelev system, division and substruction operations on encrypted data are
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not performed.
Algorithm 1. Fitting a polynomial to an integer.
1) Let’s say z € Z any integer corresponding to the polynomial. Let’s say a number is n > 0—
the degree of the polynomial ;
2) ag, ai, ...a, € Za polynomial whose coefficients are randomly selected f(x) = ag + a1z +
... +a,x™ is created;
3) f(zo) = f(§) = ao+ai(5)+...+an(E)" is calculated, from here, ¢" f(%) = q"ao+q" pas +
—|—p”anq”f(§) € Z is taken;
4) g:(x) = ¢"f(z) — ¢" f(4) + = polynomial corresponding to the number z is calculated.
Algorithm 2. Matching an integer to a polynomial (algorithm inverse of 1).
1) Let the polynomial obtained as a result of Algorithm 1 g.(z) be given;
2) Then g.(zo) = ¢" f(x0) — ¢" f(%) + z = 2 the original number.
Concept 1. Built according to Algorithm 1 h : Z — Z|x]-representation. The representation
given there is injective.
The proof is evident from the random selection of coefficients, establishing a homomorphism
from the ring of integers Z to the polynomial ring. Now, let’s examine the creation of a
homomorphism from the ring Z to the ring Z|[z].

Definition 1 (Ring Homomorphism): Let f : A— > B, where A and B are rings that
include addition, multiplication, zero, and one.
Theorem 1: Consider the ring Z[z| of integers and the polynomial ring, where P[z] is the
representation generated by the first algorithm. Then P P[z]is a homomorphism.

Proof: 21, 25 € Z let us show that property (1) holds, i.e
P(21 + 22) = P(21) +2pa) P(22)-
P(21) 420) P(22) = ¢" [1(2) = ¢" f1(5) + 21 + ¢" fa(@) = ¢" f2(5) + 22 =
= q"ap + ¢"a17 + ... + ¢"a, 2" — (¢"ap + ¢""‘pay + ... + pa,) + 21+
+q"bo + ¢"b1x + ... + ¢ bpx™ — (¢"bo + ¢ pby + ... + pby,) + 22 =
=(a1+01)(q"r = ¢"7'p) + o+ (an + ba) (¢ — P") + 21 + 2 =
=q"co+ q"1T 4 .. + ¢ cnx™ — (¢"co + ¢V Tper + o+ plen) + 2+ 2
=P(z1 + 29)
where, ¢; = a; + b;,i € {0..n} Based on the above calculations, it is possible to create an
encryption and reverse encryption algorithm.
Implementation of division operation on encrypted data in S.F. Krendelev system:
Definition 1. Let Z be some field. A polynomial in one variable in the field Z is a formal
summation of the form:

f(x) = apa™ + ap_ 12"t + a1x + ag, (1)

where,a; € Z,i € {0,1,...,n}n € N Note. Any element of the field Z is considered to be a
polynomial of zero degree, a polynomial of arbitrary degree with zero coefficients is a zero
polynomial, and a unit polynomial of the Z field is considered to be a unit polynomial and
are denoted by v(x) and E(x), respectively.

On the set of all polynomials in one variable in the field Z, the addition and multiplication
operations of polynomials can be determined according to the following rules. Suppose f(x)
is a polynomial of type 2 and
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g(x) = by + bp_12" L+ bz + by, (2)

where, b; € Z,j € {0,1,...,m}m € N — 2.2 polynomial of the form [15, p. 13; 16, p. 423|.
Let the polynomial f(x) be written as:

f(x) = apz™ + a1z + a1 + an(ag #0) (3)

Let’s show it as follows:

f(x) = (z—c)* (box" ' + bya™ %+ by_ox +by_y) + 1, (4)

If we mentally open the brackets to the right of the equality and equalize the coefficients
of the same degree in the equations (3) and (4), is obtained:

bo = ao,
b1 =a; + Cbo,
bg = a9+ Cbl,

bk =ai + Cbk_l
bnfl =ap-1+ Cbn72

(4) is usually written in Tabular Form and is called the Gorner scheme. The Gorner
scheme is shown in the form of Table 3.

Table 3: Gorner scheme

Qg | Ay e | Qg e | Ap
r =cC bo b1 :CL1—|—Cb0 bk:a}g‘i‘Cbk_l T:an+0bn_1

Obviously, the coefficients » = f(c), b; are the coefficients of the division ¢(z) when
dividing f(z).
Theorem 2. For any number C in the field Z, the polynomial f(z) of the type n degree (3)
can always and moreover uniquely be represented as:

f(x) =byg+bi(z—c)+by(x—c) +... +by(x—c)" b, #0, (5)

Representation in the form (5) is called classifying the value f(x) in degrees of the x - ¢
substruction.
Now, let’s examine the challenge of establishing a homomorphism from the ring Z to the ring
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Z|x]. Definition 2 (Ring homomorphism): Let f : — > | where A and B are rings that include
addition, multiplication, zero, and one. The function f is a ring homomorphism if it satisfies
the following conditions [15-16]:

fla+ab) = f(a) +5 f(b) (6)
fla=ab) = f(a) —p f(b) (7)
flaxab) = fa)xp f(b) (8)
(a/ab) = f(a)/B[ (D) (9)
f(04) = 0p (10)
f(la) =1p (11)

Let Z be given a ring of integers, a ring of polynomials Z[z|, and P(z) compiled by
Algorithm 1. Then P(x), P : Z — Z]x] homomorphism.
Encryption and reverse encryption algorithm Key generation. If the Secret Key of a given
xo cipher is, z1, 29 € Z, 21 > 29, let’s show that the (9) property is executed, i.e.:

P(Z1/.25) = P(Z1)/:10)P(Z2)
P(z1) = ¢"fi(z) = ¢"[1(B) + 21 = ¢"ao + ¢"a1x + ¢"aza® + ... — ¢"ao—

—¢"Ya1p — ¢ 2agp? — -+ 21 = a1q" Nqx — p) + axq" (P2 — p*) + ..;

P(Z1) _ a1q""M(gz—p)tazq"*(Pa®—p)+...+2
P(Z1) — big" Hgz—p)+b2q" (g2 —p?)+... 422

B = cq" Mgz — p) + eaq" 2 (gPa? = pP) H o+ 2

P(Z3) 2
P(z1) z1 ) _
Pla) = P(ZQ) for ¢; can select ¢y =V
o @izo—biz1 . _@iza=biz1
Ci z2% Plz](22)’ g 1’ nG 22%Pla—p/q)zo

alq”’_l(q:l:fp)Jrazq"_Q(q2m27p2)+...+21 _
b1~ (qz—p)+baq" 2 (q*x? —p?)+... 422
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ajza—b121

"
20%b1¢q" 1 (qz—p)+b2q"~2(q?x2—p?)+...+ 22

qr — p)

asz2b2 21 n—2(,2,2 _ 2 zZ1
+ZQ*blq"‘l(qxfp)erzq"‘Q(qu?fp2)+...+ZQ *q" (g7 —p7) + 2

a1¢" " (qz — p) + azg" (2% — p?) + . + 2 = BEEBE s g (g — p)+

Zo

+a122—b121 *qn72(q2x2_p2)_{_“‘_|_%*62qn72(q2x2_p2)+“.+z2

22

a1¢" (g — p) + azq" (2% = p?) + o+ 2 = ¢ (g - p)[BESHE 4 2 by

22

"2 (g% _pz)[% + 2% bol + ... + 21

a1q" gz — p) + axq" AP ?) + o+ 21 = "N (qr — p) + axq" (P2 —pP) + .+ 2

]]ZEZ% = P(2) since the P is homomorphism

Proof. let z1, 2o € Z show that the property (3) is executed, i.e.:

P(z —; 22) = P(21) =22 P(22,)

P(z1) —2a) P(22) = (¢"(f1(x) = ¢" [1(E) + 21) = (¢" fa(2) — " f2(E) + 22 == q"ao+

a1+ ...+ ¢ anx” — q"ag — ¢" " pa; — ... — pa, + 21 — ¢"by — ¢"brx — ... — ¢"byT" +

q"bo +q"'pbi + .. + by — 22+ (a1 — b)) (¢ — " 'p) + (a2 — bo)(¢"2? — ¢"p?)+

ot (an = bp) ("™ — p™) + 21 — 2o.

Let’s show that one part is equal to the other:

Pz —. ) = (¢" fi(z) — Q”f1(§) +21) — (¢" fo(x) — qnf2(§) + 22 == ¢"(ao — o)+

*a1x + ...+ ¢ a,a™ — q"ag — ¢" pay — ... — pa, + 21 — ¢"by — ¢"brx — ... — @b+

q"bo + ¢ pby 4 o+ Py — 20 = (a1 — b1)(¢"x — ¢ 'p) + (az — b2)(q" 2 — ¢"p?)+

et (an = b)) ("™ —p") + 21 — 2 — 2.

In S.F. Krendelev’s work, homomorphic encryption explored for addition and
multiplication operations. This article introduces a method of fully homomorphic encryption

that also facilitates subtraction and division operations. Here’s an example of how the
system operates:

P21 —. 22) = (¢"fu(z) — qnf1(§) +21) — (¢" fa(w) — qnf2(§) + 22 = ¢"(ag — bo)+
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q"(a1 — by)x + q"(ay — b2)$2 —q"(ao — bo) — qn_lp(al —by) — qn_2P2(a2 - 52) + 21—

29 = (a1 = 01)(¢"x — " 'p) + (a2 — b2)(¢"2* — ¢"7*p?) + ... + (a0 — b)) (¢"2" —p") + 21 — 22.

It is also clear that the representation of P compares 1 to 1 and 0 to 0, corresponding to
the formulas (10) and (11). Therefore, the representation of P is a homomorphism.
In S.F. Krendelev’s work, homomorphic encryption explored for addition and multiplication
operations. This article introduces a method of fully homomorphic encryption that also

facilitates subtraction and division operations.
Here’s an example of how the system operates:

15
X

Key: zg =
Enc: Z — Z[x].

1) 21 = 8,2 = 4;

2)fi(z) =5+ 3z — 8x% + 923, fo(x) = 7 — 2 + 4a? + 5o,

3)q”f1(§) =33%5+3%2%15 %3 — 83 x 329 x 33;

q"fo(B) =3+ 7 =2 3% 15+ 4% 3% 15> +15° x5 = 19674;

4) encryptable polynomial for z; and z:

G-, = 102923 — 205822 + 1372z — 1060, g., = 308723 + 20582% — 27442 — 12744;

Subtractions and division Homomorphism of the system:

G=y + G., = —20582% — 411622 + 41162 + 11684;

9 _ 1 —27442%4+228622+3188
gz 3 | 3087234205872 2744z —12744°

Dec:Z[x] — Z.

a1 To — G2yo = —2058(F)% — 4116(+)? + 4116 « 2 + 11684 = 2;

—2744(1)242286 2«11 13188

9=n% 14
3 7 3087(4)342058( )2 —2744x L —12744

9zo X0

=1,4.

The encryption algorithm is shown as follows: 1) Let the password be "Informatics".
2) A polynomial with coefficients ag = 8,a; = —2,a5 = 1— > 8 — 2z + 2? is created 3)
The symbols are converted to the ASCII table 4) Then the polynomial to be encrypted is
21, Zny Zf 5 2oy Zmy Zay 2ty Ziy Ze, 2 are as follows:
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Gy () = T2(8 =2x+2%) — (T** 8+ T* 1 5% (—2) + TV %52 % (—1)) + 84 = 4922 — 98z + 84;
g., (2) = TP(8—=2w+22) — (T?x8+ 7% 155 (—=2) + %% 5% % (1)) + 101 = 4922 — 982 + 101,
9oy (@) = T8 =2z + %) — (TP %8+ 7> 1w bx (—2) + 70 %52 % (—1)) + 99 = 49z% — 98z + 99;
9o () = T*(8 =2z +2%) — (T* %8+ T 1% 5x (—2) + 70 5% % (—1)) + 104 = 4922 — 98z + 104;
g.. () = T*(8 =22+ 22) — (T** 8+ T* 14 5% (=2) + 7% 5% (—1)) + 110 = 492% — 98z + 110;
G (1) = T2(8 =204 22) — (T? %8+ 7271w 5k (—=2) + 70552 % (—1)) + 111 = 4922 — 98z + 111;
G, () = TH(8 =22+ 2%) — (T2 # 8+ 7> 1x 5% (—2) + 7% 52 % (—1)) + 108 = 4922 — 982 + 108;
Gy (2) = T2(8 =22 +2%) — (T?#8+ T Lx 5% (=2) + 7T0%5% % (—1)) + 111 = 4922 — 98z + 111;
G () = T2(8 =22+ 2%) — (T?*8+ T2 1 x5 (=2) + 70 %52 (—1)) + 103 = 4922 — 987 + 103;
G, (1) = T2(8 =20+ 22) — (T* %8+ 7> 1w 5% (—2) + 7TV % 5% % (—1)) + 121 = 4922 — 98z + 121;

Decrypted numbers (84,101,99,104,110,111,108,111,103,121) translated by value to the
ASCII table. The initial word "Technology"is obtained.
The pseudo - code of subtraction and division operations added to the complete homomorphic
encryption in a ring of polynomials with a variable is shown in Figure 4.

The results and discussion.

In the Arduino IDE integrated development environment, in C++, a static library was
created for full homomorphic encryption in a ring of polynomials with a homomorphic
modified variable in a ring of polynomials with a variable for different microcontrollers.

The Boost library is a powerful tool for developing software in C-++, providing a set of
general-purpose and high-performance libraries. One of the most important aspects of the
library is its support for working with large numbers, which makes it especially useful in
tasks related to cryptography and homomorphic encryption. [17]. In the context of HE,
the Boost library performs several key tasks, such as supporting the execution of many
operations on encrypted numbers and reducing computational inaccuracies (approximations
of values). Homomorphic encryption allows you to perform calculations on encrypted data
without decrypting it, which ensures a high level of confidentiality. However, one of the
main problems when working with such encryption is the accuracy of calculations and
performing complex operations, such as division, on encrypted data. Key tasks solved when
implementing the modified library Operations with large numbers require precise control over
their representation and manipulation. Standard libraries often have problems with accuracy
when operating on large integers. The Boost library provides mechanisms for working with
numbers of arbitrary length, which helps to avoid rounding errors and data loss when
manipulating large numbers. The library development included support for FHE, which
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Algorithm 1
size &~ RANDOM
n+ RANDOM
numbers][size], numbers2[size|
afsize][n +1]
kopmushel[size][n + L], kopmushe2[size][n + 1]
p.q & RANDOM
0 p+q
ENCRYPTION (numbers1,numbers?,size,n,a,p,q)
GOMOMORPHISM

for i ¢ 0to size do
forj«<0tont+1do
gomAzaituli][j] + (kopmushel[i][j] - kopmushe2[i][]])
end for
end for
/
for i + 0 to size do
resK opmushe + kopmushel[i]kopmushe2[i]
qaldyq + kopmushel[i] mod kopmushe?]i]
boluli] ¢ resKopmushe + qaldyg + kopmushe2]]
end for
DECRYPTION(gomAzaitu, bolu,x0)

Figure 4: Pseudo-code of the proposed subtraction and division operations

allows performing all arithmetic operations (addition, multiplication, etc.) on encrypted
data. Unlike partial homomorphic encryption schemes, FHE allows for full data processing
without disclosing its contents. This is especially important for ensuring confidentiality
in cloud computing and other secure environments. One of the most difficult tasks in
implementing homomorphic encryption is the division operation. Division on encrypted
data cannot be performed within the framework of standard homomorphic schemes, since
it violates the data structure and leads to a loss of confidentiality. As part of the library
modification, a special method was developed that supports homomorphic division, allowing
this operation to be performed without disclosing the data. This achievement significantly
expands the library’s capabilities to handle more complex computational tasks. The modified
library, which supports fully homomorphic encryption and operations with large numbers,
significantly improves the ability to work with encrypted data, allowing all mathematical
operations, including division, to be performed without disclosing the contents. The library’s
architecture, based on optimized homomorphic division methods and support for highly
efficient cryptographic algorithms, makes it a valuable tool for developing secure and
confidential systems suitable for use in modern computing environments that require data
protection. The architecture of the developed library is illustrated in Figure 5 [18].

The Secret Key class is an important component of the cryptographic library responsible
for creating, managing, and using secret keys. Using the standard library’s random number
generator, which randomizes based on the current time, the Secret Key class efficiently
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Secretiey

- double p
- double g
- double x0

1 +init{any params)
+init(} // random key gen .
s Tz

EncryptedDala —
i DeeryptedData

- any EncryptedData
- any DecryptedData

+init{) L)
+ double* koef(int n
+ void pl’mtﬁa_rra}l“n{ a[), int nfl) + void decrypt_nums{int num_ciphers(], double x0)

+ double* b(int a[], int n[]) + void decrypt_text(int text_cipher]. coubls x0)

+ double tx0(int a[], int n[], double p, double q) +voic decrypt_img(int img_cipher]], double x0)

+ double gnfx0{int a[], int n[], double p, double q) + void DecryptedData sum(DecData other)

+void encrypt_nums{int numbers(), double p, double g, int a[], int n[)) + void DecryptecData diffDecData other)

+void encrypt_text(string plaintext, double p, double g, int af], int n[j) + void DecryptedData multiplication(DecData other)
+void encrypi_img(char” img, double p, double g, int af], int n[J) +void DecryptedData division(DecData other)

Homomorphism

Ciphertext - any EncryptedData Hom_Ciphertext

+init()

+ EncryptedData sum(EncData other)
+EncryptedData diff([EncData other)

+ EncryptedData muiltiplication(EncData other)
+ EncryptedData division(EncData other)

Figure 5: Library architecture of complete homomorphic encryption in a ring of polynomials
with an advanced variable

generates unique and random keys, as well as polynomial coefficients for cryptographic
operations. Despite its simplicity, this implementation is efficient enough for many tasks, but
in particularly sensitive applications, more complex random number generation mechanisms
may be required to increase the cryptographic strength of the system. The Encrypted Data
module is an important part of the cryptographic library designed to work with encrypted
data, in particular, with homomorphically encrypted numbers. Homomorphic encryption
allows you to perform operations on encrypted data without revealing its content, which
opens up many opportunities for secure data processing in areas such as cloud computing,
privacy, and financial technology.The main goal of the Encrypted Data module is to support
working with encrypted data at different stages of the cryptographic process, from its
creation to extracting clear data from ciphertext. In this context, the module implements
key operations such as encryption, decryption, and the ability to perform calculations on
encrypted numbers using homomorphic encryption. Many modern homomorphic encryption
schemes, such as those based on polynomial rings, allow polynomials to be used to represent
encrypted data. These schemes support basic mathematical operations on polynomials,
which is especially important for full homomorphic encryption. Polynomial addition: When
an addition operation is performed on encrypted data, it can be interpreted as adding the
corresponding polynomials that represent that data. The result will also be an encrypted
polynomial. Polynomial subtraction: Subtraction works similarly to addition, but to calculate
the difference between two encrypted values, the corresponding polynomials are subtracted.
The result is an encrypted polynomial, which can be decrypted to obtain the difference.
Polynomial multiplication: Polynomial multiplication in the context of homomorphic
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encryption is used to perform multiplication operations on encrypted data. This allows
calculations that require multiplication (such as in financial calculations or data processing)
to be performed without revealing information about the data itself. Polynomial division:
Polynomial division in homomorphic schemes is a more complex operation that requires
additional mathematical transformations. This can be implemented through special division
protocols that take into account the structures of polynomial rings and their peculiarities
when working with encrypted data.Decrypted Data encrypts encrypted data using a secret
key and reverse Homomorphism.

Checking for homomorphism. An array named resBuf is opened to check Homomorphism
by the addition operation. Its measure is taken in accordance with which the length of
the polynomial is greater. Next, all elements of the resBuf are taken as 0. Then the index
polynomial values corresponding to each index are added throughout the cycle. To calculate
the sum value, open the variable resu=0 and find resu+=resbuff[0]*x0. The same is done for
the rest of the polynomial.

The homomorphism check by subtraction operation is the same as checking the algorithm
for adding the numbers of the first polynomial to the resBuf array and subtracting the
numbers of the second polynomial from it.

Checking homomorphism by the multiplication operation. The array named Kob will open.
Its Dimension is [(first polynomial dimension)*(second polynomial dimension)|. Divided
into two columns, in the first column are the coefficients that precede x, and in the second
column are the degrees of that X. The Resu array is opened and the same ranks are added
to it.

Checking homomorphism by the division operation. The Gorner scheme was used to perform
the division operation into encrypted data. When dividing a polynomial by a polynomial,
the quotient and the remainder are obtained.

To construct polynomials, the Koef(double n) function is used, where the coefficients
are randomly selected. Full homomorphic encryption and reverse encryption in a ring of
polynomials with a variable are shown in Figure 6.

(]
{=]

s 0y fle — Baoxsor o g _-H | entryption— Baagor
o Oaiin Mpases Oopust Big Crpasts

Oin Moaera Oopwer By Crnpaera

Fully honomorphic encr ption, or sinply hosonarphic encryption, refers to a class . :
the gecfet key. Fully hos rpm( encry ption, or simply zwgmmrpmc encryption, re Ellamgg}:{%gmn(z) *[,gi;.?”)‘““}g %Ezlﬁm %mgﬂ?ﬂﬂ“ﬁ % Té)sﬂ%x) W
bxtre aumer of the secret key, Fully I'phT{ encryption, or singly mpht (GLIG) + (L08AQ) + (0A() + 197 (-71x(3) + (TEAD) + (-42Dw(3) +
Tons conputation to be perforned d1rett yon encr“:ten data without requiring ac | [+192 (-O1X\(3) + GOIXA() + (-59)(3) + 192 (-8)\(3) + (A0E}2) + (- 2’0}:
g‘m{ be revealed b}l the ouner of the secret l(ey Fi y hm;pm{ en(pyp{m o [(61)%A(3) + (-38)ur(2) +[[57)K“[3) + 160 (- 51))‘.“(3} + (4B)xA(2) + (42ma(3) +

{-a-shifi Tayee-

y Craig Gentry n 208, Honcaoghic encryption diffes fron typcal eneryption e | 130 CrRCE) s G3ei0) & CHtBuiE) « DO\ (T s @ 3 Eg'x:?ﬁ
|First constructed by Craig Gentry in 2009, Homonorphic encryption differs froa tyr | |(-at)ur(3) + (18)0Q2) + CROYAG) + 180 (-TS)XACL) + (4B)AE) + (TOMAQE) + 1
lencrpted form, and can at a Tater point be revealed by the owner of the secret key | (I)xG3) + (LIWQ) + (40)x(1) + 129 (B1)A(3) + (103)XAM2) + (-G0)WA(3) + 1

Figure 6: Fully homomorphic encryption and reverse encryption in a ring of polynomials with
variables

Testing the performance of created libraries on the AtmelAVR (Atmega 328)
microcontroller Initially, on the Atmega 328 microcontroller FHE in a ring of polynomials
with a modified variable, comparisons were made with different pairs of two-digit numbers:
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key generation, encryption, reverse encryption, (addition, subtraction, multiplication,
division) times, and the complexity of the algorithm was considered. The result can be seen
in Table 4.

Table 4: Execution time of the created library on the Atmega 328 microcontroller

2-digit, Key Key Key Key

different even | generation, generation, generation, generation,

numbers encryption, encryption, encryption, encryption,
addition, subtraction, multiplication, | distribution,
reverse reverse reverse reverse
encryption, encryption, encryption, encryption,
S s s s

100 1,95 1,92 2,52 2,44

200 2,625 2,605 3,44 3,33

300 3,736 3,727 4,94 4,77

400 5,032 5,027 6,68 6,67

500 6,931 6,947 9,28 9,2

Compared to the addition operation, the multiplication operation demonstrates worse
performance, indicating that its algorithmic complexity is higher. It was also observed that
memory operations consume the majority of processor time. This suggests that these schemes
may be suitable for specific software applications. TThe polynomial addition operation has
linear complexity O(n) and requires proportional increase in memory as the size of the
polynomials increases. Although the computational time requirements grow linearly, this
does not lead to significant performance issues. The polynomial multiplication operation
has quadratic complexity O(n?), which leads to a significant increase in execution time
and memory required for computation, especially when working with large polynomials.
The quadratic growth of the complexity of polynomial multiplication significantly reduces
the performance of cryptographic systems when processing long polynomials, which is
an important factor to consider when designing efficient cryptographic algorithms with
homomorphic encryption [20].

Homomorphic operations are usually performed between two encrypted texts. If one of
the operands can be plain text, it can significantly improve performance. The size of the
resulting ciphertext remains the same as the entered ciphertext, and the redrawing step
can be skipped. SEAL, Helib, TFHE |21, 22| provide functions for adding, extracting, and
multiplying plaintext encrypted text. The library of polynomials with a modified variable
presented in the article supports the arithmetic operations of addition, subtraction and
multiplication and addition of encrypted text. Modern homomorphic encryption libraries
are not designed for microcontrollers. The presented library can be used for microcontroller
and computer [23-26].

When adding two polynomials, it turns out that their result does not exceed the powers of
the added terms, and when multiplied, it is equal to the sum of the powers of the multipliers.
From this we can conclude that the number of sums performed does not negatively affect the
performance of the calculation, and multiplication leads to a slowdown in the performance
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of the calculation. To reduce the growth rate of degrees, it is recommended to create
polynomials of minimal degrees as initial encryption polynomials.

3 Conclusion

The HomomorphicControllerVersion(01 library represents a major advance in homomorphic
encryption for Atmel AVR microcontrollers, ensuring data security in IoT ecosystems. The
implementation of the homomorphic division method significantly expands the application
of homomorphic encryption in cloud computing, information security, and machine learning.
This research has high practical significance, providing effective tools for data protection in
the context of limited computing resources and expanding the potential for secure computing
in various fields.
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