ISSN 1563-0277, eISSN 2617-4871 JMMCS. Ne 1(129). 2026 https://bm.kaznu kz

IRSTT 20.23.17 DOLI: 1https://doi.org/10.26577/JMMCS1291202611

F. Nurkhissa* A. Saparkhankyzy — , Zh. Karashbayeva
Astana IT University, Astana, Kazakhstan
*e-mail: faridanurgisa@gmail.com

NUMERICAL OPTIMIZATION METHODS FOR DETECTING
ANOMALIES IN FINANCIAL TRANSACTIONS: AN INTERPRETABLE
HYBRID FRAMEWORK

Financial systems today handle massive real-time transaction volumes, where anomalies are
rare, time-sensitive, and masked by stochastic noise. Traditional detection methods often fail to
address the dynamic nature of fraud or provide the interpretability required by regulated financial
sectors. This paper develops an interpretable hybrid framework for anomaly detection, integrating
numerical optimization within state-space models and ARIMAX/SARIMAX architectures. The
proposed model effectively captures evolving temporal dependencies and structural shifts in
transaction data. By decomposing signals into baseline trends and exogenous residuals, the
framework provides a transparent mathematical basis for every flagged anomaly, ensuring
auditability. The system’s performance is rigorously validated using the Precision@QK metric
and a comprehensive cost-utility analysis. Results demonstrate that this numerical optimization-
based approach minimizes false positives while identifying high-risk transactions. Ultimately, this
framework offers a scalable, real-time solution that bridges the gap between high predictive power
and the transparency necessary for financial forensic analysis.

Key words: anomaly detection; fraud detection; numerical optimization; Kalman filter; ARIMAX;
graph regularization.
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Kap>XbUIbIK, TPaH3aKIAJIapAaFrbl AHOMAJINAIAPAbI AHBIKTAY VIIH CAHJBIK, ONTUMU3AIAS
9jIicTepi: TyciHaipiserin rubpuATi TOCia

Byriuri Tamma KapKbl Kylieepl HAKTHl YaKBITTAFbl TPAH3AKIUSIAP/IbIH, VJIKEH KOJeMiMeH afi-
HAJIBICABI, MYHJIA ayBITKYJIAP CUPEK KEe3/eCe/ll, YaKbITKA Ce3IMTAJ YKOHEe CTOXACTUKAJIBIK, IITyMEH
KaceIpbLIabl. JocTypri anbikTay omicrepl kebinece alasiKTHIKTBIH, JUHAMUKAJIBIK, CUIIATHIH IITe-
e aJMaiiibl HeMece PeTTesIETIH KAPKbl CEKTOPJIAPhI TAJIall €TeTiH MHTEPIPETAINAHBI KaMTaMar-
ChI3 eTe aJMaitbl. Bysr Te3nc cauaIbIK OHTAWIAHIBIPYIbI MEMIEKETTIK-FAPDIITHIK, MOJIETbIEP MEeH
ARIMAX/SARIMAX apxurekTypajapbiia GipiKTipe OThIPBII, AHOMAJIUIHBI AHBIKTAYFa APHAJIFAH
TYCIHAIpieTiH THOPUATI KYPBIIBIMILI 93ipeiiai. ¥ ChIHBLIFAH MOJIE/Ib TPAH3AKIUSIIBIK JIePEKTeP-
JIeTi TaMBII KeJle XKaTKaH YyaKbITIa TOYEJILUTKTEep MeH KYPBIIBIMJIBIK, e3repicTepai THIMAI Type
kepcerei. Curnaiap bl 6acTAlKbl TEHIEHITHAIAD MEH 9K30TeH K KAJJIBIKTaAPFa bIABIPATY apKbi-
JIBI KYPBLIBIM 9p0ip Oe/rijieHreH aHoMaJIis YIITiH MOJIIIp MaTeMaTUKAJIBIK, HETi3/1i KAMTaMAaChI3 €Te-
Ji, 6ys ecty KabijerTin KamTamackis ereii. 2Kyiteniy enimiairi Precision@QK kepcerkirmiia kKoHe
MIBIFBIHIAD MEH MaiiIaIbIIBIKThI 2KaH-2KAKThl TAJIAYIbl KOJIJIAHA OTBIPBIIT MYKHSAT TEKCepiJIe .
Horuxkenep cannplk OHTANIAHIBIPYFA HETI3IereH OYIJI TOCLIT YKOFapPhl TOYEKE Il TPAH3AKIIHLIAD-
JIbl AHBIKTAY Ke3iHJle 2KaJIFaH MO3UTUBTEP/] a3aiTaThIHBIH KOpceTei. Byl KypbIIbIM HAKTHI YAKBIT
PEXKUMIH/IE MACIITAOTAIATHIH IIEITM/Ii YChIHAIBI, OJT 2KOFapbl O0KaMIBIK MYMKIHTIKTEp MeH Kap-
KBIJIBIK, COT-MEIUINHAJIBIK capalnTaMara KasKeTTi alllbIKThIK apaChIHIATbI AJITAKTHIKTEI KOS TbI.
Tyiiin ce3ep: aHOMaJINS AHBIKTAY; KAPXKBLIBIK, aJasiKTHIK; CAaHJbIK, onTuMu3anus; Kajivman cys-
rici; ARIMAX; rpad perynsipusanusicho.
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MeToabl YMCJIEHHOM ONITUMU3AINK JIsT BbIABJEHUSI aHOMAJINUA B (DMHAHCOBBIX TPAH3AKIUAX:
HUHTEPHPETUPYEeMbIii TUOPUIHBIN MTOIXO/T,

CoBpemennbie (PUHAHCOBBIE CHCTEMBI 0OPAOATHIBAIOT OIPOMHBIE O0BEMBI TPAH3AKIUI B PEXKUME
pPeaibHOTO BPEMEHH, /i€ AHOMAJIUU PEJIKU, 3aBUCSIT OT BPEMEHU M MACKUPYIOTCS CTOXACTUIECKUM
nryMoM. TpajuimoHHbIe METOIBI OOHADY KEHUS YaCTO He TIO3BOJISIIOT BBISIBUTH [IMHAMUYIECKYIO TP~
PO/Ly MOIIIEHHUYECTBA UJIU 0DECIIeYNTh MHTEPIPETUPYEMOCTD, TPEOYEMYIO PEryIupyeMbIMU (DUHAH-
COBBIME ceKTopaMu. B 3roit pabore paspabaTbiBaeTcs HHTEPIPETUPYEMasi TUOPHUIHAS ILIAT(HOPMA
JIJIsT OOHAPYKEHUsT AaHOMAJINIA, HHTETPUPYIOIAs YUCIEHHYIO ONTUMI3AIMIO B PAMKAX MOJIEJIei TTpo-
crpancrBa cocrosuuit u apxurekTyp ARIMAX/SARIMAX. Ilpemnaraemas momess 3¢bdeKTuBHO
OTparkaeT MEHSIIONNEeCs] BpDEMEHHbBIE 3aBUCHMOCTH U CTPYKTYPHBIE CJIBUTH B JIAHHBIX O TPAH3aKIIH-
six. PasbuBasi curHaJibl Ha 6a30Bble TEHIEHITNH 1 BHEIITHIE OCTATOYHbIE 3HAYEHUsI, CUCTEMa 0becIie-
YUBAET MPO3PAYHYI0 MATEMATHIECKYIO OCHOBY JIJIs KaXKJIOH OTMEYEeHHOI aHOMaJuu, obecrednBast
BO3MOXKHOCTH ITPOBepKU. [IpOM3BOIUTEILHOCTL CUCTEMBI TINATEHHO MTPOBEPSIETCS C TIOMOIIBIO 0~
kazaresisi Precision@K u KOMIIZIEKCHOTO aHajM3a 3aTPAT U MOJE3HOCTH. Pe3yIbTaThl IOKa3bIBAIOT,
9TO TAKOl MOJIXOJ, OCHOBAHHBINA HA YUCJIEHHON ONTUMU3AINN, CBOJAUT K MUHUMYMY JIOXKHBIE CPa-
OGaThIBaHUSI IIPU BBISIBJIEHUN TPAH3AKIINIi C BEICOKMM YPOBHEM pUCKa. B KOHEYHOM cyeTe, 3Ta ILIaT-
dopma mpeyiaraeT MacrabupyeMoe peleHre B pesKruMe peaibHOrO BpEMEH!, KOTOPOe YCTPAHSIET
pa3phIB MEXKJTy BBICOKOH MPOTHOCTUYECKON CIIOCOOHOCTHIO M ITPO3PAYHOCTHIO, HEOOXOMMMON st
pOBeIeHNsT (PUHAHCOBOTO KPUMUHATUCTUIECKOTO aHAIU3A.

KiroueBbie cioBa: anoMasni; (hUHAHCOBOE MOIIEHHUYIECTBO; YNCICHHAST ONTUMU3AINS; (DUIBTP
Kanmana; ARIMAX; rpadoBasi perysisipusaiiysi.

1 Introduction

The increase in financial transactions using technology has resulted in the evolution of high-
velocity processors as financial systems are now handling a vast amount of data [20]. The
development, although seemingly negative, is an advantage to the customers as they are now
able to access financial services faster, but the development has been attributed to financial
crimes, which include the theft of money by the misuse of bank credit cards and money
laundering [21]. The detection of financial frauds has, however, been the toughest as the
fraudsters are adaptable, and their malice has been attributed to the flaws in the financial
system as they are now handling a vast amount of data, as opposed to previously handled
data, as the records now lack some crucial fields [3].

Traditional rule-based systems lack the flexibility to adapt to emerging fraud patterns |22].
In contrast, resilient paradigms like Multilayer Perceptrons (MLPs) yield better results but
depend heavily on precise numerical optimization. Key challenges in this context include
model convergence, addressing extreme class imbalance, and managing concept drift in non-
stationary financial environments [2].

Recent approaches to fraud detection incorporate a combination of techniques, including
classification models, time-series analysis (e.g., ARIMAX, SARIMAX), and graph-based
methods [23]. These approaches enable more effective detection of fraudulent activities by
leveraging ARIMAX/SARIMAX models and graph-based structures.

In this study, we propose an advanced anomaly detection framework for financial
transactions that integrates time-series modeling and graph-based analysis. The proposed
methodology aims to improve the detection of fraudulent activities by leveraging both
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temporal dynamics and structural relationships within financial data. This contributes to the
development of more robust, adaptive, and autonomous fraud detection systems, ultimately
supporting financial security and stability.

2 Problem statement

Let y; be a sequence of financial transactions for ¢t = 1,...,T, where each transaction
is characterized by features such as amount, timestamp, type, and device metadata. The
objective is to develop a model that computes an anomaly score s; € R for each new
transaction y;,1, such that s; > 7 indicates a potential fraud.

However, financial fraud detection faces several critical challenges. Fraudulent transactions
are highly imbalanced and often hidden within noisy and incomplete data, making reliable
pattern recognition difficult |2]. Additionally, fraud patterns evolve over time (concept drift)
and involve complex, high-dimensional relationships between entities that cannot be captured
by simple models. Finally, real-time fraud detection demands low-latency, high-throughput
machine learning solutions, as traditional analytical methods such as batch processing are
too slow and cannot support timely detection, especially when dealing with large-scale data.

2.1 Problem definition

The primary objective of anomaly detection in financial systems is the identification of
unusual or suspicious transaction patterns within a continuous data stream. This task can be
formally defined as a supervised or semi-supervised learning problem. Let {y1, 4o, ..., yr} be
a sequence of transactions, each associated with a characteristic feature vector x; € R™, where
x; includes attributes such as transaction amount, timestamp, category, device metadata, and
user profile descriptors.

Formally, the objective is to learn a mapping function:

f . (yt; T, Ht—l) — S¢ (1)

where H,; ; denotes the historical context (e.g., previous transactions and past behavioral
patterns), and s; € R represents an anomaly score indicating the level of abnormality at time
t. A higher score s; correlates with an increased probability of fraudulent activity.

This formulation emphasizes the dynamic nature of financial data, necessitating adaptive
modeling tools to account for evolving patterns. The function f(-) must effectively capture
behavioral shifts, high-dimensional feature interactions, and temporal dependencies while
addressing the class imbalance inherent in fraud analysis.

The anomaly detection objective can also be framed as a margin-based optimization
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problem:

T
1
max §||w||2 + C’th
t=1

w,b

st g(wla +0) >1-&, &>0 (2)
sy = o(wlz, +b) (3)
7" = argmax|[Rrp - TP(7) — Crp - FP(7) — Cpy - EN(7)] (4)

Where: w,b — model weights and bias; & — slack variables controlling misclassifications;
o(-) — sigmoid activation mapping the output to an anomaly score; 7* — optimal decision
threshold maximizing cost-utility; T'P, F'P, N — counts of true positives, false positives, and
false negatives, respectively.

2.2 Proposed framework architecture

Motivation: Conventional fraud detection often fails due to static dependencies, a lack of
real-time adaptability, and the inability to process high-dimensional features. Most traditional
methods treat transactions as independent events, neglecting systemic interdependencies.
Addressing these gaps requires hybrid architectures that integrate relational structures and
state-space modeling to capture the complex dynamics of modern financial systems.

Integrated Solution We propose a hybrid framework that fuses multiple analytical
perspectives into a unified anomaly detection model. The total anomaly score is computed
as a weighted sum of temporal dynamics, network connectivity, and residual corrections.
This multi-dimensional approach allows the system to adapt to evolving fraud patterns,
significantly increasing detection precision while minimizing false positives in high-velocity
environments:

St = Stemporal + 5 * Snetwork + 7Y * Sresidual (5>

Where: - Stemporal Captures the temporal dynamics of the data (how transactions evolve
over time, - Spetwork reflects links between accounts and vendors network structure, - S;esidual
models residual errors, discrepancies in predicted behavior.

3 Methodology

The proposed hybrid framework integrates statistical modeling, graph-based relational
analysis, and sequential deep learning to detect anomalies in high-frequency financial streams.
Unlike disjointed baseline models, our approach treats fraud detection as a multi-objective
optimization problem, combining temporal trends with network topology.
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3.1 Integrated detection architecture

To ensure both interpretability and predictive power, we define a composite anomaly score S
for each transaction. The framework decomposes the signal into three primary components:

S = wlﬁtemp + w2£graph + w3£res (6)

where Lye,, represents the temporal deviation captured by SARIMAX, L4, denotes the
relational risk from the graph Laplacian, and L,.s is the residual error refined by the
Transformer-based attention mechanism.

Temporal dynamics and baseline filtering: We employ the SARIMAX model to
establish a baseline for legitimate behavior. By filtering out cyclical noise and seasonal trends,
the model isolates exogenous shocks:

G(L)(1 — L)y, = O(L)e; + Z Bixig (7)

This statistical foundation provides the transparency required for financial auditing.

Relational dependencies via graph regularization: Fraudulent activities often involve
shared entities (e.g., devices, merchants). We model the network as a bipartite graph G =
(V, E) and apply a graph Laplacian regularizer |19

1 n
Uf) =£7LE =2 > Ay(fi— £)? (8)
ij=1
This ensures that risk scores propagate across connected nodes, effectively detecting
coordinated fraud clusters.

Sequential modeling with transformers: To capture long-range correlations within
sequences, we utilize a Transformer-based self-attention mechanism [11]. The attention
weights are computed as:

: QK"

Attention(Q, K, V') = softmax 1% 9)
Vi

This allows the framework to weigh historical context against the current transaction,

reducing false positives in high-dimensional data.

Numerical optimization: The final parameters are optimized using the Adam optimizer
coupled with Armijo-line search to ensure stable convergence under concept drift. This
stability is critical for real-time systems where transaction distributions shift rapidly.
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4 Results

4.1 Time series analysis

The framework was evaluated using transaction streams containing real-world fraud patterns,
such as unauthorized access and impersonation. As illustrated in Figure [T, the model
effectively identifies abrupt spikes while distinguishing fraudulent surges from normal
consumer behavior.

Time-series analysis confirms the model’s ability to discriminate between legitimate
patterns and anomalous deviations. Robustness tests across varying anomaly densities and
noise levels consistently demonstrate high sensitivity and low false-positive rates. Overall, this
hybrid optimization-based framework accurately detects temporal anomalies while adapting
to dynamic variations, providing a rigorous foundation for Precision-Recall and residual
analysis.

Transaction amount (with anomalies)

30

25

Value

20

15

2025-01-01 2025-01-02 2025-01-03 2025-01-04 2025-01-05 2025-01-06
Time

Puc. 1: Time series of transaction amounts with anomalies detected by the proposed model.

S = |yy — Ge|, 7" =argmin[a N (1) + SFP(T)] (10)

4.2 Residuals distribution and CUSUM analysis

This section analyzes residual distribution and drift detection. As shown in Figure [2a], the
near-normal distribution of residuals validates the model’s structural appropriateness and lack
of systematic bias. To ensure long-term stability, we employ the Cumulative Sum (CUSUM)
technique [3], illustrated in Figure [2b]

CUSUM effectively identifies subtle shifts caused by evolving fraud tactics or changing
consumer patterns. A stable trajectory confirms model reliability, while persistent trends
signal potential concept drift or market instability. To leverage these insights, we propose a
two-layer validation methodology:

1. Short-term layer: Residual normality tests to ensure immediate predictive accuracy.

2. Long-term layer: Cumulative residual analysis via CUSUM to monitor structural
adaptability.
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This integrated approach enhances the robustness of the anomaly detection framework
by balancing individual prediction precision with long-term sensitivity to shifting data
distributions.

Residuals histogram CUSUM of standardized residuals

70

20
60

50 10

Count
CUSUM

30
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10

4 6 0 100 200 300 400 500
Residual Index

(a) Distribution of residuals (b) CUSUM of standardized residuals

Puc. 2: Residual analysis and drift detection

Cy = max(0,Ci—1 + (y¢ — o — k)), Drift detected if Cy > h (11)

4.3 ROC and precision-recall curves

Figures |3a] and |3b|illustrate the ROC and Precision-Recall curves. The ROC curve evaluates
the trade-off between true and false positive rates, while the PR curve demonstrates
robustness under extreme class imbalance [5]. Both metrics confirm the framework’s efficiency
in distinguishing fraud from legitimate transactions.

The F1-score reflects a balanced equilibrium between detection completeness and false-
positive suppression in noisy environments. Ultimately, these analyses validate the model
as a powerful discriminator, consistently identifying anomalies and proving its reliability for
high-stakes financial applications.
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ROC curve Precision-Recall curve
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Puc. 3: Performance evaluation curves

4.4 Graph-regularization performance

The graph Laplacian regularizer diffuses risk scores across shared devices and merchants,
identifying suspicious behavior in relatively new accounts [19]. As shown in Table [1] this
approach outperforms baseline models in precision and cost utility by detecting synchronized
fraudulent clusters.

Modeling the system as a bipartite graph of account holders and merchants compensates
for missing data and is robust against data sparsity. By leveraging network topology, the
model identifies threats even for nodes with limited historical records. Consequently, the
framework is ideally suited for real-time monitoring of emerging, information-poor entities.
Incorporating these relationships into anomaly scoring enhances early detection and improves
the identification of emerging fraud clusters within the transaction network.

4.5 Evaluation

Evaluating anomaly detection in financial streams requires metrics tailored for extreme class
imbalance [4]. To provide a rigorous assessment, we employ a three-tier framework:

1. Top-k Precision: Measures the model’s ability to prioritize genuine threats among
the highest-ranked alerts.

2. PR-AUC: Assesses the precision-recall trade-off, offering a robust performance
indicator under skewed distributions.

3. Cost-Sensitive Utility: Weighs financial savings from loss prevention against the
operational costs of manual investigations.

These indicators validate the system’s practical efficacy and technical precision for real-time
monitoring.
2PR True Frauds in Top K

PR Precision@K = I

F, = (12)
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This evaluation criteria correspond to those reported recently with graph neural networks
for fraud detection in financial transaction systems [13].

Tabnuna 1: Performance comparison of different methods

Method Precision@100 PR-AUC Cost Utility
Rule-based 0.45 0.32 0.28
Isolation Forest [6] 0.58 0.41 0.35
Autoencoder [18§] 0.63 0.48 0.42
Proposed Method 0.79 0.67 0.58

As demonstrated in Table [, the proposed hybrid framework consistently outperforms
baseline approaches, achieving a 20% increase in Precision@100 alongside superior PR-AUC
and Cost Utility scores. These results validate that integrating temporal and network-aware
components through numerical optimization significantly enhances both detection accuracy
and operational efficiency.

The framework’s practical utility is further evidenced by cost-sensitive evaluations.
By prioritizing high-risk transactions and minimizing redundant investigations, the model
achieves an optimal balance between precision and cost feasibility—a critical requirement for
real-world financial monitoring systems.

4.6 Code and implementation

The implementation automates data processing, training, and evaluation for (S)ARIMAX
and Graph Regularization frameworks. Beyond numerical modeling, the codebase generates
essential visualizations—including time-series plots, residual distributions, and ROC/PR
curves—demonstrating the model’s superiority over baselines.

This automated structure ensures objective testing and reproducibility across large-scale
datasets. All scripts, experimental setups, and figures are available in the project’s GitHub
repository, providing a transparent foundation for researchers to replicate or extend the
proposed methodology.

5 Discussion and limitations

Transformers and GNNs significantly enhance the scalability and interoperability of anomaly
detection [14,19]. By modeling relational dependencies, our framework identifies coordinated
fraud patterns that elude transaction-level analysis. The synergy between numerical
optimization and deep learning [8,/17] ensures precise threshold calibration and stable training
under noisy conditions [2].

Despite these advantages, practical constraints remain. First, the computational
complexity of GNN and Transformer components necessitates distributed or approximation
algorithms for real-time scalability as networks expand. Second, the framework’s sensitivity
to data quality means missing or noisy links can impair risk propagation.

Finally, stable convergence requires meticulous balancing of regularization and learning
rates. Future research may address these challenges through automated hyperparameter
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optimization, such as Bayesian search or reinforcement-guided tuning, to enhance robustness

in production environments.

VO‘Ctoml = avﬁﬁtemp + 5V9£graph + 7v9£res

(13)

System Strengths. The hybrid framework demonstrates several key advantages: (i) high
scalability due to the parallel processing nature of Transformers; (ii) enhanced auditability
through SARIMAX-based baseline decomposition; and (iii) superior detection of coordinated
fraud via graph Laplacian regularization. These features ensure the model remains robust
against the "cold start"problem for new accounts while maintaining real-time throughput.

Similar optimization—graph hybrid strategies have also been demonstrated by Bottou et
al. [8] and Chen et al. |17], showing strong synergy between numerical optimization and

graph-based learning.

Tabsmna 2: Comparative analysis of major anomaly detection approaches.

Method Adaptivity to Interpretability Real-Time
Concept Drift Readiness
Rule-Based Detection Low — requires High — Medium — simple

manual rule transparent rules are fast but
updates decision logic rigid
ARIMAX / SARIMAX Moderate — High — clear Medium — limited
captures seasonal time-series scalability to live
trends but static coefficients data streams
parameters
Graph-Based GNNs High — learn Medium — High —
evolving relational partially parallelizable on
patterns interpretable via large graphs
node
embeddings
Deep Autoencoders Moderate — adapt Low — latent Medium — requires
with retraining space not batch inference
explainable
Reinforcement Learning High — online Medium — High — suitable for

combines residual

learning, ARIMAX
and GNN
adaptivity

numerical and
structural
explanations

policy updates interpretable via streaming
enable continual reward shaping environments
learning
Proposed Hybrid Framework Very High — High — modular | High — optimized

for continuous
real-time
application
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6 Conclusion and practical implications

The proposed hybrid architecture integrates ARIMAX/SARIMAX for temporal dynamics,
Graph-Laplacian regularization for relational dependencies, and state-space models for noise
stabilization . By combining these modules with adaptive neural components, the framework
efficiently processes high-frequency, large-scale transaction streams while adapting to evolving
fraud schemes without frequent retraining.

Experimental results confirm that this optimization-driven strategy achieves superior
precision and robustness against class imbalance compared to baselines like Isolation Forest
. Practically, the system enables early fraud detection with low false-positive rates, allowing
for instant intervention and loss prevention.

Ultimately, integrating this architecture into real-time monitoring enhances operational
effectiveness, reduces manual labor, and ensures high levels of compliance. Future research
will focus on federated learning and explainable AI to enhance privacy-preserving detection
and regulatory transparency. By combining online convex optimization with multi-modal
learning, these systems can evolve into adaptive, scalable frameworks capable of addressing
the complex challenges of modern financial crime.

Ultimately, coupling numerical optimization with modern neural architectures provides a
robust, scalable, and interpretable foundation for contemporary financial anomaly detection.
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