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Mining a cryptocurrency is profitable on someone’s resources. It is becoming increasing problem
in the enterprise to control the operations of its infrastructure while in idle or “off-work” time. In
this paper we present enterprise security assessment framework for cryptocurrency mining based
on Monero cryptocurrency. The framework consists from surveying power consumption on GPU
mining farms and traditional desktop PCs, analysis of web resources for browser-based mining
on both internal and external domain names, the handy network logs analysis tool based on the
regular expressions. While there had been significant difference between GPU and traditional
desktop PC’s power consumption, computational ratio of the idle PCs after working time remains
questionable. In the browser-based cryptocurrency mining, there were no data on public domains,
however there had been a possibility for using the private domain names, thus further research
and different tools are required. In the network analysis, there were not enough evidences on the
network mining, and this leads to the different research question that attackers may use proxy
techniques to bypass traffic filtering and network analysis.
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Kpunrosammoransr enzey 6Oacka pecypcrapga tuimai.  Kocimopeima KyMbIC YaKbITBI MEH
KYMBICTAH TBIC YaKbIT HHMPACTPYKTYPACHl OIepaIUsIapblH OaKbliay MAHBI3IbI MOCeJere
affHasbIn Oapa »KaTeIp. Dyin maxkanaza Monero xKpunroBasioTachl HeriiHe KPHIITOBAJIOTA
2KACaNThIH KOCIIIOPBIH KAyilCi3/iiri KypbUIBIMBIH Oafasiay/ibl YCBIHBII OTBIPMbBI3. DByJI KYypPBLIbIM
GPU - gma xome mocrypii K Kymbic ycrestiHIe SHEPrUsiHbI MaiTajaHyabl KAPaCTHIPYIAH,
imki »koHE CBIPTKBI JOMEH aTayJIapbIHBIH eKeyiHge e Opay3epre HEri3/Ie/reH ©OHJeyIep
VIIiH BebO-peypcTapabl TaJJaylaH, Peryasap epHeKTepe WHCTPYMEHT Heri3iHiae bIHFAMIbl Kesi
)KypHaJIapbeia Tajagayaan rypagsl. GPU men mocrypiri K »KyMbic yeTestiHjie SHEPrUsiHbI
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naiijaiany apachlH/a afdTapJblKTail aiffbipManblibik, 6ap, K KyMmbic icremeil TypraH yakbITTa
€CenTeINeH KATBIHAC OHBIH JKYMBICHI AdKTaJraH Ke3le KY/IIKTI OOJIbIll KaJaibl. Dbpaysepre
HeT13/1eJITeH KPUIITOBOJIIOTAIBIK KOPFAHBIC HETI3iH/IE, YKAJIIbIFa KOJIKETIM/II JJOMEH aTay/Iapbl 2KOK,
bipak 2Keke IOMEH aTayJiapblH IaiijlajaHyra 00Ja/bl, OJI YIIIH KOCBIMINIA 3€PTTEyJIeD 2KOHE 9P
TypJi KypaJ-caiiMargap KaxkeT. IllaOyburgayiibuiap TpaduKTI Cy3y/ll »KOHE YKeJIJIK TaJay bl
aifHaJIBII ©TY YIIiH IIPOKCH 9JICTEPIH MaiijajiaHa aJaThiH KeJjll TaJIayiapia, KeJIIiK THTeJJIEKT
TaJagay CaJachIHIA YKETKITIKTI JRJIesT 2KOK, KoHe Jie OyJI op TYpJi 3epTTey CYpaKTapbIHA AJIBII
KeJiesIi.

TyiiiH ce3aep: KpUMITOBATIOTAHBLI OH/IEY, MONETO, XKACKIPHIH OHJIeY, OYITTHI TEPIc Tai atany
MeToapl, MOo€e i 1 AJITOPUTMBI OIEHKU 0€30MACHOCTU NPEIIIPUATUS JIJI89 KPUAIITOBAJIIOTHOTO
MaliHuHTra Ha ocHOoBe Monero
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KpunroBasoTHbIil MAHUHT SBJISE€TCS BBITOIHBIM, €CJIM OH PEAJN30BAH HA CTOPOHHUX PECYpPCaX.
st mpeAnpusTHsS CTAHOBUTCS Bce Oojiee MPOOJEMATUIHO KOHTPOJIUpoBaTh pabory UT
nHQPPaACTPYKTYpbl BHepabodee BpeMsi. B 3Toii craTbe MBI IPEJICTABJISIEM METOJbI, MOJIEIN U
AJITOPUTMBI JIJTsI OIIEHKH OEe30IIaCHOCTHU TPEIIPUSTUs OCHOBe KpunroBaoTel Monero. Momess
cocrouT u3 uccieaoBanus uepronorpedbienns GPU u rpagunmonasx Hacroinbubix 11K anamnza
BeO-peCcypCcoB Ha HAJWYAE MAWHWHI CKPUIITOB KAaK BO BHYTPEHHUX; TAK W BO BHEITHUX JTOMEHHBIX
MMeHaX; NHCTPYMEHTa aHAJIN3a CETEBBIX YKy PHAJIOB Ha OCHOBE PEryJIsAPHBIX BhIparkenuit. HecmoTpst
HAa TO, 4YTO pasHuila 3Hepromorpedyenus Mexiay GPU u rpamunumonasiM HacToabHbIM [IK
OblIa 3HAYUTEbHAsS, COOTHOIIeHne OeszeiicTByromux 1K mocie paboduero BpemeHU oOCTaeTCs
COMHHTEJIbHBIM. B OCHOBE KPUIITOBAJIOTHOW B3aIUTHI HA OCHOBE Opay3epa He OBLIO JTaHHBIX
0 mnyOJUYHBIX JIOMEHAX, OJHAKO OBbLJIa BO3MOXKHOCTH HUCCJIEI0BATL OTKPBITHIE IO/IIOMEHBI,
[I03TOMY HEOOXOIMMBI JAJIbHEINNe UCCIEIOBAHNS U PA3INIHbIE HHCTPYMEHTHI JJIs UCCJIeIOBAHIS
3aKPBITHIX JIOMEHHBIX UMeH. B ceTeBoM aHasu3e ObLIO HEJIOCTATOYHO JI0KA3ATEJLCTB B CKPBITOM
MaifHUHIe, U 9TO MPUBOJUT K Pa3HBIM BOIIPOCAM WCCJIEIOBAHUS, YTO 3JI0YMBIIIJIEHHUKA MOLYT
HCITOJTh30BATh METO/IbI IIPOKCH JIJIst 00X0ma (buibrpanuu Tpaduka U aHAJIN3a CETH.

KimtoueBble cjioBa: KPUITOBAIIOTHBIA MAWHWUHT, mMONEro, CKPBITHI MAafHWHT, O00JIavIHOEe
3JI0yTIOTpedIeHIE

1 Introduction

Mining a cryptocurrency is profitable on someone else’s resources. It is becoming increasing
problem in enterprise to control the operations of IT infrastructure in the off-duty time.
There had been reported cases, where IT personnel were involved in intentional abuse of
utilizing enterprise resources for personal enrichment [1]. Also, there had been reported cases
on cryptocurrency mining in public [2| and corporate sectors [3].

In this paper, we present the enterprise security assessment framework for cryptocurrency
mining based on Monero cryptocurrency. The framework consists from the survey of power
consumption on GPU hardware and traditional desktop PCs; analysis of web resources for
browser-based mining on both internal and external domain names; handy network logs
analysis tool based on the regular expressions.

In Section 2.1 we explore the miners and hidden mining; how mining software is spread
in Section 2.2; mining detection methods in Section 2.3; case based framework in Section 3;
the results and limitations in Section 4.
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2 Literature Review

2.1 Miners and hidden mining

Miners can be compared to those who distribute files on torrent tracker: they provide work
to the peer-to-peer network by making peers to download a movie or a music album, as
a result, making it possible to download those files later from other peers later. In case of
cryptocurrency, miners play the role of distributors, supporting the work of monetary system:
they carry out transactions and keep the consensus about the unified state of cryptocurrency
network. As the reward, miners receive cryptocurrency asset, which could be converted into
the fiat money.

Cryptocurrency mining heavily worns out hardware, since it has to work with great in-
tensity and computational load. In addition, the crypocurrency mining reduces the network
bandwidth and causes network performance problems [4].

One of the important considerations for cryptocurrency mining is electricity: as the com-
plexity grows, more computational capacity is required for the mining. Initially, a simple
home computer was enough for mining, later on, miners switched to the top gaming graphics
cards, and later, to specialized mining devices. At first, they were just reprogramming chips,
and then application specific integrated circuits (ASICs), which gave them an opportunity to
increase the performance of hash calculation and lower power consumption. The hash rate is
the measuring unit of the processing power of cryptocurrency network. For example, the Bit-
coin network must make intensive mathematical operations for securing the network. When
the network reached a hash rate of 1 Th/s, it meant it could make 1 trillion calculations per
second [5].

After the hardware acqusisition, the cost of the miner consists of the utility bills: elec-
tricity and the Internet. In 2011, the purchase of a top-end video game card for mining could
be paid off in approximately two weeks, but with the increasing complexity, it had became
increasingly expensive to get investments recovered in such short time frame.

2.2 Mining software distribution

There are many methods exists for spreading mining software from Trojans, abuse of the
resources, cryptojacking and to the threat of the bring-your-own-devices.

Inserting the malicious code into the downloaded software [6]. Such programs are usually
called Trojan horses, as they are masked as genuine tools. By misleading users, such malicious
program resides in the victim’s machine and activates its hidden functions.

Embedding the code in mailing lists [7]. This method is implemented on the basis of
sending spam messages, which usually contain malicious code or malware. The recipients of
such attachments are unaware of the danger and are often exposed to them.

Transmitting through social networks [8]. Social networks are the most favorable place
for malicious activity. With the help of various methods of social engineering, on the basis
of the weakness of the human factor, the active spread of malicious software is explored.

Cryptojacking web resources [9]. Cryptojacking refers to the process by which web ad-
ministrators insert a piece of JavaScript code into the websites for the purpose of hidden
digital currency mining. In most cases, the malicious script is the Monero miner, which is
used for the hidden mining of the Monero cryptocurrency. The Monero miner is developed
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on the basis of the cryptocurrency service Coinhive [10]. Especially vulnerable are the adver-
tising modules of the most popular web resources. In reported cases, by injecting the small
Javascript code, web administrator was earning $10,000 per month [11].

Bringing Your Own Device. It had been reported that attackers use enterprise technical
infrastructure to bring your own device (BYOD) [12] in order to avoid paying the utility bills
such as electricity and the Internet usage.

2.3 Mining detection methods

Standard antivirus tools reduce risks but do not guarantee a complete solution due to the
fact that mining is a standard application process that is launched by many users [13].

Another approach is deploying the network policy at the enterprise level: there are known
IP addresses, hostnames, and miner signatures. However, miners may combine their compu-
tational resources into grouped or pool mining.

While we are solving problems with the pool mining, solo or personal mining is becoming
an issue, since the miners can configure network settings in their own desirable way to bypass
the network filtering methods.

3 Material and Methods

Based on the literature readings, we propose the theoretical framework based on the power
consumption usage, network analysis, and tool for scanning web resources (Figure 1).

The power consumption, mining software and network logs defined within the context of
mining in enterprise organizations. The research method is based on the case study research
methods used in software engineering [14|. The power consumption is divided into two units
of analysis. First is the GPU farms power consumption. Second unit of analysis is considered
that during the off-work time, the I'T administrators may use the desktop PCs and make them
work for their purposes. In the mining software context, we observe the Monero based web
browser mining and for public and private domains based on the web resources. In the
network logs analysis, we study the raw network logs generated on the firewall.

Context - mining in enterprise organizations

Network logs based, containing

Mining software, containing Monero JS T
destination hostname

Power consumption

Units of analysis -
power
consumption of
GPU based
mining hardware

Units of analysis -
power
consumption of
traditional
desktop PCs

Units of analysis -
public domains of
organization

Units of analysis -
private domains of]
organization

Units of analysis - network
events based on specif ¢
hostname, destination
IP address

Figure 1 — The theoretical framework based on the power consumption usage, network
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analysis, and tool for scanning web resources.
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3.1 Power consumption of mining hardware

For data collection on power consumption, Floureon power meter Energy Monitor TS-836A
was used (Figure 2). The data had been collected during 30 days period, running 24 hours
without interruptions.

The components of Setup #1 (Figure 3): 6x Nvidia GTX 1080 Ti, 1x Motherboard, 4x
2GB RAM, 1x Intel Celeron CPU, 1x 500GB HDD, 6x Power Risers Generation 4.

The components of Setup #2 (Figure 3): 2x AMD Radeon 480, 1x Nvidia GTX 1050,
1x Motherboard, 1x 500GB HDD, 4x 2GB RAM, 2x Power Risers Generation 4. The power
consumption was calculated as following;:

E(k‘Wh/day) = P(w) X t(h/day) ~ IOOO(W/kW)
Where:
E - electricity power consumption per day in kilowatt-hours
P - power in watts
t - time in hours

The data had been collected for 30 days period. The power consumption rate based in

Almaty, Kazakhstan prices.

Figure 2 — Power Meter Energy Monitor T'S-836A shows the power consumption of setup
#1 consuming an average of 1,800 Watts per hour running on the sample rate of 5 minutes.
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Figure 3 — Example of cryptocurrency miner setup: at the bottom level Setup #1 is
shown; at top Setup #2 is shown. We compare data to the average power consumption of
Desktop PC with LCD Display [15].

3.2 Detection framework for Monero web miner

One of the techniques is the injection of Javascript code or the Monero library into the web
page. The following framework was developed.

Algorithm 1: Detect Monero Miner in Web Resources
Input : Text file with the list of websites
Output: List of websites with boolean values for Monero miner

1 Load list of websites
2 while The end of the file do
3 Scan next website in the file

4 Get the source code of the web page

5 Search of malicious Javascript code, containing Monero miner
6 if match = true then

7 flag = true

8 append website name, flag, scantime to report file

9 end

10 end

11 return final report containing viruses-miners on input website

The method for the analysis of Monero miner is based on case study unit analysis within
Mining software, containing Monero JS (Figure 1).

3.3 Network events log analyzer

The data was collected in the raw text containing between 7-8 million events. Due to the
absence of applications for analyzing the real time traffic, the custom solutions was developed
for analyzing processed traffic using regular expressions.
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Algorithm 2: Universal network logs analysis based on Fortinet logs structure using

regular expressions

Input : Network Log Files
Output: Grouped Data From Logs
Put all files into one folder
Concatenate log files into one log file
Load list of websites

Set regex search:

(date=\d+-\d+-

U A W N =

\d-+\s+time=\d+:\d+:\d+)(.*)(srcip=\d+\.\d+\.\d+\.\d+) (.¥) (srcport=\d+)

(.*)(hostname=.+7\")
while The end of file do
if search = true then
Store match into the database
end

© 00 N o

10 end

4 Results and Discussion

4.1 Results on power consumption

The data had collected during for 30 days period, running 24 hours without interruption
(Table 1). The data is limited to the traditional electricity miners, not included with the

photovoltaic-based (solar miners) [16].

Table 1 — Results on of power consumption of Setup #1, Setup #2 (Figure 3) and average
desktop PC with LCD display. The cost was calculated based on Almaty, Kazakhstan power

grid provider rate in 2017.

Item Name Setup #1 | Setup #2 | Average
(6x Nvidia | (2x AMD | Desk-
GTX 1080 | Radeon top PC
Ti) RX480 with LCD
+1 Nvidia | display [15]
GTX 1050
Ti)|
Average Power consumption (Watts/hour) | 1.8 0.45 0.1
Hours of operation per day (hours) 24 24 24
Total kWs per day (kWs) 43.2 10.86 2.4
Price per kWh (in US Dollars) $0.082 $0.082 $0.082
Number of operating days 30 30 30
Total cost (in US Dollars) $106.27 $26.71 $5.90
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4.2 Results on Monero miner analysis on subdomains

While we were able to make the analysis on public subdomains, however, we were unable to
analyze the internal domain names. The data of the full Uniform Resource Identifier (URI)
was truncated (Table 2).

Table 2 — Results on the Monero web based miner on the enterprise domain and subdomains.

URL isExist | Scan Timestamp
kaznu.kz FALSE | April 7, 2018 15:03:18
univer.kaznu.kz FALSE | April 7, 2018 15:03:18
pps.kaznu.kz FALSE | April 7, 2018 15:03:19
online-test.kaznu.kz FALSE | April 7, 2018 15:03:20
elibrary.kaznu.kz FALSE | April 7, 2018 15:03:21
welcome.kaznu.kz FALSE | April 7, 2018 15:03:22
repository.kaznu.kz FALSE | April 7, 2018 15:03:22
icd.kaznu.kz FALSE | April 7, 2018 15:03:22
science.kaznu.kz FALSE | April 7, 2018 15:03:23
portal.kaznu.kz FALSE | April 7, 2018 15:03:23
journal.kaznu.kz FALSE | April 7, 2018 15:03:24
open.kaznu.kz FALSE | April 7, 2018 15:03:24
post.kaznu.kz FALSE | April 7, 2018 15:03:24
student.kaznu.kz FALSE | April 7, 2018 15:03:25
be.kaznu.kz FALSE | April 7, 2018 15:03:25
philart.kaznu.kz FALSE | April 7, 2018 15:03:25
cu.kaznu.kz FALSE | April 7, 2018 15:03:26
bulletin-geography.kaznu.kz | FALSE | April 7, 2018 15:03:27
jirbis.kaznu.kz FALSE | April 7, 2018 15:03:28
ijbch.kaznu.kz FALSE | April 7, 2018 15:03:28
dl.kaznu.kz FALSE | April 7, 2018 15:03:29
univer okmpi.kaznu.kz FALSE | April 7, 2018 15:03:30
connect.kaznu.kz FALSE | April 7, 2018 15:03:31
bulletin-history.kaznu.kz FALSE | April 7, 2018 15:03:32
demou.kaznu.kz FALSE | April 7, 2018 15:03:33
atu.kaznu.kz FALSE | April 7, 2018 15:03:34

4.3 Results on network log analysis

We analyzed between 7.5 and 8 million events with the total of 4.4 GB of logs. As the example,
singular regular expression (regex) with four search groups was proposed. The groups consist
of date, source IP, source port and hostname respectively. However, the regular expression
may have different setup depending on the required search groups.

While the log analysis required significant amount of time to process the large datasets,
on demand analysis tools are required.
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In the network analysis, there were not enough evidences (Table 3) on the mining: this
may lead to the different research question that attackers may use proxy techniques to bypass
traffic filtering and network analysis.

Table 3 — Categorized data collected from the enterprise firewall.

Category Number of Events | Percent

Mining 17,180 0.22605

Uncategorized 7,582,820 99.77395
Total 7,600,000 100.0

5 Conclusion

In this paper, the conceptual framework for enterprise security assessment for cryptocur-
rency mining detection was proposed. Within the framework, the different units of analysis
in three different contexts: power consumption, application mining and network analysis
were proposed. While there is significant difference in power consumption between GPU
and traditional desktop PC’s, the ratio of the idle PCs and GPUs after the duty time still
questionable. On the browser-based cryptocurrency mining, there were no evidence that ap-
plication mining exists on public domains, however, investigation on internal domain names
should be considered. On the network analysis, there were little data on the network mining,
and this may lead to the different research question that attackers may use proxy techniques
to bypass traffic filtering and network analysis.

The results of this paper were presented in the 2nd International Summer School "Math-
ematical Methods in Science and Technology"held in Almaty, Kazakhstan, 28 May-08 June
2018.
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