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The article describes methods for applying two-factor authentication (2FA). An example of
two-factor authentication using mobile devices as identifiers and the generation of a temporary
password based on the hash function of encryption standards is considered. For an automated
control system, a two-factor authentication model and a sequential algorithm for generating a
temporary password using mathematical functions have been developed. Mathematical function
is selected from the array of functions. To protect the opening of a one-time password, a secret
string is read, consisting of a sequence of characters that will be generated randomly. Implemented
software implementation on the Node.js software platform using the JavaScript programming
language, as well as frameworks and connected system libraries. A document-based database
management system with open source MongoDB, using for storing and processing information.
The analysis of the software implementation of the proposed algorithm.
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MaxkaJjiajia aBTOMATTAHIBIPBLIFAH Oackapy KyileciHgeri ekiHmi (¢aKTopra HerizjesreH
TYIHYCKAJIAHIBIPYIbl KOJIAHY 9icTepi cunarTajrat. Y sibl KYPbUIFBLIAD/IBI UIeHTH(MOUKATOPIAD
perinme maiijasany HeriziHze eki (hakTOpJBl  TYNHYCKAJAHIBIPYIALIH, MBICAJIbI, COHJIA-
aK, mudpiay CTAHIAPTTAPBIHBIH, X311 (YHKIUACHIHA HETI3[e/IreH YaKbITIIA KYIUsS CO3/i
PEHEpAIUsIIay MBICAJBI  KapacThIPbLIaAbl.  ABTOMATTAHJIBIPBUIFAH Oackapy Kyiieci yrimiH
eKki (aKTOpJIbI ayTEeHTUMDUKAIAIAIAY MOJe i Kacaaabl. MareMaTuKaablK —(yHKITUIIAPIbI
maiijlajana  OTBIPBIN, YaKbITIIA KYIUs CO3J1 TIeHeparusjiay VIINH JOWeKTi  aJropuTM
cunartagaasl. MaremaTukaibik GyHKIUs QYHKIMTIAPIBIH MACCUBIHEH TaHIa 816l Bip Moprestik
[IAPOJIbJIH, ANIBULYBIH KOPFay VIIMH KYIHUsS KOJIbI OKBII, KE3EHCOK, maiiia OoJaThliH TaHdaIap
Tizberinen TypaThiH OKbLIaAbI. Node.js OarmapiaaMasblK, MIATGOPMACHIHBIH OaFIapaaMaJIbIK,
KacakTaMachkl JavaScript 6arjapiamariay TidiHIH < KeMeriMeH, COHJuaif-axk, —IieHOepJep MeH
KOCBLIFaH JKYHe/iK KiTalxaHajap apKbLIbl >Ky3ere achIpbLLIbl. AKIApaTThl CAKTay KoHE
eggney ymra Open source MongoDB 06ap kyxkarka HerizmejreH IepeKKOpIbl Oackapy Kyiteci
KOJIIAHBLIAIbI. ¥ CBIHBLIFAH AJITOPUTM I OAFIapIaMaJIblK, KAMTaMAChI3 €Tyl TaJIaay.

Tyitin ce3mep:eki HaKTOPBI TYMHYCKAJIBIK, pPacTaMa, JepeKTepi Kopray, Oip »KOJFbI MaposIbi
reHepanusiay, Kayirncismik oicTepi, MOOUIbII KOCBIMINA, CMAPTQOH.
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B crarbe ommcanbl MeTO/bl NPUMEHEHUs] ayTeHTUMUKAIME Ha OCHOBE BTOPOro (akTopa.
Paccmorpen nipumep 1ByxdpaKTOPHOI ayTeHTH(UKAIUN C UCII0JIb30BAHIEM MOOUIBHBIX YCTPOMCTB
B KaudecTBe WJIeHTU(MUKATOPOB U TEHEpAIMl BPEMEHHOIO IIapoJjis Ha OCHOBe Xell-(DyHKIUH
craHmapToB mudpoBanns. [ aBTOMATU3UPOBAHHON CUCTEMBI YIIPABJIE€HUS PAa3pabOTaHbl MOJIETH
IBYX(MAKTOPHOM ay TEHTHUMUKAIIAN U ITOCJIEIOBATEIbHBIN aJITOPUTM M€HEPAIINN BPEMEHHOTO TTAPOJIs
C WCIOJb30BaHMEM MaTeMaTwdecKux QyHKIui. Maremarudeckass (HyHKINS BLIOMpAETCS W3
MaccuBa QyHKImH. J[71s1 3a1UThl BCKPBITHAS OJTHOPA30BOTO TAPOJISt CINTHIBAETCS CEKPETHA CTPOKA,
COCTOSINAs U3 IIOCJIEI0BATEbHOCTA CHMBOJIOB, KOTOpasl OyIeT T'eHEPUPOBATHCS CJIydallHBIM
obpazom. OcylrecTBiena IporpaMMHasi peaJjm3anuu  Harnporpammuoil ardopme Node.js ¢
HCITOJIb30BAHUEM S3bIKA IPOrpaMMupoBanus JavaScript, a Tak ke ppeiiMBOPKOB U MOIKJIIOIEHHBIX
CHUCTEeMHBIX OubmoTeK. Vcrnomb3oBana JOKYMEHTOOPUEHTHPOBAHHAST CUCTEMA, YIIPABICHsT Oa3aMu
JIAHHBIX C OTKPBITBIM UCXOAHBIM KojoMm MongoDB, miaa xpanenuss m o6paboTku nHMOpPMAIUN.
[IpoBesen aHaIM3 TPOrpaMMHON PEAU3AINHN IIPEJTIOXKEHHOTO aJTOPUTMA.

KiroueBbie ciioBa: aByxdakTopHas ayTeHTHUKAIUs, Oe30MacHOCTh JAHHBIX, TEeHEPAIUs
OJTHOPA30BOTO 1APOJIsi, METO/IbI OE€30MIACHOCTH, MOOMILHOE IIPUJIOYKEHIE, CMAPTQOH.

1 Introduction

Crimes increasing in the digital environment and cases of Internet hackers is one of the
trends in today’s world. For many users, online security, the safety of usernames, usernames
and passwords is crucial. This article discusses a two-factor authentication model based on a
mobile application and an authentication program. Two-factor authentication, also known as
2FA | has become relevant in the current digital age. When choosing two different channels for
authentication, it becomes possible to protect user logins from remote attacks, the purpose
of which is to use other people’s personal or identification data [1|. Two-factor authentication
is an additional layer of security, which is called “multifactor authentication.” 2FA requires
not only input an user name and password, but also the use of such information that
only the author knows or which will immediately be available only for the author [2].Such
information may include what you know (for example, a unique username and password),
belongs to you (for example, a smartphone with an application to confirm the authentication
request) or part of you (for example, biometric data - fingerprint or scan retina). So, the first
factor may be a password, and the second factor is what is sent via the app or notification
to your smartphone for confirmation. In the modern world, more than 5 billion mobile
devices are used, and using the phone as an authentication tool helps to quickly solve the
problem of enhanced protection, reduction of additional costs and delivery delays. The
problem of information leakage is related to the modern world and the usingof information
protection serves as an additional barrier for intruders. Two-factor authentication methods
are considered as mechanisms for enhancing the strength of authenticators [3-5|. Two-factor
protection is a fairly reliable barrier, seriously complicating access to other people’s data
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and to some extent leveling the disadvantages of classic password protection. This article
describes the results obtained when developing a two-factor authentication model based on
an application using a smartphone:

- analysis of security procedures and information leakage;

- developed a two-factor authentication model based on a smartphone;

-an algorithm for an authenticator application using a smartphone for two-factor authenti-
cation has been developed and implemented in software.

2 Literature review

According to a study of Verizon’s Data Security Incidents Report (DBIR) in 2018, 95 per-
cent of violations involve the use of stolen personal data [6]. Standard security procedures,
especially online, require simple input of a username and password, and criminals can easily
take possession of personal user data — personal and financial information — in order to use
it further to commit fraud, mainly in the financial sector.

According to SearchInform, in 2018, 66 percent of Russian companies and 70 percent of
foreign companies faced information leaks (Figure 1) [7].
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Figure 1: Data on information leaks for 2018

As can be seen from the above data, this problem is relevant for the whole world. A large
percentage of leakage accounted for customer and transaction information, technical informa-
tion, as well as personal data. Unfortunately, some companies hide the incident and do not
make any notifications about information leaks in their companies. Thus, the problem arises
of protecting confidential information from malicious attacks. One of the means of protecting
information is password protection using the second factor. Two-factor authentication from
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Infobip solves this problem with the help of SMS messages sent to a mobile phone and Voice
technologies [8]. Using SMS as the second authorization factor is not the safest solution.
There can be only one phone number, and therefore we will have one confirming device: -if
you are in the area of uncertain reception, SMS - the message from the service may not come;
-the number can be stolen along with the phone or try to make a duplicate of it for autho-
rization instead of you;

-there may be problems with authorization when traveling abroad, for example, SMS - a
message comes for a long time, roaming does not work or you decide to use local instead of
a native card.

All these inconveniences can be forgotten when using special services and applications that
may be the second factor of authorization. The proposed authentication method is an appli-
cation authenticator, which runs on a mobile device associated with the server. The mobile
device in the proposed method will be connected to the server by the unique MAC address
of the phone. The MAC Address (Media Access Control) is the device ID for the Wi-Fi
network. MAC - address will identify the user in this system. This type of authentication is
the most secure, convenient and cost effective to use. When authorization is required in the
service, not only a login and password is entered, but also a 6-digit one-time confirmation
password generated on the server. The validity period determines the period of activity of
a one-time password after its generation. Password can be confirmed in the specified time
frame. Upon expiration of the one-time password and its verification will become impossible.
When theold password is canceled, you must request a new one-time password. Verification
attempts represent the total number of password verification requests at a predefined time
interval. If re-confirmation of the password is requested before the expiration of the time
interval, verification will become impossible. It is necessary that the predefined time interval
for confirmation expires, and the attempt to confirm the password can be made again. The
length of the acknowledgment interval represents a predefined time interval in which several
confirmation attempts cannot be made. The password is generated automatically when the
program is started and is valid for 20 seconds from the moment of creation.

3 Material and methods

The proposed authentication method is implemented using a client-server network architec-
ture. This is a client-server application developed on the Node.js software platform using
the JavaScript programming language, as well as frameworks and connected system libraries.
Node.js is a server platform for working with JavaScript through the V8 engine. JavaScript
performs the action on the client, and the node performs on the server. For the JavaScript
language, the jQuery framework, is a library with ready-made visual effects, AJAX requests
and other useful things. The framework defines the rules for constructing the architecture of
the application by defining at the initial stage of development the default behavior - “frame-
work”, which will need to be expanded and modified according to the specified requirements.
To implement the application, you need a smartphone that will display the generated one-
time password to identify the user in the system. The application is designed for the Android
operating system. According to statistics, the Android OS uses 85.9 percent of users [9],
which determined its choice for the implementation of the proposed method. The scheme of
the method is attached to Figure 2.
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Figure 2: Scheme of implementation of the proposed two-factor authentication system

The developed model is based on two types of two-factor authentication: an authen-
ticator application and input verification with using a smartphone. Node.js are used to
implement the system. This software platform is responsible for writing the server part in
the programming language JavaScrript. Together with it comes the package manager npm,
which is used to install various libraries and frameworks.Additionally, you need to install
MongoDB - a document-based open-source database management system that does not
require a description of the table schema. When complex queries occur, they are usually
solved on the application side, which makes it easier to work with data and links to them.
The use of this database management system (DBMS) is due to the fact that rather simple
scalability is built into this system using sharding technology, which makes the partitioning
(partitioning) of the database into separate parts so that each of them can be transferred to
a separate server [10].

The advantage of using MongoDB DBMS is:

- increase the speed of development;

- there is no need to synchronize the schema in the database and application;

- understandable path to scalability;

- simplicity of prescribed solutions.

To work with Mongo, a “data” folder is created on the “C” drive, and the “db” folder is
created in it. To install the packages required to run certain parts of the project (“Server”,
“devschacht”, “dip”), open the console in the folder with the package.json file and run the
“npm install” command in it. After installing all the packages, the project is launching for
execution in parts. In the beginning, the “Server” starts. To do this, go to the folder, open the
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console and execute the “npm start” command. After starting, the message “server started”
appears. Next, the mobile application is launched via the “devschacht” folder, in which the
console opens and the “expostart - android” command is launched. After launch, a QR code
will appear in the console. Also, a tab with system information and a QR code will open
in the browser. The field with the IP address above the QR code must be remembered. For
successful work, replace the IP addresses in the code with the one written in the tab in the
following files:

Dip—> src—> server.js (line 79)

Server—> index.js (line 225)

Devschacht—> App.js (line 17)

In order for the mobile application to work, it is necessary to read the QR code, which
can be performed using the installed scanner on the mobile device by default or installing
additional software "EXPQO". To start the smartphone and personal computer, the local
network is configured so that they are in the same network. Then the web site starts, the
console opens, and the npm rundev command is executed. For the operation of the web
application, the port 4000 is “localhost: 4000”. To view the contents of the database, you
need to install MongoDBCompass and make connections by clicking the “connect” button.
After saving all changes to the settings, the main parts of the system are restarted, which
means the completion of the formation of the 2FA system for use.

4 Results and discussions

Consider an example of the proposed information protection system using a combination of
two factors: permanent and temporary passwords [11]. The user chooses a permanent pass-
word (the first factor) himself and uses it when registering an account (account). Before
authorization must be registered in the application. After that, the application starts to en-
ter user data (login and password), which must correspond to the registered data. Then you
need to enter the application on your smartphone and enter the initial data to generate a
temporary password. A one-time or temporary password (the second factor) is generated on
the server according to the proposed algorithm [8] and is valid for a specific length of time
for one authentication session. The advantage of a one-time password is that the password is
not reused. Thus, an attacker who intercepted data from a successful authentication session
cannot use the copied password to gain access to the protected system. The generation of a
temporary password is possible online. To obtain a temporary password, additional software
is used (Figure 1). The software sends a request to the authorization server to generate a
temporary password. This temporary password is generated on the server and displayed to
the user in additional software on the smartphone. This temporary password has a short
duration of 20 seconds. The temporary password is generated based on the result of the se-
lected trigonometric function, which has a number of variable parameters. The trigonometric
function is combined into a table, the dimension of 256x256 is a multiple of degree two. The
choice of this function and its initial parameters is based on the result of the hash function
of the SHA256 standards [12,13]. This is a cryptographic hash function developed by the US
National Security Agency [14].The purpose of the hash function is the transformation (or
hashing) of an arbitrary set of elements in the data into a fixed-length value. This value will
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characterize the set of source data without the possibility of extraction. The input string for
the hash function is a combination of user credentials, the current Greenwich Mean Time,
and an additional secret string. The result of the hash function is divided into individual
numbers, which will be the indices for selecting the function and its initial data. The secret
string is a required field that will be randomly selected from the array. The secret line at
each input is named, which makes it much more difficult to open the initial input line, which
allows you to further strengthen the protection. The initial data for the input string will be
the following values:

- Login: olga

- Password: passl7word

- Current moment: 2019 02 21, 11:54:25

- Secret line: salt

The input line will look like:

olgapass17word20190221115425salt

The result of the SHA256 hash function is as follows:
2AA878BD4D10F5861B9A2096DCC22222E5COEB6766A 107958 1EDA00C0C27B99B

The first symbols of the result are used to select a mathematical function. Then the index
of the function in the table with the size of 256x256 will be the following (42, 168), as the
decimal representation of the hexadecimal numbers 2A, A8. By this index, the function will
be selected and its parameters will be determined. Two hexadecimal numbers from the end of
the hash function are used as initial parameters, and a hexadecimal number from position 10
is used as the “x” value. Based on the results of the calculation, the numbers after the comma
are taken from the 5th position and the length in 6 digits. Then the temporary password will
be the number that must be entered into the application (Figure 3).

Ry N k]
L . - olgd
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P P ungech

i pakatonsts, olga

D

Figure 3: Software implementation
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Consider the effect of generating a temporary password on the software implementation of in-
formation security tools based on two-factor authentication. For assessment of the sgenirovan-
ny temporary password, different input data that show efficiency of realization of an algorithm
were taken. Tablel shows the results of the study of the generation of a temporary password
according to the algorithm described above.

Table 1: Generating a temporary password using this algorithm

Input data Mathematical function Hash - value Password
generated
loginl  pasl123 | ((Math.pow(Math.cos 320943960B 432027
2019325132850 | (Math.pow(x,2)),3) + | 777D0654539D
secret Math.tan(c) *  Math.pow | 97B00565B950CBD77B
(Math.sin(Math.PI * pl),4)) | 4B5F93BBDDA
/Math.sqrt(p2)) EA31F82C59427
loginl  pasl23 | ((y * Math.pow(Math.sin | 16C645887AB 578476
2019325133815 | (p1),2) + 4 * Math.pow | 5726CA912041FC
secret (Math.tan(x),4)) * c) 3AE3339A03B
0223603A4D4C81F
42942ED0510C3
user123  pass- | (Math.sqrt(a) * Math.sin(b + | 5617TABOSE76F 839447
word456 Math.P1/y)) 629353D8BD6579365
201932513328 CAT12D459D5B982
wer BF9D43DC4CBDB4
CFF1EC
pinokio  qwert | ((c* Math.pow(Math.sin(x),3) | 33CADE53484F221 586576
201932513346 + 3 * Math.pow(Math.cos(x), | 3E2266390588E381
asdf 2))/p2) 468B61D831ABCCF
F36A23770814411952
new poiuyt | ((Math.pow(Math.cos(Math. | 6EEF6A6F90TACC 417266
2019325133620 pow(x,2)),3) + Math.tan(c) * | FF8278 BFE986A54
confidentially Math.pow(Math.sin(Math.PI | F9354A214A40C8D
* p1),4))/Math.sqrt(p2)) 7906C6DDFC294C1D7EFB

The analysis of the work showed that the software implementation corresponds to the de-
scribed model and algorithm. The developed client-server application works correctly, the
generated one-time password is not repeated and changes even when entering duplicate data.
The proposed two-factor authentication method can, is an additional means of protecting
information stored in the system.
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5 Conclusion

The use of two-factor authentication allows you to enhance the protection of information.
The proposed algorithm will eliminate the existing disadvantage of using two-factor authen-
tication based on SMS - messages, since the proposed method uses two types of two-factor
authentication: the authenticator application and input verification using a smartphone based
on the client-server application. The software implementation of the proposed method shows
that the considered algorithm works correctly and corresponds to described above.
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