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COMPARATIVE ANALYSIS OF MODELS OF QUALITY OF
SOFTWARE TOOLS

Abstract. Although a large number of software quality models (SQMs) have been created at
present, there is no universal model that can be applied to various software tools with the best
results. To analyze and evaluate the quality of the assessment of a specific SQ, it is necessary
to choose an adequate quality model that takes into account their features and requirements for
them, and also most accurately describes the quality indicators at various stages of the life cycle.
Each specific SQM is usually characterized by its own set of characteristics and quality attributes,
has its own advantages and disadvantages. Based on these characteristics, models can be oriented
to various fields of application.

In order to understand the appropriateness of using one or another SQM, one or another charac-
teristics and quality attributes of SQ suitable for specific SQ projects, it is necessary to conduct a
comprehensive analysis of the features of existing SQM.

The aim of this work is to conduct a comprehensive comparative analysis of the characteristics
and features of modern SQMs to assess their capabilities and applicability, the ability to adapt to
the features and requirements of the applied problem.

SQM analysis was carried out in the following aspects: structure, number of levels and character-
istics and their semantic content, as well as in terms of identifying opportunities and applicability.
As a result of a comparative analysis of the main characteristics and sub characteristics of basic
SQMs, the most applicable (basic) set of characteristics and sub characteristics of software quality
are identified. For application to specific types of software, this basic set can be adapted to the
appropriate application conditions by selecting the relevant characteristics and sub characteristics,
as well as possibly adding the necessary quality attributes from other models.

Key words: software, quality, safety, the characteristics of the quality, quality model, comparative
analysis.
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BarpgapaamMasblK KAMTaMachl3 €Ty CaNachbIHBIH MOJEJbAEPIH CAJBICTHIPMAJIBI TAJIAAY

Anparna. Kasipri yakpirra 6arjapiamMadblk xKacakraMa canacblubl kenreren yoriizepi (BZKC)
JKacaJraHblHA KapaMacTaH, €H »KaKChl HOTIIKEere He OpTYpJi OarjgapiaMaliblK, KypaJgapra
KOJIJIAHBLIATBIH oMOebalr Mojeib KOK. benrigi 6ip B2K-ui Garajayiably camachlH — Tajiay
KoHe Oarajiay VIINIH OJIADIBIH €pPEeKIeiKTepl MeH oJiapFa KONBLIATBIH TaJlalTapbl €CKEepeTiH,
COHBIMEH KaTap OMIPJIK IMUKJJIIH 9PTYPJI Ke3€HJIEPIHeri calla KOPCETKIMTEepiH HeFyPJbIM 191
CATIATTAUTBIH COMKEC calla MOJIEJIIH TaHJIay KaXKeT.
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Opbip naktel B2KCM, omerre, ©3iHIIK cHIaTTaMagapbl MeH CAlaJblK aTpPUOyTTapbIMEH
CUIIATTAJIA b, ©3IHIH AapTHIKINBLIBIKTAPHl MeH KeMiiaikrepi 6ap. Ochl cumarramaJsiapra cyiiene
OTBIPBII, MOJEIbIEP KOJIAHY/IBIH OPTYPJI cajajiapbiHa OArbITTaIybl MyMKIH.

Besrini 6ip B2K kobamapsina coiikec kesietin 6ip Hemece 6acka B2KCM, BZK cumarramasiapsr
MEH CallaJIbIK aTpUOyTTaphIH KOJJIAHY/IBIH OPBIHIBLIBIFBIH TYCIHY YIIiH KoJgaHbicTarbl B2KCM
epeKIIe/IKTePiHe KaH-?KAKThl TAJJIAY KYPri3y KayKer.

Byn xymbicteiy, makcarsl - 3amanayn B2KCM-#biH cunarraMagapbl MeH epeKIneTiKTepine
OJIAPJBIH, MYMKIHJIKTEDPI MeH KOJJIAHBLTYbIH, KOJIIAHLLIATBHIH MOCEJIEHIH epeKINeTiKTepi MeH
TaJanTapeiHa OeffiMmeny kabimeTTepin Oarasay VIMH KAH-’)KAKTHI CAJIBICTHIPMAJIBI  TAJIIAY
xkyprizy. BZKCM rajnaysl Kejieci aciekTijiepie Ky3ere achbIpbLJIbl: KYPbLIBIMBI, JeHreiljiepi MeH
cunaTTaMasaphbl (cunarramMajgapbl GONBIHINA) YKOHE OJIAP/IBIH, CEMAHTUKAJBIK Ma3MyHbI, COHBIMEH
KaTap MYMKIHTIKTEp/Ii aHbIKTAY YKOHE KOJIJAHY MYMKIHJIIT.

Herizri cumarramamapapr xone wHerizri B2KCM cunarramasapblH  CAJbICTBIPMAJBL  TAJIIAY
HOTIDKECiHIIe OarJapiiaMaJiblK, — KaMTaMaChI3IAHIbIPYIbIH  CAIMAJIbIK, CHOATTAMAJIAPBIHA  €H
KOl KOJJIAHBLIATHIH (HETi3ri) cumaTTaMasap AaHBIKTAJIBL. DargapiaMasiblK —KacaKTaMaHBIH,
Gesryii 6ip TypJiepiHe KOJIIAHY VYIIH OyJ Herisri >KUBIHTBIKTBI HAKThl CHIIATTaMAJIAPIbI
JKOHE CHIIATTAMAJIApAbl TAHIAY APKbLIBI KOJIAHOAJBI OarJap/laMaHbIH THICTI KarmailjlapblHa
Geitimaeyre OoJsiaibl, COHBIMEH KaTap 0acKa MOJIEIbIEPIACH KAaXKeTTi CAMAJbIK ATPUOyTTapIbI
KoCyTa 00J1aIbl.

Tyitin ce3mep: OarmapiaaMaJblK —KypaJ, calla, calla CHMaTTaMaJapbl, cama MOJIeJIi,

CAJTBICTAPMAJIBIK, TAJI/IAY.
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Annoramus. XoTsi B HACTOsIlllee BpeMsi CO3JAHO OOJIBIIIOE KOJIMYECTBO MOJEIell KadecTBa
nporpammuoro obecredenust (MKITO), onnako He CylIeCTByeT yHUBEPCAJIBLHON MOJEN, KOTOpas
ObL1a OBI TPUMEHUMA, JJIsi PA3JIMYHBIX POIPAMMHBIX CPEJICTB C HAWIYYIIAMA pe3ysbraramu. Jljs
aHaM3a W OIEHKHN KadecTBa OreHKN KOHKpeTHOro [IC HeobxoamMo BHIOPATH aIEKBATHYIO MOJIEIH
KavecTBa, KOTOPasl YIUTHIBaJIa ObI MX OCOOEHHOCTH U TPeOOBaHUs K HUM, a TaKKe HauboJee TOTHO
ONIKUCHIBAJIA OBl [I0OKA3aTe/ I Ka4eCTBA HA PA3JIMYHBIX CTAIUSIX KUZHEHHOIO IIUKJIA.

Kaxnasi koukpernas MKIIO o00brdHO XapakTepusyercs CBOUM HADOPOM XapaKTEPUCTUK U
aTpubyTOB Ka4ecTBa, UMEET CBOU JIOCTOMHCTBA W HEeJAOCTATKHU. Vcxojst M3 9TUX XapaKTepPUCTUK,
MOZIeJI MOTYT OBITH OPUEHTUPOBAHBI HA PA3JIMIHbIE CHEPHI IPUMEHEHUS.

st Toro 9TobBl MOHSATH 1e7ecO00pa3HOCTh ncnosb3oBanus Toil mwim uHoit MKIIO, rex wmim
MHBIX XapaKTepuCcTuK u arpubyToB KadecTBa [IC, mpUromHbIx i KOHKpeTHBIX mpoekToB [1C,
HeOOXOIMMO IIPOBECTH KOMILIEKCHBIN aHam3 ocobennocreil cymecrsytonmx MKIIO.

[esbto HacroOstimelr pabOTHI SIBJISIETCS  MPOBEJIEHNE KOMILJIEKCHOTO CPABHUTEJIBLHOTO AHAJIN3a
xapakTepucTuk u ocobennocreii coBpemenubix MKIIO st omeHkm uX BO3MOXKHOCTEH W
MPUMEHUMOCTH, BO3MOXKHOCTH &JIAIITAIINA K OCOOEHHOCTSIM ¥ TPEeDOBAHUSIM MTPUKJIATHON 3a/1a49M.
Anamuz MKIIO mpoBefieH B clIeIyIOMUX AacIeKTax: CTPYKTYPa, KOJUYIECTBO YDPOBHEH WU
XapakTepucTuK (IO XapaKTEePUCTUK) W UX CMBICJIOBOE COJEPXKaHWe, a TakXkKe B IIJIaHe
BBISIBJIEHNSI BO3MOYXKHOCTE M MPUMEHUMOCTH. B pe3dy/ibrare CpaBHUTE/IBHOIO aHAJM3a OCHOBHBIX
XapakKTepucTuk u mmox xapakrepuctuk 60a30Bbix MKIIO BeisiBIeHB HamboJiee MTPUMEHUMBIA
(6a30Bblil) HAGOD XApPAKTEPUCTUK M II0J[ XaPAKTEPUCTUK KA4eCTBA IIPOIPAMMHBIX CPEJICTB.
s mpuMeHeHNsI K KOHKPETHBIM THIIAM I[TPOTPAMMHBIX CPEJICTB 3TOT 6A30BBI HADOP MOXKET
6bITb AJJalITUPOBaH K COOTBETCTBYIOIIUM YCJ/JIOBUAM IIPUMEHEHUA IIyTEM BbI60pa aKTyaJIbHBIX
XapaKTEePUCTHUK U ITOJ XaPAKTEPUCTHK, & TAK?Ke BO3MOYXKHOIO JT00aBJIeHIs HEOOXOIUMBIX aTPUOYTOB
KaJecTBa U3 JPYTUX MOJEJIEN.

KimroueBble cJjioBa: IpOrpaMMHOE CPEJICTBO, KA4eCTBO, XAPAKTEPUCTUKHA KadeCTBA, MOIEb
Ka4eCcTBa, CPABHUTEJIbHBIN aHAJINS.
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1 Introduction

The concept of software quality (SQ) is multidimensional and can be expressed adequately
only by some structured system of characteristics or attributes, called a quality model. For
almost half a century of the development of software engineering, dozens of different software
quality models (SQM) have been proposed [1-10]|. Characteristics, sub-characteristics and
quality attributes of SQ, set in these models, became the basis for the formal description of
quality characteristics and their quality assessment in specific projects.

Users and developers have needs for quality models, allowing a formation of the qual-
ity indicators structure depending on the specifics and the scope of a particular software
product. The SQM may reflect, to varying degrees, the expectations of various categories of
participants in a program project: managers, developers, support personnel, users, and must
contain an ordered set of characteristics that ensure the consistency of their interests. In
order to understand the feasibility of using a particular quality model, certain characteristics
and quality characteristics of the SQ, it is necessary to conduct a comprehensive compara-
tive analysis of the characteristics and features of the existing SQM. In a number of papers
[11-15], similar studies were performed. However, the purposes of the SQM analysis in the
mentioned papers were different, it was carried out mainly at the level of characteristics, and
the sub-characteristics were not considered completely, or not studied at all. In some works,
the modern standard ISO 25010, which describes the new SQM, adopted in 2010, has not
been considered.

The purpose of this work is to conduct a comprehensive comparative analysis of the
characteristics and features of modern SQM to assess their capabilities and applicability.
The analysis is carried out in the following aspects: evolution, structure, characteristics (sub-
characteristics) and their semantic content, as well as general development trends.

The SQM has a hierarchical structure. Its elements are the sets of characteristics (sub-
characteristics, attributes) and the subordination relationships between them.

PS Quality Model
v
v v v
Characteristic 1 Characteristic 2 Characteristic n
I 4 I
v v v
Subcharacteristics: (1, n1) Subcharacteristics: (1-n2) Subcharacteristics: (1-nm)
v v v

Attributes, metrics

Figure 1 Structure of the PS quality model

2 Literature review

The most of present SQM are hierarchical models consisting of high-level indicators (charac-
teristics) that are detailed by lower-level indicators (sub-characteristics, attributes, metrics)
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until decomposition results in atomic and measurable quality elements. (Fig. 1). There are
subordination relations between all elements of the SQM.
The structure of the SQM should reflect and bind the interests of the user, i.e. outgoing
properties of the system, with internal properties that are understandable to developers.
Table 1 presents the results of the evolutionary analysis of the most well-known SQM with
an indication of its main parameters, such as the number of hierarchy levels, the number of
characteristics / sub-characteristics by levels / sublevels.

Table 1. — Key parameters of the most well-known SQM

No Name of the | Year of | Number Number of char- | Developer A source
SQM publica- of model | acteristics / sub-
tion levels characteristics
1 McCall 1977 2 11/35 J. McCall and General | [1]
Electrics
2 Boehm 1978 3 3/8/18 B.W. Boehm 2
3 FURPS/ 1987,/2000 | 2 5/25 R.B. Grady and Hewlett | [3
FURPS+ Packard
4 Ghezzi 1991 1 8 Carlo Ghezzi 4
5 SO 9126 1991 6/21 + 4 (for | 1SO 5
quality in use)
6 IEEE 1993 2 6/19 IEEE (Institute of Electrical | [6]
and Electronics Engineers)
7 Dromey 1995 2 4/13 G.R. Dromey 7
8 SATC NASA | 1996 2 6/21 SATC (Software Assurance | [8
Technology Center NASA)
9 ISO/IEC 2001 2 6/27 + 4 (for | ISO/IEC 9]
9126-1 quality in use)
10 ISO/IEC 2010 2 8/31 + 5/11(for | ISO/IEC [10]
25010 quality in use)

An analysis of SQM-related studies [11-15] shows that the most significant SQM are:
McCall, Boehm, FURPS, Dromy, IEEE, SATC, ISO / IEC 9126, ISO / IEC 25010.

Practically, all considered SQM are based on the formation of a hierarchical structure of
quality characteristics. The differences lie in the proposed number of levels of hierarchy, as
well as in the characteristics themselves of the upper level of the hierarchy, many of which
still coincide. The expediency of the hierarchical structure of the SQM is explained, firstly, by
the fact that the multi-level structure of quality indicators makes it possible the systematical
description of the requirements for the software, allowing stakeholders to set the properties
(characteristics) of the software product that they want to see.

In terms of the development trend of the MQST the following can be noted:

— the range of quality characteristics is expanding;
— the number of hierarchical levels of the model is at least two;

— the structure of the characteristics of quality models is complicated due to their greater
detailing at the level of sub-characteristics.

The existing SQMs can be divided into the following categories:

— fundamental or basic models that are the result of the work of authors ’teams of interna-

tional authoritative organizations; respectively, this group includes the quality models
IEEE, SATC, ISO 9126, ISO 9126-1 and ISO 25010;
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— corporate quality models of PS, which were, as a rule, developed in the interests of
certain developers or consumers, and are significantly inferior in terms of the nomen-
clature of characteristics and their relations to the basic software quality models. The
following quality models can be attributed to this group of models: McCall, Boehme,
Ghezzi, FURPS, Dromer.

Analysis of the SQM, taking into account their evolutionary development, shows that
standardized basic quality models are being developed and improved in accordance with
the modern achievements of the theory and practice of software engineering, the growing
demand for high-quality software products in various fields. They also take into account the
main advantages of corporate SQM. In this regard, in the future it seems appropriate to
consider only the basic models: ISO 25010, ISO 9126-1, IEEE and SATC.

3 Material and methods

3.1 Main parameters of the SQM

In order to identify the most applicable characteristics and sub-characteristics of the PS in
the above standardized INCD, their comparative analysis was carried out. The results of this
analysis are presented in Table 2.

Table 2. — Comparison of the main characteristics and sub-characteristics of the basic
SQM

No PS Quality Models
PS Quality Characteristics ISO 25010 | ISO 9126-1 | IEEE mod- | SATC
model model el model
A. PS Quality Characteristics
1. Functional suitability + + + +
2. Performance efficiency + + +
3. Compeatibility + + + +
4. Usability + + + +
5. Reliability + + + —
6. Security + -+ + +
7. Maintainability + + + +
8. Portability + + + +
9. Efficiency + -+ + +
10. Functionality + + + +
11. Supportability + + + +
12. Requirements Quality — — — +
13. Product (Code) Quality) + + + +
14. Design Quality — — — +
15. Implementation Efficiency + + + +
16. Testing Efficiency + + + +
17. Installation & Checkout Quality + + + +
18. Operation & Maintenance Quality + + + +
19. Retirement Quality — — — +
B. Sub-characteristics of PS quality

1. Functional completeness + + + +
2. Functional correctness + + + +
3. Functional appropriateness + + + +
4. Time behaviour + + + +
5. Resource utilization + + + +
6. Capacity + + + +
7. Co-existence + + + +
8. Interoperability + -+ + +
9. Recognizability + — — +
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10. Learnability + + + +
11. Operability + + T e
12. User error protection + — — —
13. User interface aesthetics + — — +
14. Accessibility + — — _
15. Maturity + + =

16. Fault tolerance + + + _
17. Availability + — + _
18. Recoverability + + _ —
19. Confidentiality + — _ —
20. Integrity + — _ T
21. Non-repudiation) + — — —
22. Accountability + — _ —
23. Authenticity + — — —
24. Modularity + — — +
25. Reusability + — + T
26. Analysisability + + _ _
27. Modifiability + + + T
28. Testability + + + T
29. Adaptivity + + + e
30. Installability + + + +
31. Replaceability + + + +
32. Accuracy + + T T
33. Compliance — + — I
34. Understandability + + + T
35. Volatility — — _ T
36. Attractiveness + + _ _
37. Stability — + — —
38. Fault-proof — — + _
39. Expandability + + T
40. Ambiguity - — — T
41. Traceability — — — T
42. Complexity - — — T
43. Sizing — — _ T

Notes: the sign "+" means applicability and full equivalence of the relevant characteristics
(sub-characteristics) in the considered PS quality models, the sign "—" means the absence
(inapplicability) of the specified characteristics (sub-characteristics) in the considered quality
models, the sign "4+"means applicability, but incomplete equivalence of the relevant charac-
teristics (sub-characteristics) in the considered PS quality models.

4 Results and discussions

4.1 Comparative analysis of the characteristics of basic SQM

The results of a comparative analysis of the main characteristics and sub-characteristics of
basic SQMs revealed the following.

a) In all four analyzed software quality base models, the following quality characteristics
are used:

— Functional suitability;
— Reliability;

— Usability;
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Security;

Maintainability;

Portability;

Efficiency.

b) Also, in fact, in one form or another, the following quality sub-characteristics are used
in all four analyzed basic software quality models:

— Functional completeness;
— Functional correctness;
— Functional appropriateness;
— Time behavior;

— Co-existence;

— Interoperability;

— Learnability;

— Operability;

— Reusability;

— Modifiability;

— Testability;

— Installability;

— Accuracy;

— Understandability.

¢) The following quality characteristics and sub-characteristics are applied only in one of
the four analyzed basic software quality models:

— Requirements Quality;

— Product (Code) Quality;

Design Quality;

Implementation Effectivity;

Testing Effectivity;

Installation & Checkout Quality;
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Operation & Maintenance Quality;
— Retirement Quality.
— Compliance;

— Requirements volatility;

Stability:;

Faultlessness;
— Ambiguity;
— Traceability;
— Complexity;

— Sizing;

Independence from software platform;

Independence from hardware platform.

Based on the results of a comparative analysis of the characteristics of various SQM s,
it can be noted that the ISO / IEC 25010 model, which is the most modern, perfect and
universal, can be adopted as the basic model. In this case, consideration of the rest of the
SQM may be useful in the aspect of identifying relevant characteristics applicable to certain
types of software. To apply to specific types of software, the basic model must be adapted to
the relevant conditions of use by selecting relevant characteristics and sub-characteristics, as
well as the possible addition of the necessary quality attributes from other SQMs.

5 Conclusion

Summarizing the results of comparing existing models of PS quality, it can be noted that
the problem of describing and evaluating SQ quality remains completely unresolved due to
the large variety of PS and the narrow specificity of their individual classes. A comparative
analysis of the existing SQM revealed a number of their shortcomings, the main of which can
be formulated as follows:

— lack of terminological consistency, which leads to ambiguity in the interpretation of
similar terms and the use of different terms to describe equivalent concepts;

— existing models are either abstract, widely applicable, or detailed and narrowly appli-
cable, i.e. the level of detail is inversely proportional to the level of applicability;

— the lack of methods to substantiate the process of building a quality model, often quality
models were built subjectively, by intuition;
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— low degree of formalization, lack of a rigorous mathematical basis for the description
of the formal properties of models and methods for their construction and methods of
adaptation;

— the absence of mechanisms for establishing a causal link between the quality of a soft-
ware product and the principles, methods and technologies of their design;

— lack of a clear and effective system for measuring the quality of a software product.

Practice shows that it is impractical and impossible to develop a universal SQM, which
establishes a unified system of quality characteristics, which is unchanged in time and re-
gardless of the scope and object of the application. Users and developers feel the need for
the development of an SQM applicable to describe and assess the quality of a particular SQ,
taking into account its purpose, specifics and conditions of use. However, standardized SQM
is not always fully suitable for assessing the quality of specific SQ. For a specific SQ being
developed, it is necessary, based on its functional purpose, features, and degree of importance
of individual requirements, to form an adapted quality model based on the basic standardized
SQM.

To obtain a comprehensive assessment of the quality of critical software (for example,
space-based software - SBS) it is advisable to use different software at the same time. More-
over, to assess the quality of each particular software product, an individual system of char-
acteristics, sub characteristics, attributes, as well as metrics for measuring them should be
formed.

The expediency of constructing a basic quality model for SBS on the basis of the standard
ISO / IEC 25010 model is shown. However, for application to specific types of SBS, it must be
adapted taking into account the features, requirements, application conditions by selecting the
relevant characteristics and sub-characteristics, as well as the possible addition of additional
attributes quality.
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