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ENCRYPTION ALGORITHM "QAMAL NPNS"BASED ON A
NONPOSITIONAL POLYNOMIAL NOTATION

Processing, storage, and transmission of information are important processes in modern society.
The practical application of cryptography has become an integral part of the life of modern society.
In Kazakhstani, for the protection of the electronic information are mainly used foreign software
and hardware-software tools . Therefore, the development of Kazakhstan cryptographic protection
tools is certainly necessary. This article describes the new Qamal NPNS encryption algorithm,
which is a modification of the previously developed Qamal encryption algorithm. The modification
lies in the use of a transformation based on a non-positional polynomial notation (NPN). To
build a new encryption algorithm, an SP-network is also used. The theoretical justification of the
appropriateness of applying the NPN and the results of the analysis of the encryption algorithm
are given. Algebraic cryptanalysis for multiplication in non-positional polynomial notations was
considered separately. The study of the algorithm strength for separate procedures showed good

results, which suggest the cryptographic strength of the developed algorithm.
Key words: cryptography, encryption, S-box, non-positional polynomial notation, SP-network.
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«QAMAL NPNS» mmdpiey aJropuTMiHiH MMO3UIUASIIBI €eMeC MOJMHOMIBLIK, CaHay >KyieciH
naiiIalaHFaH MOJU(PUKAIASICHI

AKnaparThl €HJIey, caKTay YKoHe aJMacy Kasipri KoraMIarbl MaHbI3Ibl IIPOIECC OOJIBIIT TaObLIAIbI.
Kpunrorpadusms ic Ky3imge KoamaHy Kazipri Koram eMipiHiH aKbipaMac OeJiirine aifHaJIIbI.
Kazakcranga 3/IeKTPOHIBI aKIapaTTbl KOPFray VIMH Heri3iHeH MMeTe/ ik OarIapaaMalIbiK,
JKOHE alllapaTThIK-OarmapiaMalblK, Kypaaiap KoJaanbuiagbl. COHIBIKTAH /18 Ka3aKCTaHIBIK,
KpUNITOrPaUSIBIK, KOPFAYIbIH KYPAJIIAPbIH 93ipiey KaxkeT. Bys mMakaigajia OYypbIH 93ipJIeHreH

Qamal mudpiey agaropuTMiniz, 2KaHA MOAMMUKAIIUAICH CHIATTAIaAbl. Monudukaius mo3unsibl
emec moJMHOMIBIK, canay Kyienepine (ITETICZK) wmerizgenren mudpiey ajropuT™min Kypy

yiria SP xemici konmanburan. Consiven Katap mudpieyae [TETIC2K maiinamany MakcaTbIHBIH,
IYPBICTHITBIHA TEOPUSIIBIK, TYCiHiKTeMe Oepinzl komHe mudpiiey aJropuTMiH TAIIay HOTHKEIEP]
kenripinmi. Ilosunusaiablk emec MOMMHOMILIK CaHay Kyienepingeri kebefiTyre apHaJFaH
aJiredpaJsiblK, KpUIITOTaJjlay HoTuKejepi Oesiek kepcerijireH. COHbIMEH KaTap, aJlOPUTMJIe
naiijaiaHbIFalH 0acka Ja Ipoleypaiapra apHaJfaH OepIKTLIINH 3epTTey *KYMBICTAPhI YKAKCHI
HOTHXKeJIED KepceTTi. Bysl o3 Ke3zerinjge o3ipJeHreH aJIfOPUTMHIH KPUITOrpaduUsiIbK, Oepik
OOTATBIHABIFBIHA OOJIZKAM Kacayra Heri3 OOJIBIT TabbLIAIbI.

Tyiiin ce3aep: kpunrorpadust, mudpJiey, S 60K, TO3UUSIBI €MeC TOJTMHOM/IBIK, CAHAY KYiieci,
SP kyiieci.
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Agropurm nmdpoanus "QAMAL NPNS"c ucnosib3oBaHneM HEMO3UIMOHHOMN
HOJIHHOMHaJIbHOﬁ CHUCTEMBbI CUMCJIEHUA

Ob6paboTKa, XpaHeHue u TIeperada HHPOPMAINH SABJISIOTCS BaXKHBIMU ITPOIIECCAMU B COBPEMEHHOM
obmectBe. [IpakTudeckoe mnpuMeHenne KpUITOrpadUd CTAIO0 HEOTHEMJIEMON YaCTbIO YKU3HU
coBpemenHoro obmectBa. B Kazaxcrame ajs 3amuThl 971€KTPOHHON UHAMOPMAIMH TPUMEHSIIOTCS
B OCHOBHOM 3apyOexKHble WpPOrpaMMHBIE H AlIapaTHO-IIPOrPAMMHBIE cpejicTBa. [loaTomy
pa3paboTkKa Ka3axXCTAaHCKUX CPEJICTB KPHUITOIPAMUIECKON 3aluThbl OE3YCJIOBHO  SIBIISIETCS
HeoOxouMoOit. B maHHOI cTaThe ONUCHIBAETCsT HOBBIA ajropurMma ImudpoBanus «Qamal
NPNS», koropsiit sBiasercs MmomuduKanueil paree pa3zpabOTAHHOIO AJTOPUTMA IMTH(DPOBAHUS
«Qamaly. Moandukaims 3aKJI0YaeTCd B MCIOJIL30BAHUN IIPeOOpa30BaHKsI, OCHOBAHHOIO Ha
HEMO3UIMOHHON mosmHOMuanbHol cucreme cumcnenust (HIICC). st TOCTPOEHHSI HOBOTO
ajropuT™a mugpoBaHus TakxKe npuMensiercs: SP-cers. [IpuBomsiTcst Teopernyeckoe 060CHOBaHME
nesrecoobpasuoctu  npumenenus HIICC wu  pesynbrarbl aHajin3a ajropuTMa  IMUQPOBAHUS.
O1mesibHO TPUBENEHBI  PE3YIbTATHI  aaredpandeckoro KPUIITOAHAIU3 JJIsS YMHOXKEHUsI B
HETIO3UIMOHHBIX MTOJIMHOMUAJIBHBIX CHCTEMaX CYUC/IeHusx. VcciesoBanne CTONKOCTH aJropurMa
JUTsT OTJIETBHBIX MTPOIEIYP MMOKA3AJI0 XOPOIINE Pe3yJIbTATHI, YTO MPEII0JIaraeT KPUITOCTONKOCTh
pa3pabaTbIBAEMOro aJrOPUTMA.

KuroueBbie cioBa: kpunrorpadus, mudpoBaHue, S-0JI0K, HEMO3UIMOHHAS ITOJIMHOMUATHHAS
cucreMa cuucjenus, SP-cerb.

1 Introduction

The science of secret transmission of information arose in ancient times. The development
of writing and communications has greatly advanced its formation. The advent of affordable
internet has taken cryptography to a new level. Due to the increasing dependence of society
on information technology and the need to ensure information security, the use of crypto-
graphic methods has become relevant for almost everyone. However, secrecy can be inferior
in importance to ensuring integrity, authenticity and other aspects of security. The invention
of new principles of cryptography and the emergence of the so-called public key cryptography
gave a powerful impetus to the widespread use of this science for the needs of civil society,
business, banking and other fields of activity [1].

Cryptographic information protection is one of the main subsystems of any information
protection system. The processes of handling, storage, transmission and use of information
become dominant in the life of modern society [1-3|. All specific tasks of cryptography sub-
stantially depend on the level of development of engineering and technology, on the means
of communication used, and the methods of transmitting information [4, 5|.

2 Literature review

The security of sensitive information has begun to be governed primarily by the key. The
encryption algorithm itself is considered to be known to the enemy and available for study,
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but the algorithm provides for the use of an unknown to the adversary key, on which the
applied information transformations substantially depend [3-6].

Claude Shannon was the first who with mathematical rigor formulated questions about
the absolute and theoretical strength of ciphers. Namely, to what extent a cryptosystem is
resistant to an attacker with unlimited resources |7]. Requirements for perfect secrecy: 1) the
key is truly random (equally probable); 2) the key is exactly as long as the message that
is encrypted; 3) the key is used one time only. In case of violation of at least one of these
conditions, the cipher ceases to be completely unbreakable, and there appear possibilities
in principle to break it. But these conditions make a completely unbreakable cipher very
expensive and impractical. Before using such a cipher, it is necessary to provide all subscribers
with a sufficient supply of random keys and exclude the possibility of their repeated use. And
this is extremely difficult and expensive to do [5, 6]. Therefore, completely unbreakable ciphers
are used only in communication networks with a small amount of transmitted information,
and these are usually networks for transmitting sensitive or critical information.

Most typically, legitimate users are forced to use not completely unbreakable ciphers to
protect their information. Symmetric block encryption algorithms have gained wide use, and
now they are the main cryptographic means to ensure confidentiality in the processing of
information in modern information and telecommunication systems [5-7].

The main types of block ciphers are a Feistel network and a substitution-permutation
network (SP-network). An SP-network is a block cipher in which the transformation of each
round is a combination of substitutions (S-boxes) and permutations. Two fundamental prin-
ciples for constructing cryptographic transformations, confusion and diffusion, proposed by
Claude Shannon in 1949, can clearly be implemented in the structure of SP-network|7-9].
Recall that confusion means complicating all kinds of connections between the plaintext and
the ciphertext. Examples of SP-networks are the ciphers IDEA, AES (Rijndael), Serpent,
Kuznyechik [10-13|. Every day there are more and more such examples. It is the new practi-
cal applications of cryptography that are one of the sources of its development.

For Kazakhstan, information and communication technologies play a big part in the devel-
opment of the young state. In 2017, the Cybersecurity Concept was adopted. The objectives
of the Concept are to achieve and maintain the level of security of electronic information
resources, information systems, and the information and communication infrastructure from
external and internal threats, ensuring sustainable development of the Republic of Kaza-
khstan in the context of global competition [14].

In recent years, the Institute of Information and Computational Technologies of the Sci-
ence Committee of the Ministry of Education and Science of the Republic of Kazakhstan has
carried out research on the study of symmetrical block encryption algorithms for electronic
messages and has developed various modifications, including those based on non-positional
polynomial notations (NPNs) [15-21]. These works, in turn, will contribute to the creation
of domestic cryptographic information protection facilities.

3 Materials and methods

The paper [19] introduced the new symmetric block encryption algorithm Qamal. The Qamal
algorithm scheme is shown in Figure 1 (a). The encryption algorithm includes pairing a
plaintext with a key using the bitwise addition (XOR) operation, a substitution S-box, and
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mixing procedures Mixerl and Mixer2.

The considered algorithm is a modification of the above one, where a non-positional
polynomial notation is used (Figure - 1 (b)). Instead of the operation of pairing (addition) a
key modulo 2 (XOR operation) to a plaintext block, multiplication by the NPN is performed.
For this reason, the algorithm was named Qamal NPNS. The developed algorithm supports
a fixed block and a key length of 128 bits. This is yet another difference from the basic
algorithm.

Building an NPN is the selection of its bases designated as working bases. Let some
irreducible polynomials be chosen as such bases:

pl(l’),pg(l’),...,pg(x) (1)

Let us denote their degrees by mq,ms, ..., mg respectively. The polynomials (1), consid-
ering their arrangement, form a single system of bases. The main working range of the NPN
is the polynomial P™(x) = p;(2)pa(x)...ps(z) of degree m = £, m;. In the NPN, any poly-
nomial F'(z) whose degree is fewer than m has a unique non-positional representation in the
form of a sequence of residues of its division by the bases(1):

F<I> = (a1<x)7a2(x)v ‘”7055(x))7 (2)

where a; = F(x)(modp;(z)),i = 1,...,S. The positional notation of F(x) is restored by
its nonpositional form (2) [22-25]:

F(z) = 7 0i() Bi(z)
where
P (@)
p()
The polynomials M;(x) are selected in such a way as to satisfy the congruence in (3).

In the case of only the transmission and storage of information, the positional form of the
polynomial F(x) according to the formula:

Bi(z) = M;(x) = 1(modp;(x)). (3)

Fr) = X cu(x) Pi(x)

where

P (@)
—. (4)

()

Each working base must have a degree not higher than the value of L (in our case, 128).

The bases (1) are selected from among all irreducible polynomials of degree mjtomg with the
condition that equation (4) holds:

P(z) =

k1m1 + k?gmz + ...+ k?gmg = L. (5)

In the equation (5), 0 < k; < n;,7 = 1,...,S are unknown coefficients and the number
of selected irreducible polynomials of degree m;. One specific set of these coefficients is a
solution of (5) and defines one system of working bases, n; is the number of all irreducible
polynomials of degree m;, 1 < m; < L, S = ky+ky+ ...+ kg is the number of selected working
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Figure 1: Qamal encryption algorithm scheme, b) Qamal NPNS encryption algorithm scheme

bases. Complete residue systems modulo polynomials of degree m; include all polynomials of
degree at most m;_1, for the notation of which m; bits are required.

Encryption. The used key sequence of L bits long is also interpreted as the sequence
of remainders kq(z), k2(x), ..., ks(z), but from dividing some other polynomial K(x) by the
same working bases of the system:

K (2) = k(). ka(e), .. ks (@) (6)
where K (x) = k(x)(modp;(z)),i = 1,...,S. Then, as a cryptogram wy (), we(z), ..., ws(x),
some encryption function H(F(z), K(x)) can be considered:

H(z) = wi(x),ws(x),...,ws(x). (7)

where H(z) = w;(z)(modp;(x)),i =1,..., S.

In accordance with the operations in the NPN, the operations in the functions F(x), K(x),
H(x) are performed in parallel modulo the polynomials (1) selected as the working bases of
the NPN.

For encryption, elements of the residue sequence wi(x),ws(x),...,ws(x) in the cryp-
togram are used, which are the least remainders on dividing the products a;(x)k;(x)

by the corresponding bases p;(z), if the multiplication operation is used as the function
H(F(z), K(x)) |22-25]:

a;(2)ki(x) = wi(x)(modp;(x)),i = 1,...S. (8)
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Decryption. When decrypting the cryptogram H(x) using the known key K(z), for each

value k;(x), we calculate, as follows from (8), the reciprocal (inverse) polynomial kfl)(x)
from the following congruence:

k:(x)k;g_l)(x) = 1(modp;(x)),i =1,..., S (9)
The result is the polynomial

KV () = (K@), kS (@), o kS V()

which is inverse to the polynomial K(x). Then the elements of the residue sequence (2) in
accordance with (8) and (9) are restored by the congruence:

a;(2) = kU (@)wi(2) (modp(2)),i = 1,..., S

Thus, in the considered model of the encryption algorithm for an electronic mes-
sage of a given length L bits in the NPN, the complete key is the selected system
of the polynomial working bases pi(z),pa(2),...,ps(x) and the inverse key KV(z) =
(k(x), k:é_l)(x), - ké_l)(x)) to decrypt the message.

Round keys. The round-key generation algorithm remains the same as in the basic algo-
rithm [19]. The round keys K; are generated from the cipher key K, using the key extension
procedure. As a result, an array of round keys is formed, from which the required round key
is then directly selected.

The complete key in the developed encryption algorithm modification is comprised
of the chosen system of polynomial bases pi(x),ps(x),...,ps(x), the key K(x) =
(k1(z), k2(x), ..., ks(x)) obtained while generating a pseudo-random sequence, and the inverse

key K=V (z) = (kfl)(x), kéfl)(x), o kgﬁl)(w)) calculated according to expression (9).

4 Results and discussions

4.1 Encryption algorithm analysis

The main methods for analyzing the strength of such algorithms include brute force attacks,
statistical and algebraic methods. Brute force attacks are to check all possible keys by using
them to decrypt the ciphertext and then to verify whether the result obtained represents a
plaintext.

Statistical methods for purposes of analysis use some statistical dependence of the al-
gorithm, which is performed for the correct key with a greater frequency than for a false
key.

The basis of algebraic methods is the building of a system of linear equations in which the
elements of plaintext and key are selected as variables. When solving the system of equations
using the linearization method, the possibility of finding key elements in parts is considered.

Keyspace calculation. In the algorithm, the key consists of two parts that are generated
independently of each other. The length of each key is 128 bits. One part of the key is
a pseudo-random sequence generated for the bitwise addition operation and for the non-
positional encryption system. In an NPN, the second part of the key is the selected set
of polynomial bases pi(x),pa(z),...,ps(x). It is known that the number of operations to
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enumerate all candidate keys with a length of 128 bits is equal to 2'28. The cryptographic
strength of the encryption algorithm based on an NPN is determined by the number of all
possible and different options for choosing complete keys. The cryptostrength of encryption
of a message of a given length L is calculated by the formula [26]:

e =25 S ke (B + oo + Kg)ICHL.CFS (10)

To find the exact value of )y for each L, it is necessary to calculate the number of
irreducible polynomials of degrees up to L. and the compositions of L.

The number of irreducible binary polynomials of degree L is calculated by the following
formula [26]:

Io= 2 S ()2 = -5 ()2’

d\L d\L

where d are divisors of L, p(x) is the Mobius function defined as follows:

0, if x has a squared prime factor
(=1)*, if z is the product of k different numbers
11, ifx—1

Table 1 shows the values of I; from 1 to 32. If L = 128, then I; ~ 222,

Table 1: Values of I from 1 to 32

ITLI ] I, [I] I, I I
129 5 |17| 7,710 | 25| 1,342,176
21 1 [10] 99 |18 14,532 |26 | 2,580,795
312 [11] 186 | 19| 27,594 | 27 | 4,971,008
4] 312 335 [20] 52,377 | 28 | 5,586,395
516 | 13| 630 | 21| 99,858 | 29 | 18,512,790
6| O | 14 | 1,161 | 22 | 190,557 | 30 | 35,790,267
711815 | 2,182 | 23 | 364,722 | 31 | 69,273,666
8130 [ 16 | 4,080 | 24 | 698,870 | 32 | 134,215,680

It is known from the theory of numbers that in the general case for the number L there
251 compositions, of which exactly C+~1 ones have the length of k.

Based on this fact, the total number of complete keys was calculated for different values
of L. For L equal to 16, 32, and 64, the number of enumeration operations is 234, 2% and
2138 respectively. Taking into account these calculations, it is suggested that when L takes

the value of 128, the number of enumeration operations is close to 227,

are

4.2 Algebraic analysis results

Algebraic methods are based on the algebraic properties of an information transformation
algorithm. The strength of algorithms against statistical methods depends on the amount of
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accumulated information about plaintexts and the corresponding converted texts. Algebraic
methods usually do not require a lot of statistics when using the same key.

Algebraic cryptanalysis for multiplication in non-positional polynomial notations was con-
sidered separately. For multiplication in an NPN, a partial attack was used. Earlier studies
had been conducted in this direction [27]. The system of equations binding the key, plaintext,
and ciphertext in the encryption scheme based on an NPN for one irreducible polynomial is
given below:

(cn—ldn—l @ knsn—Q =0
Cn—ldn—Z @ Cn—an—l @ knsn—S @ kn—lsn—Q =0

Cn—ldl @ Cn_gdg @ @ Cldn—l @ k’nSO @ kn_lsl @ @ ]{ngn_g =0
Cn—1dy @ Cp—2d; @ @ Coly—1 @ Fn-150 EB @ kisp—o = an_1
Cn—2dp @ Cn—3di... @ Colp—2 EB Fn—250 @ kn—3s1 EB @ Kosn—2 = an—2

cady @ cidy @ cody @ [PEN @ kis1 @ kosa = ap
Cldo @ Cod1 @ ]{?180 @ k?()Sl = ay
\Codo D koso = ao

Here ¢ = (¢p-1,Cn—2,...,C2,C1,¢0) is a numerical sequence of the given ciphertext,
a = (ap_1,0p_9,...,a2,a1,ag) is a sequence of characters of the unknown plaintext, k =
(Kny kn—1,y ..y k2, k1, ko), d = (dp—1,dp—2, ...,d2,d, dy), and s = (Sp_2, Sp—_3, ..., S2, S1, So) are the
sequences of unknown variables.

In this context, the input data are random sequences resulting from other transformations.
It was shown in [25] that after one cycle, each bit of the intermediate result depends on each
bit of the plaintext and on the key. Minimal changes in the plaintext or in the key lead to
changes of about 50% of the bits (an avalanche effect). In view of the above, an attack in
parts is impractical.

In the case of an algebraic attack, provided that the ciphertext and plaintext are known,
the number of search operations for finding the key lies within the following interval [27]:

> Imi) < J(m) < ][ 1my)

where I(m;) is the number of irreducible polynomials of degree fewer than m;, J(m) is the
number of search operations for complete keys of length m.

5 Conclusion

The study of the cryptostrength of the algorithm begins with the cryptanalysis of each
transformation separately. Then, depending on the results obtained, an analysis of the entire
algorithm, i.e. for the whole round transformation, is conducted.

The basis of algebraic methods is combining a set of equations describing the internal
transformations in the cipher system, and solving the simultaneous equations. Typically,
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these internal transformations include linear and non-linear parts. Developers of modern
encryption systems often use S-boxes, which due to their non-linearity significantly increase
the level of strength of such encryption systems against algebraic cryptographic attacks. In
addition, in order to complicate the use of analytical approaches, iterative (round) schemes
are widely used, when the transformation output is again fed to the input a certain number
of times.

The study of the algorithm strength for separate procedures showed good results, which
suggest the cryptographic strength of the developed algorithm and the possibility to study
the algorithm comprehensively, i.e. considering all transformation procedures and rounds.
Work in this direction is ongoing. The results will be presented in the following publications.
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