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APPLYING THE KNOWLEDGE BASE OF CWE WEAKNESSES IN
SOFTWARE DESIGN

The article deals with the issues of organizing software weaknesses by the software architect at the
stage of its design using the developed ontological knowledge base of CWE weaknesses. The main
goal of this research is to analyze the software defect system based on CWE and develop an ontology
model (knowledge base) of this system for software architects. The use of artificial intelligence tools,
in particular the development of knowledge bases based on weaknesses, will provide new opportunities
for searching and researching software weaknesses. This model being developed will be useful for
application by software developers, researchers in the field of software design and cybersecurity, as well
as teachers of educational institutions that conduct courses in software development technology and
information security. For developers, this model can serve as an assistant and reference when designing
software, since weaknesses are organized by a well-known security tactic, helping the designer to embed
security during the design process instead of detecting weaknesses after the software has been created.
Researchers will be interested in studying and applying software weaknesses in their work. Teachers
can use this model as a reference when studying and discussing security vulnerabilities in software
design or architecture, as well as the types of errors that can be made during software development.
The functions of the software architect are analyzed, and an example of the built ontological knowledge
base of CWE weaknesses is given.

Key words: CWE, software weaknesses, ontology, knowledge bases, software architect, Protege,
Semantic Web, SPARQL.
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ITporpammasianbIK, >kKacakTaMmaHbl »Kobasayana CWE ascizaikrepi Typadsibl
Oisim Ga3achlH KOJAaHY

Bepinren makamamsa nporpammastsik, 2kacaktama coyseririciaiyg, CWE ouici3 kaxrapbia OLTyTiH 1aMbIFaH
OHTOJIOTUSIJIBIK, 06a3aChIH KOJIJIAHA OTBIPBII, OHBI 2KODAIay Ke3€HiHJEe MPOrpaMMAJIBIK, KACAKTAMAHDBIH
OJICI3IINIH  YHBIMIACTBIPDY Mocejesepl KapacThIpbLIabl. DBys 3eprreyid Herisri maxcarsl - CWE
HEriziHjeri mporpaMMaJiblK, KacakKTaMa aKayJapbIHbIH >KYHeCiH TaJijiay 2KoHE ITPOTPAMMAJIBIK, Ka-
cakTaMa CoyJIeTIIIepl yImiH ochl KyieHin onTosorus mozenin (Gimim 6aszacein) kacay. 2Kacanisi
WHTEJJIEKT KYPaJIapblH KOJIAHY, aTall afiTKAHIa, 9JICI3IiKTepre Heridzjenren OuTiM 0a3achblH JTaMBITY
IPOTrPaMMAJIBIK, XKACAKTAMAHBIH QJICI3IKTEPIH i371eyre KoHe 3epTTeyTe 2KaHa MyMKinaikrep oepemi. By
93ipJIEHTeH MOJIeJIb TPOT'PAMMAJIBIK, 2KacaKTaMaHbl 93ipJIeyIIiJIep/IiH, TPOrpaMMAaJIbIK KacaKTaMa MeH
KHOEpKAyilci3/IiK caJachbiHIarbl 3ePTTEYINIEP/IiH, COHIal-aK MporpaMMaJbIK KacaKTaMaHBbI 93ipJey
TEXHOJIOTUSICHI MEH aKIMapaTTHIK KAYIlCi3/IiK KypCTapblH KYPri3eTiH OKY OPBIHIAPBIHBIH, OKBITYIIBLIA
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pBIHA Taigaasl Oosaabl. By Momenb o3ipJeymiijiepre MporpamMMablK KacaKTaMaHBI »Kobasayaa
KOMEKIIT 2KOHEe aHbIKTaMaJIbIK 060J1a aJ1a)ibl, OfiTKeHI o/Ici3aikTep Oeriyi Kayincismik TakTuKachIMeH yii-
BIMJIACTBIPBLIFAH, iU3aifHepre MPOrpaMMAaJIbIK, XKaCaKTaMa, YKacaJFaHHAH KeliH 0JICi3 YKepJiepii Taby/ IbIH
OpHBIHA YK0DAaJIay IPOIECIHIe KAYINCI3MIKTI eHri3yre KoMeKkTecedi. 3epTTeyIijiepre o3 KYMbICTapbIHIA
MPOrpaMMAJIBbIK YKaCaKTAMAHBIH, 9JICI3IrH 3epTTey KoHe KOIIAHY Moceseaepi KBI3BIKTHI 0O0JIaIbl.
OkpITymbLIap Oy MOJEJNbIl HPOrpaMMaJIbIK, 2KacaKTaMa IU3afiHbIHBIH, HEMECe apXUTEKTYPACHIHbBIH,
9JICI3 TYCTapBIHIAFbl KAYINCI3/IKTI, COHIAll-aK, IIPOrpaMMAaJIbIK, XKacaKTaMaHbl 93ipJiey Ke3iHJje 2Kacasybl
MYMKIH KATEJIKTEPJIH TYPJIEPIH 3epTTEy KOHE TaJKbLIay Ke3iHje AHLIKTAMAJIBIK, MaTephaJ PETiHe
KoJTaHa aJiajel. [IporpaMMalbik, KacakTaMa CoyJIeTIniciHiy, dyHknusuiapel tagaganaas, CWE ojciz
KaKTapLIH OLIYIIH OHTOJOTHSIIBIK, 0a3aChIHLIH, MBICAJIBI KEJITipiareH.

Tyiiia cezgep: CWE, nporpaMMasibIk, KacaKTaMaHbIH, 9JICI3/1iri, oHTOoI0rHsA, H6L1iM 6a3ackl, Tporpam-
MaJIbIK, KacakTama coyJieririci, Protege, Semantic Web, SPARQL.
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IIpumenenune 6a3bl 3HaHuii ciaabocreit CWE B nmpoeKTupoBaHumn
IporpaMMHOT0 obGecreveHus

B crarhe paccMaTpuBAIOTCS BOIPOCHI OPTAHU3AINHN CJIA00CTEN IPOrPaMMHOIO 0OECHedeHusT apXUTEK-
TOPOM IIPOIPAMMHOIO ODecIleYeHusl Ha Talle ero MPOEKTHUPOBAHUs C IIPUMEHEHHeM pa3paboTaHHON
oHTOJIOrIYecKoi 6a3npl 3Hanuit ciaabocreiit CWE. OcHOBHOI IeIbI0 JaHHOIO UCCACIOBAHUS SIBJISIETCS
aHaau3 cucTeMbl JedekToB mnporpaMMHOro obecmedenusi na ocaoBe CWE wm paspaborka momesan
onrosoruu (6a3pl 3HAHUIT) ITON CUCTEMBI JIJIs APXUTEKTOPOB IIPOrpaMMHOr0O obectieuenus. [Ipumenenue
CPEJICTB HMCKYCCTBEHHOT'O WHTE/JIEKTA, B YACTHOCTH Pa3paboTKy 0a3y 3HAHWKM HA OCHOBE CjabocTeit
JIaCT HOBBIE BO3MOXKHOCTHU ITOMCKa W MCCJIEJOBaHUs CJ1abocTeil mporpaMMHOro obecrieuenusi. JlanHast
pa3pabaTbiBaeMasi MOJIEJIb OyJIeT 0JIe3Ha B IPUMEHEHNN Pa3paboTINKaMU IPOrPAMMHOI0 0becIiedeHust,
WCCIeZIOBATENsIM B 00JIACTH TIPOEKTUPOBAHUS IMPOrPAMMHOIO obecriedeHusi W KuOepOe30IacHOCTH,
a TakyKe IPEeroJaBaTe/sM yJIeOHBIX 3aBeJIeHH, KOTOpbIe BEIyT KypChl TEXHOJOTUU pPa3paboTKu
porpaMMHOTr0 obeciredenns W 1Mo WHMOPMAIMOHHON Oe3omacHocTu. PazpaboTunkaM JaHHAST MOJIENTb
MOYKeT CJIY?KUTHh IOMOIIHUKOM U CIIPABOYHUKOM IIPU ITPOEKTUPOBAHUE IIPOIPAMMHOIO 0OECIedeHus,
ITOCKOJIBKY CJIabble MeCTa OPraHM30BaHbI M3BECTHON TAKTUKON HE30IIaCHOCTH, ITOMOTasi IPOEKTHPOBIIUKY
BO BCTpamBaHUU OE30IIACHOCTH B TE€UYEHUE ITPOIECCa MPOEKTUPOBAHUSI BMECTO TOT'O, 9TOOBI OOHADYKUTH
ciabble MeCTa II0C/Ie TOrO, KaK IporpaMMHOe obecredenmne ObLio co3mamo. McciemoBarensm Oymer
WHTEPECHBI BOIIPOCHI U3yYeHUsI U IPUMEHEHUsI cJ1aboCcTell IPOrpaMMHOTO 0OeCIiedeH s B CBOUX PabOTax.
IIpemoaBaTest MOryT HCIOJB30BATH JIAHHYIO MOJIETh B KadeCTBE CIIPABOYHOTO MATEPUAJA DU
U3y4YeHUN ¥ 00CYKIeHUN OE30IIACHOCTH 110 CJIa0BbIM MeCTaM JIu3aiiHa WJIM apXUTEKTYPhl IPOrPaAMMHOIO
obecriedennsi, a TaK¥Ke TUIIOB OIMUOOK, KOTOPBIE MOT'YT OBITh CIEJIaHbI BO BpeMs pa3pabOTKU IIpOTrpaMM-
HOro obecriedenus. [Ipoanau3anpoBanbl (hyHKIMHA apXUTEKTOPA TPOrPAMMHOIO 0OECIIEUeH NS, TIPUBEIEH
npuMep MTOCTPOEHHOU OHTOJIOTHYecKoi 6a3bl 3uanuit ciabocreit CWE.

Kirouesbie ciaoBa: CWE, ciaboctu mporpaMMHOro o0eciiedeHusi, OHTOJIOI s, 0a3bl 3HAHUI, apXUTEK-
TOp IporpaMMHOro obecriedenusi, Protege, Semantic Web, SPARQL.

1 Introduction

Each organization makes sure that the software purchased and the software products developed
are protected at all levels. To protect all their software products, companies adhere to the rules
and standards of information security, as well as international recommendations, at all stages of
development. To solve these problems, the developer community and MITRE Corporation created
an international list of CWE software weaknesses. However, this information is not structured and
there are contradictions in structuring these weaknesses by concepts, which leads to problems in
the work of system users. These problems make it difficult to protect resources from cyber-attacks.
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The analysis of publications |[I—1] shows that one of the promising approaches to improving the
efficiency of both search and analysis of information is an approach based on the construction of
ontologies of the subject area. The authors propose an approach to implementing the organization
of software weaknesses using ontology.

2 Architectural concept of CWE

A software architect is a person, whose main activity is to manage the process of creating, designing,
developing and maintaining software. The main responsibility of the software architect according to
international requirements is to develop or select the most appropriate architecture for the system
(or systems), such that it meets the needs of the business, meets the requirements of stakeholders
and achieves the desired results under specified restrictions. The functions of the architect are
shown in Figure 1.
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Figure 1 — Software Architect Functions [5]

In accordance with the Professional Standard in the Republic of Kazakhstan, the software
architect has the following responsibilities: evaluating and analyzing systems, developing system
solutions, developing IT strategies, concepts and architecture of information systems, introducing
innovations in business processes, advising on the selection and implementation of optimal systems,
from the point of view of the IT strategy of the enterprise, information technologies and using
investments in information systems with maximum benefit. Its main goal is to develop a software
architecture. The work functions of the software architect include [0]:

1. Creating Software Architecture Variants;

2. Assessment of software requirements and selection of software architecture option;

3. Documentation of software architecture and implementation of software tools;

4. Assessment of the possibility of creating a project architecture and identification of key scenarios;
5. Manage methods, interactions, and software upgrades;

6. Control over selection of software architecture option, implementation and maintenance of
software tools.
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3 The proposed ontology

An ontology is a system of objects, their properties, and relations between them for a certain area
of knowledge. Special languages are being developed to work with ontologies, the most modern
of which is the W3C consortium’s OWL language. Information in the ontology is stored in OWL
format, in the form of triplets. OWL is an information (knowledge) representation language that
can be used to describe ontologies both in the semantic web and in various applied information
systems. [7,§]

A Query Language for RDF (RDQL) and Protocol and RDF Query Language (SPARQL)
are currently available for executing queries to RDF stores. SPARQL is one of the recommended
semantic web technologies for publishing data to the Internet [9].

The knowledge base development process was divided into the following stages. - Defining
classes in the ontology;

- The organization of classes in a certain hierarchy;

- Property definition;

- The content of the instances of the class "CWEEntriess;

- The content of the instances of the class "CVEEntries»;

- The content of the instances of the class "CAPECEntries»;
- Checking the consistency of the knowledge base.

The architectural concept is represented as a graph. This concept includes 12 categories, each
of which consists of classes, variants, bases, and composites. The category structure is shown in
Figure 2.

Any ontology contains a header and a body. Figure 3 shows the title of the ontology (knowledge
base), added an annotation, you can add comments, and configure the import of the ontology. The
ontology body contains descriptions of classes, properties, and individuals.

The "owl:Class" class is introduced in the OWL language. Classes are organized in a hierarchy
using the "rdfs:subClassOf"property. Two complementary classes are important: "owl:Thing a
superclass of any OWL class; "owl:Nothing a subclass of any OWL class. An instance of any
OWL class includes an extension of the "owl:Thing" class. The extension of the "owl:Nothing"
class is an empty set. Class descriptions are the building blocks for defining classes using axioms.
To define classes and form various axioms, there are a number of constructs: "rdf:ID defining a
named class; "rdfs:subClassOf" is extensional one class is entirely included in the other extensional;
"owl:equivalentClass" is extensionally two classes coincide; "owl:disjointWith extensionally two
classes do not intersect.

Classes are the main component of the OWL ontology. Classes can be named, disjoint, and
hierarchical. When creating classes, the Protege editor initially already contains the "Thing"class
- which is a class that represents a set containing all the objects in the subject area.

In the created knowledge base, the Thing class contains the following classes: CWEEntries
- the main class under study, CAPECEntries, and CVEEntries. CWEEntries contains Software
weaknesses, CAPECEntries-attacks related to the corresponding weaknesses, and cveentries-
vulnerabilities.

An ontological graph is a bipartite graph whose vertices are concepts of the domain, and whose
arcs are relations between them. An ontological graph is an information model of a domain that
has the form of an oriented graph, whose vertices are classes, and whose arcs are relations or
connections. Figure 4 shows the ontological graph obtained as a result of constructing the domain
ontology in the Protege 5.5.0 editor [10].



76 Applying the knowledge base of CWE ...

1018/6/CWE) : [DAZR\CWE_45.0wl]
Window Mastro Ontop Help

ntologies/2018/6/CWE)

nIDL Query x | OntoGraf x | SPARQL Query x|

% 8% A adHd RSQ @ |6 EBF b

* ¢ OWE-1017_Lock_G

_ o omputer * @ CWE-1020_Verify
* & CWE-1019_Valida + O\Lﬂ:-g:iﬁmw Vi _Message_Integr...
te_Inputs _User_! ns z
63 7 ~ "' CWE-1014_ident & CWE-1016_Limit_
B & R fy_Actors Exposure
# CWE-1013_Encryp | ¢ CWE-1015_Limit_ [ —— s -
t_Data — Access j=— —

* & CWE-1011_Author
ize_Actors

= —— y
CWE-1009_Audit
Y9 CWE-1012_Cross_ | Le I
Culting * @ CWE-1010_Authen

ticate_Actors

L RG]
© Classes
N

-
|’°. CAPECEntries | HT}‘
* @ CVEEntries

Figure 2 — The composition of the categories (the ontological graph)
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Figure 3 — Title of the ontology created by the knowledge base

The knowledge base you create consists of weaknesses, vulnerabilities, and attacks [11]. Since
the knowledge base is implemented from the point of view of the architectural concept, the main
class is CWEEntries. This class consists of the main view class, which includes 12 subclasses

(category). The Categories class contains CWE records that contain a set of other records that
share a common characteristic. [12]

Figure 5 shows the category content modeled in the Protege environment.
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Figure 5 — The structure category

Each category includes classes, bases, variants, and, if there are composites.

The category has the following format: description - brief description-specified in the
annotation), category ID - specified as a data property (data properties - ID), object property
? views member. This property associates each category with the corresponding classes, bases,
variants, and composites (that is, those that belong to a particular category).

Properties (rdf: Property) in OWL are relationships that bind classes or individuals. All
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CWEEntries have two main objects:

1) object properties - properties of objects (owl:ObjectProperty) are relationships between two
classes or individuals;

2) data properties - data type properties (owl:DataTypeProperty) - this property defines the
relationship between the individual and the data value (numerical constraints).

The main properties of object properties include: references (designed to indicate the
vulnerabilities available for a certain weakness), categories member (this property is necessary
for the relationship of each bases, variants, classes, compound with the corresponding categories),
related attack patterns (this property indicates the relationship of weaknesses with possible
attacks).

Properties of data properties include: id, modes of introduction, common consequences,
likelihood of exploit, demonstrative examples, applicable platforms, weakness ordinalities,
detection methods. |13, 1]

4 Application of the knowledge base

There are four types of data queries: default query, literal query, class instance query, class object
property query. Below are various types of queries written in SPARQL.
Query 1 - a general standard query, It defines the structure of the knowledge base and shows
the list of main objects.
Inquiry 1. Generic Standard Query:
PREFIX rdf: <http://www.w3.org/1999/02/22-rdf-syntax-ns# >
PREFIX owl: <http://www.w3.org/2002/07 /owl# >
PREFIX rdfs: <http://www.w3.org/2000/01/rdf-schema# >
PREFIX xsd: <http://www.w3.org/2001/XMLSchema# >
SELECT 7subject 7object
WHERE { ?subject rdfs:subClassOf 7object }

As a result of this query, a list of the main classes that are subordinate to the CWEEntries
class in our ontology is displayed.

Query 2 - a query based on class object property data, It identifies the knowledge base elements
associated with that property and shows the relationships between weaknesses through a specific
object property.

Inquiry 2. Objects associated with a property of type categories incudes:
PREFIX db: <http://www.semanticweb.org/Zh/ontologies/2018 /6 /CWE# >
PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns# >

PREFIX owl: <http://www.w3.org/2002/07/owl# >

PREFIX rdfs: <http://www.w3.0org/2000/01 /rdf-schema# >

PREFIX xsd: <http://www.w3.org/2001/XMLSchema# >

SELECT 7x 7property 7y

WHERE { ?property rdfs:subPropertyOf* db:views includes.

7property rdfs:domain 7x .

?property rdfs:range 7y .

}

The result of the second query is to display the relationship between categories and objects that
are subject to categories using the categories includes property.
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Query 3 - Demonstrates the query based on the data type property. Defines the
likelihood of exploit property values for all categories and displays the list of categories and
the corresponding value for these categories of the likelihood of exploit property. Inquiry 3.
likelihood of exploit property values for categories:

PREFIX db: <http://www.semanticweb.org/Zh/ontologies/2018 /6 /CWE# >

PREFIX rdf: <http://www.w3.0org/1999/02/22-rdf-syntax-ns# >

PREFIX owl: <http://www.w3.0rg/2002/07 /owl# >

PREFIX rdfs: <http://www.w3.org/2000/01 /rdf-schema# >

PREFIX xsd: <http://www.w3.org/2001/XMLSchema# >

SELECT 7t 7y WHERE

{// 7x db:categories member 7t.

?x db:likelihood of exploit 7y

}

As a result of the third query, a list of values of the likelihood of exploit property for categories
objects is displayed.

5 Conclusion

CWE projects are hierarchical classifications and are used primarily in this capacity. They provide
a way to formally describe information security phenomena for use as a common language. The
main focus is on common use, so MITRE attracts specialists from both the scientific community
and industry to develop it. These projects serve as an important tool for constructive interaction
in the field of information security.

The authors have designed an ontological model of these weaknesses from the point of view of
the architectural concept. The article considers the possibilities of using the ontology of software
weaknesses.

The developed software is integrated with the Protege ontology editor, which is used for
ontology design and maintenance. As a result, a system has been created that provides an effective
filling of the knowledge base with knowledge, has an ergonomic interface for expanding the existing
model, combines the ability to convert new changes in the SID standards to the OWL language and
the ability to visualize the schemes of structural models of paths, knowledge of which is extracted
from the used database.

Queries for selection by condition, in the case of an ontological database, are made in SPARQL.
It is a language for querying data represented in the RDF model, and it is also a Protocol for
transmitting requests and responses.
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